T ENES W
LERLPERL

i RIY AT RV FEZE AHAREFAY
On Certification of Safety Functions in Computerized Nuclear

Instrumentation and Control Systems Development

3+ 3 %% . 1002001INER027
£LEPMOE) Mz f g
= EEEE 2 £
PR T ¢ (02) 3366-1189
E-mail address : tsay@im.ntu.edu.tw
PBREYTBEAR P HRE

L pgpd EARI0#E 119 29 p



— N B R D AEMERTEZ P E BT LR e 6
Iy R I REMERTEZ BRI L E s 7
ERNIE ok D R = R TR 9
VNI o Dl 2R AL o - - TR 11
ERRE Ao 1) B 2= - e~ AR 21

— oy BRI AT FE N D 2 2 T A e 29
Iy PERASPHEA S TR R FERENE R M 29
B ;{e;& .......................................................................................................... 31

E- RPN RCEZFELIEWIAETRRERFIE 34

s TR RIBRETNE A2EWRELEREEN 58



F £

o

FEE YRR 1 RO i AT R A TR e

;
I

BE RPN B I EA 0 AP Rk A F LI G

§LTEE SRS DY R A PR T AR
HEFFAZIPME RS F B - FREAE o Apu- §

bl B A2 Pl BAR RE S 0] 0 RARE R 11 LR

B LSV F e A PRFFEORNRFEHILE LAY Ao
(it ‘

¢H e R Lo R A RME HSREL T4 DL R

\\\ﬁr
ol
o

Mgk o oot ks o2 s R R AR S~ SR
TR ~ TR s X IR A B R ERIA T

>

BANRREER



Abstract

Research literature and the evolution of industrial standards have
shown the increasing importance of formal methods in the certification
of safety functions of computerized systems. Considering that nuclear
instrumentation and control software will typically be real-time
multithreaded programs, we review a selection of methods and tools that
may be used to formally verify the functional and timing correctness of
such software. We investigate as a trial case the formal verification of a
simple yet representative controller program, in order to assess the
adequacy of these methods and tools. The steps that we have followed
and the methods and tools that we have applied should also provide a
very good guidance for practitioners who will undertake similar
verification tasks.

Keywords: Embedded Systems, Formal Methods, Hoare Logic,
Model Checking, Multithreaded Programs, Real-Time Systems,
Safety-Critical Systems, Static Analysis, Timing Analysis, WCET
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1.1% 4=

BEARPIGEE HOER D o v AT Pl R AL 2 H AR AT IR
SEERE - SR A S 1}% [Souyris et al. 2009] [Yoo, Jee, and
Cha 2009] 22 1 % H jiv & # ¢h ;5 & [IEC61508]
[DO-178B/ED-12B J%¢ 7+ i+ #.~* ;* (formal methods ) & B | &£
Ao 27 2 [Wikipedia] [Formal Methods]i<4p 1 Biif chdic§ %
BES 2 H 1 DR HAM RN T R E R E AR
HOMFER AL FEEE S AR o TR A AR F I AR
E o MEF o 2 BB 2 E 1 LREC ER RS N2

Rl (7D RSk )ﬁﬁmﬁﬁ%ﬁ%%?ﬁ&ﬁiiﬁ°
PRI IR AR I P RS o e F et LR
2L 5% Dijkstra #73 > B3E 0 BEor 4238 F 453 ArEE P AR50
FEF L3 = @453 (Program testing can be used to show the
presence of bugs, but never to show their absence! ) [Dijkstra
1970] -

R o AT RS EG ARG BB 2 RREFNG
BEOA S BERAA L FEAopt > PRI FR W AE R
a4 & > e (life-critical or safety-critical ) # p4 7% iz B
(financially-critical ) i Al &8 % 5o » blde @ FRR & - &8 p
il LN TS 11 o 1| BTN I o B AN L Tl B Pk 1
s FE LRI S RUMTRXFE RS ZEHE R D

%ﬁ%gﬁl‘l’l“&"ll—m}ﬁ% ,——{‘vi‘ ﬁ[kﬂ‘]gxllﬁrﬁﬁgirﬁl



TRFZRTF o FED IR ZHEFFE > H TG
“%ﬁﬁ%*ﬂmm% P UBRT Rk d srig
1+ [Abrial, Borger, and Langmaack 1996] [Brat et al. 2004] - £ s
BEKEAE e By TR Z 3G o s e S E S

B 4424 [Yoo, Jee, and Cha 2009] -
1.2 F

AT RS E L 2T AR AL 5 R A iR
Mo AT A &P DIl AR AR 2R SR p LT
Pore ki « B e %@ 2 v 71 4 i{%‘gtbﬁfﬁlﬂ’_@ﬂp\ “
TR ZFEL MR IS EFELE s { A
TR ERY E DR FE 2 DA P o

Poae RISty LA R AR S R AR
(real-time multithreaded programs ) - #\ % ¥t ’f} e B A RE 74 A
TFERHREE R AT AT M R R E e B e
Nl o AR H R T FERREINLS > AP LU A R AR
EHAR L P BEFERERRZE I HN T EEN NN A
FEEAAM I R oo AN ERERF AL > AP Kho W
a2 B EERABI R 2R EE- 1S REYE T h
£ FRAFERF | (Worst-Case Execution Time » WECT)
FAPAL ) AH- REFERFEF omfa,T > o4
PARTI S A F TR S TN R TRER o A B -

Ao

P - P R RS AR R R R



BRI BARNNHRFL 0] AREF 1 R FE I E v
e eBtBANFHEGTEHE I REFEIPRFER
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B FIE2RER
1.3# G FraEldskE2 321 8

AN A PRI R 2 A AR A
(model checking) 4ri#% % 5\ % % (deductive verification) - #&
A A - oA FFEREF > AR AT TRk & (state)
%k fk A5 2 4 031 (model ) v % A i84E( temporal logic)
th o % (formula) 2 i % Seenfb B > R 38 % 4p Rl w802 & p
¥ A WA E_F B K3 4 7 ;¢ [Clarke, Emerson, and Sistla
1986] [Clarke, Grumberg, and Peled 1999] - &+ & % * 2.1 & 4r
SPIN [Holzmann 2003] -

ﬁii\: 75 I I

B B4 or 50

Tk Rt E

M o E

B 131 H2lH & % 4 F

AN fe N g L B w84 E (deductive reasoning) %
AR B F o f R dp s 2 4e B 4B (Hoare logic)
[Hoare 1969] [Apt, de Boer, and Olderog 2009] :4% ;% B {832 24 12
% Pt g 3 32 34 (predicate transformer ) o £ # * - 2% (program

annotation ) i 458 7 L& 3 & - ¢ 4 3F 5 (intermediate



language ) - k¥ i% % &2 4 ® (verification condition generator )
Wip 7 7 30f3e0? MF7 RN BAE L REIFER - 5 PRAEER

FOpE N R RN &2 B Ao ok AR E IR 24 B (SMT solver ) ;

3

PR NRBEEENTREREA AL I LI REN > 1

2 4 Frama-C [Frama-C software analyzers] ~ VeriFast [Jacobs,
Smans, and Piessens 2010] & -
Nipeny - % 52 PP L (GG - ErgE 7))

FLSMPH R I aEREZ S FE1 LT

C 25575 | AR

Java #2375

3% Voh e

w0 % | s

B 132 mE N REE R
14FRFRF R %EZ Y281 8

PEH - 1 TR FRE RL R TR (Worst-Case
Execution Time; WCET ) e 2 ¥ & 5 % * 3§ : # i &~ 47 (static
analysis) f-i|€ 5 (measurement-based ) =z -

FEAITS 7 R AL A HRE L A FES A
A AR 2 G0} AR o BRI AR 0 L

P E T A SRR E > BiEEkE A (value analysis)



[Heckmann and Ferdinand 2004]:4- Z_eJ® % cndr 3 B (register)
o B B8 o B AR Zhehge B> 4424 45 (control-flow
analysis ) 3+ 5 ¥ & e TR E 0 @ BT A A
( processor-behavior analysis )3f ikl 3z 1% 88 ~ 1%-B~{c ¥ g (pipeline )
EHWREEF S Risd B335 (estimate caculation)
T WCET shiz 2+ & [Wilhelmetal. 2008]- % & 1 £ 4raiT [aiT] »

Bound-T [Bound-T] ~ SWEET [SWEET]% -

Pl Bl'zﬁ‘éf‘iﬁ”ﬁi%]/\%‘? EAMAERE AR
NRPIERFERF VA REFERFEFS R

FHAERF SR oo 3 27 5B i RS

(instrumentation code) {z f 5 (timestamp) # CPU #5%
PTHcE 2 N AR E [Wilhelm et al. 2008] - % 1 £ 4o
RapiTime [RapiTime] & -

BT E-f{EFREER i)™ > @7 I e
(scheduling) 7235 & 47 T pF 5 (T AR N (TP o AV
B PEERGEF 0 B2 4 47 (local scheduling analysis) + 3+
Ba& BEsaas it Fiew B (Worst-Case Response Time;
WCRT ) % & k kLk 2~ 45 ( compositional system level analysis )
¥ iF * g g2 (fixed point method) 3+ % 3 & 4 (feedback) 2
iz 7% WCRT [Kinzli et al. 2007] ~ [Henia et al. 2005] - % 2 1
£ 4o SymTA/S [SymTA/S] ~ RT-Druid [RT-Druid] -

EAN AR R SR S M O R - € A Rl - Al &

LM HAREATL S 2B 1R R
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WASHER

B HETE S AT "

EW
W EER

& = BEGE
E 48

B 14-1> 2 & %k anm 77 L B [Kunzlietal. 2007]

1SR4 B 612 4p ML 7

3 gk jrpw |5 - BB ZFIESEREL
L E @ 5 R B RBAER BN CET R
FiEn g gy POSIX R84 g eh i e ¥ R 61 £/5VERE
= MISRA-C [MISRA-C 2004] - # = 5241 F 2 B A A G0N o)
1.5-1 #7951 > FAIAARRACR = -2 71 0 T Ear Y S M HEHE

L

Controller 4

Sockets |

|  Sender | | Receiver |

— ™ Temperature Control Loop (TCL) —
| Diagnosis | | Watchdog |

B 151 4| Baes



Initialize Start Tasks Wit fog End
Tasks

‘ ‘ ‘ Sender ‘ ‘ Receiver
Read Llsten to
Tempemture RackUiY ‘ Clients

T4t

Out o Send Buffer
Control

Empty Buffer ’W!F‘
Cal culate - Command
e T"p Output o
Unlock Buffer
Adjust
Actuator

v
Reset WDT

0

ves

Pml:ess
Command

‘ Reset WDT

ARG TP SRR E > R EaE 50 Mcf) R L

TR P APERERPEE 8 LA - o A

H g 7408 1.5-3 971 2. 5% o
AAENE 204 BEFLEAITREFRIES g8 2
407 dp %4 7 2 (null-pointer dereferencing ) ~ % 7% 5 =

(buffer overflow) %4258 % > R F]m § # (crash) & &_f&m> 5~
2 (deadlock) %

&l

2
o
/

=

R 1t ]455??3. 7B ﬁﬁxﬁ“l. PR ER R ji‘a ¥
- T ERRETRLNERBERF S EAELFR
( Temperature Control Loop » TCL) ¢ 4% % /4 #r &l i 5 o §

= W

BiTw ’\ﬁ"}’%ur_)i__wa)é‘ Bofs - =X E‘f‘l/_“}’_}if'ﬁ*v'\“r;( T_nE

BOHRRE > )€ % G2 BRI B oo gt SRR BT Ak
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27 ® (counter) % JETRhE (¥ § H 4o o

PER R RIS DR - U AR 2 4 WCET &
TR TiEFRAELS T R ETE TR OEFR T Ay PE R (#
)Pz o

BEARER S
EElZE Astrée,
CodeSonar
ThEE
weEaR VeriFast,
ENES1EE 24 Frama-C, SPIN
e WCET%
s WCETAM > g
aiT, Bound-T
v
BERZ DA
SymTA/S,
RT-Druid

Bl 1.5-3 ~ 741 B2 Ap M kiR i 4%
1.63- 4| Bo i & FElt2 53

AR hF D AT P A A 2 E%RE AR A oS
e M FEREMNHEAR AT E SPIN 2 8 %kEL L
VeriFast » &k ¥y B 4 6] (TRE 2 H 3 -

(-) #i% 4
BAlkA > 2 pF ot B3P R L TFar H T
#& %7 (assertion) » SPIN #-7] 7 PROMELA( PROcess MEta

LAnguage) # it » 2RA BHETEF > 25 L 2 AT A

’ /

)(atomic )t #4 T &N 4ré % eha B VeriFast i o
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PRSI S 2 p 0 T A3 pthread 4 % FURPEL o T

whdofe 2 SPIN @ 2233 ‘F; | ¢ watchdog i 7 e % i3
R geie $75 T AR ;v};fr FHRHEHEE -

TCL ~ receiver ~ sender - diagnosis 34 {7 ¥ # % ¥ € #-4p
P2 S %t 1o watchdog 34 7 % R4 & 2 3%
BREGEFIZREES I RREAFEI FoF ik R v R4 8
TR FEF LB Y o % watchdog # = SPIN #-31F > % g
T BT R o W S timer 4o o

active proctype timer()
{ int temp;

e E

do

TCL c!1;
receiver c!1;

TCL_c ? temp;
receiver_c ? temp;

watch c!1;
watch_c ? temp;

od,
timer * > 3 (74 > AR H 4P F 0 TCL ~ receiver
f- watchdog - % watchdog & {7 & & B » TCL ~ receiver T % %3
- = o
TCL # 340

active proctype TCL()
{

int temp;
do

12



TCL_c ? temp;
atomic{
countl++;
countl = countl % 2;
}
TCL c!1,
od;
}

FaEHAl P 2 TCL_c ? temp % & & timer @3 f§ a4 o
ERAe bR 1 F % 2 SRR IR AT A

receiver 34 17 kg 7" 4 = 4p i fCA) -

Bliaig

watchdog P| #& 3% = 4o i F] ¢

active proctype watchdog()
{

int pre_ TCL,pre_receiver;
pre_ TCL =-1;

pre_ receiver = -1;

int cur_ TCL,cur_ receiver;
int temp;

do
watchdog_c ? temp;

cur_TCL = countl;
assert(pre_TCL !=cur_TCL);
pre_ TCL =cur_TCL,;

cur_receiver = count2;
assert(pre_receiver != cur_receiver);
pre_receiver = cur_receiver;

watchdog_c ! 1;
od;
}

watchdog 2 watchdog_c ? temp & & timer & 3% ff 2 21 4, >

% %1 assert(pre_TCL != cur_TCL)fr assert(pre_receiver !=

13



cur_receiver)~» Wt & L RS R E T BREAF DR AR
WA TP o BRI R4 F TCL fr receiver # {7 ¥
TaTR 1S AP F e ehte & ¥ Bt 10 P watchdog it &

AR FARFIEW U FEZRITNT Eégpgjﬁ,ﬂ? S & =)
RPN S B R GfRAR N o T it 4efe 12 VeriFast 1 B F

% - B4 5 VeriFast © 2 3304 2B $#iceni * o B
et B2 %€ (loopinvariants) ¢ # # i * >3 i o 2
A E A RN 2B REE - C B4R (struct) ¢ oo X

DES SFE SN PN R RIS e PO

\

&
=

A w] (non-primitive) 3adp + (onstack) ¥ 7 B3
MISRA-C » # i sa# (heap) ¢ * > VeriFast & #73 C
,fs;k##fr"iflj 8% malloc &3¢ fdafg + Al > 30 free S5t
#ig
¥ - 2 A oM L H3- B 72 7 4 2 (atomic)
gl § E- B A E oS P% o & GNU C &5t iksh
POSIX s st¥ »int @& ¥ 4L 5 # ¥ & 3] [The GNU C Library
manual]> F]3 % ¥ 3 - B /\—*ﬂff%’% Z & 113 18 (mutex)
2 4 2 (lock) & H3f %8 - &4 B # &/ 7 watchdog 73+ #c
B 5T A E 2 int FHc o A VeriFast ¥ 0 — (7

sAE L ER (trunk) Rk g s R LA - 400073 ¢ 3)

14



S P o TR MR R ERUEARE 1 T AP
VeriFast » $ 5] iFE b 87 72 ¥ 2 2 Ffc o st > A A{ R
g 1T o
B RS T
VeriFast 4% &— 2 &2 4% % pthread /i & 7 F & flfrdd ik

(signature ) ez fd g ;N $2t A L Fen k Sef e fod VR

i Aw i iF 2 (pre-condition ) ¥ #% 2 (post-condition )

PP R (specification)) kR BEH E R 0 A R B R 4oAE o

T B S %k deefed open 2 HFE o
[*@ prediate on(int flags, int flag) = true ==

((flags & flag) == flag); @*/

/*@ predicate opened(int fd); @*/

int open(char *pathname, int flags);
[*@ requires [?f]chars(pathname, ?cs) &*& mem
(’\0’, cs) == true &*& on(flags,
O_RDONLY | O_WDONLY | O_RDWR); @*/
[*@ ensures result >= -1 &*& (result ==-1?
true : opened(result)); @*/
by

VeriFast Lfz 1 [*@4r@*/ ¢ % (T ®BILfE > & /@

15



R (T H (TR0 0 5 &*&% 7 A Y848 (separation logic )
? ek 3@ £ 39 (separating conjunction ) [Reynolds 2002] -
m ik *F & pathname dpe - B i - BV * AR e 7 R
(null-terminated ) 3 B > ¥ P (THEHEIF B 45 EUT
(f%*O)’ﬂmséiﬁﬁﬁﬁﬁﬂ—%inmOMN\
O_WRONLY £ O_RDWR- %] & openi& & % :x I & Fi
R ENEREFHP-BE G EmEGHEF LW
¢ v -1 i3 (predicate) opened(result) - 4% % 45 if

(file descriptor) result @ R @ >t — B fcadhkx o 52 1 ARG
Z BHFRLSY ocloseiFBE & h— 23 openiE L S5 4 o

v

3¢ i gy %_close i ¥ & 157 opened 2 i 4% (consumer) -

int close(int fd);

/@ requires opened(fd);
//@ ensures true;

& VeriFast P o i AR 5 3 AE L8R F AR 4 i
Bh-HERE? BEACEAMPRE ¢ vFcRESA
(memory leak )

WA RERRHITHE A VeriFast ¢ F D £33 K
S0 U ERLR AT o
struct mutex *create_mutex();

//@ requires create_mutex_ghost_arg(?p) &*& p();
/@ ensures mutex(result, p);

void mutex_acquire(struct mutex *mutex);

/@ requires [?flmutex(mutex, ?p);
//@ ensures mutex_held(mutex, p, currentThread, f) &*& p();

16



void mutex_release(struct mutex *mutex);

//@ requires mutex_held(mutex, ?p, currentThread, ?f)
&*& p();

/@ ensures [fimutex(mutex, p);

void mutex_dispose(struct mutex *mutex);
//@ requires mutex(mutex, ?p);
//@ ensures p();

(shared buffer) 5 6] > 2 2 & 4T o

g->buffer |-> ?b &*& g->buffer_size |-> ?s &*& chars(b, ?cs)
&*& malloc_block(b, s) &*& length(cs) ==
9% &7 TF 2R FH s> >N AT ViERS

st @ o chars(b, 7cs) &*& malloc_block(b, s) &*&
length(cs) == s & 7 bdge & & 5 s Al 5 char d3aff %
B.CSe # & ¥ é’f’JiF?ﬁ % » 7% sender £ 455 LN EE 3 )
Bl fi o bil4o— % 2 F (safety property) # i § & =+ §
Zitsender BiEWH 5 % I B FE S22 F e REE
g e § 2 g4 o ptFET R T S g T A 2
YRz BB o
nth(i, cs) I=1 || err ==
e F] VeriFast & 7 2 # p¥ & |25 (temporal property ) >

17



FIob & E K s R (liveness property ) o 1 ELE § 45 3E
err 3 2 > P sender #7i¥ 12 3 rie RH M -G AP B o
EalA SN
3. FLfiFARs
wairOnSocket & ;¢ x5 %#c > socket & 3 g & 4y it
4o timeout & » b S ;% & FjE_socket g ¢ @~ FHLE T
R EFFOIY > Lr BEFNLEE - FEFIPEr @
- A e N B U T s N S

int waitOnSocket(int fd, int timeout)
[*@ requires fd >= 0 && timeout >=0; @*/
[*@ ensures result == 0 || result == -1; @*/

w B2 REAFE S EaoE g VeriFast &7 p # 1 4
WA S Bl R E 0 FIY R RP AR KT bl iE g
receiver #rif PR % socket i 4% sockfd k| % = cuf % >
PPPRE socket @R B AE (TP A IR 5T R AL
T &R F T dyF % B (ghost variable )
/@ int SOCKFD = sockfd;

while(STATE == STATE_RUNNING)
[*@ invariant sockfd = SOCKFD; @*/

{

% i& ~ receiver while it [B] ¢ ik P E i3m0 hirfz e
£2E ds F % e SOCKFD 3%k =_iE I sockfd » f|:x B] 7 % &
= & =t e Bl 5k 5 sockfd 7 2% Ip * SOCKETFD -

VeriFast El Eicll é_il%}pﬂ.”"‘ i* j»’]‘ﬁ § ﬂ—\@ x—}‘ R i

18



feda s o - BB FEC TOURAE S A ART LA

T_o
PR T P T AE L S E E Sy
Bow R BrH 2 k(- S R4 @A F HIGH

TEMPERATURE > R|4% B /4 4r&|id g 5 > p T ehl 3R
foiddeT D UGS F 0 BERFFE (L<iffi<j) > temp[t]
Foom WPER Ot PRI TR R > cool[t] £ T PRt pFeis
FrA S o AT e IR Gt G
frties > % temp[t] < temp[tii1] < temp[ti.,] < templ[ti.s] - 2
temp|[ti.s] > HIGH TEMPERATURE > B/ cool[ti.s] > cool[ti.,] °
Pl B A s BR T AR R AR EEBIT- XE R
ENIRT R LA I S S TR Al o
BB pos H e 0 FRIEKXR S 0

F- R P n%REL L A EARNEE

iz
W
(‘F«}
B

e
\\Xy

719 (TR EE o bldox@ £ 7 AR g x B ok m2
Y I- P Bk ¥ blde templti] o f24-2 02
i o g 5 i temp(ti] ~ temp[tia] ~ temp[tio] 4 temp[tieg] 0k
R P AR d e S o BE B pos B R TR0 0T R
HAr P 3E N d F B ok TG RS 8 BT

% o

int size = 4;
@

predicate is_zero(inte) = e ==

lemma int* create_ghost(int size);

19



requires size > 0;
ensures ints(result, size, ?is) &*& foreach(is, is_zero);

lemma void set_ghost(int *arr, int idx, int value);
requires ints(arr, ?size, ?isl) &*& idx >= 0 &*& idx < size;
ensures ints(arr, size, ?is2) &*& is2 ==
update(idx, value, isl);

predicate consecutive(list<int> is, int size, int curr, int idx,
nat pos) =
switch(pos) {
case zero: return curr == (idx-1)%size || nth(idx, is) <=
%nth((idx-1)% size, is);
case succ(n): return curr '= (idx-1)%size &*& nth(idx,
IS) > %nth((idx -1)%size, is) &*& consecutive(is,
size, % curr, idx-1, n);
o
@*/

//@ int prev = 0;

/@ int curr = 0;

//@ int *temp = create_ghost(size);

while(STATE == STATE_RUNNING)

[*@ invariant ints(temp, size, ?is) &*& 0 <= prev &*& prev <
size &*& 0 <= curr &*& curr < size @*/;

/@ prev = curr;

//@ curr = (curr + 1) % size;
prev_temp = curr_temp;

/@ set_ghost(temp, prev, curr_temp);

20



curr_temp = templ + temp2;
/@ set_ghost(temp, curr, curr_temp);

pos = curr_temp > prev_temp ? (pos + 1) % size : 0;
//@ assert consecutive(is, size, curr, curr, nat_of int(pos));

B4 T 32 create_ghost * »* £12F v F % #'L 7 temp K 3¢
BidiTw =08 ARl £ o set_ghost * 3t { 3TE B A A £
YEir 3 consecutive * »tilt R R LS| fris o B pos o K

FE % pOS 3B I FE o
IER A T M- 54

B OREERR OIS g A ER BT AL TR
HiEEREF (WCET) » &£F 9l 21en WCET 3-8 Z B4 ®
g bl 2k wF i (WCRT) » &6 #%-B 4 (overhead ) 37
25 % WCRT &% ¢ o 2 e WCET 1 & % aiT » WCRT

A,\u*ri\f ,ﬁj\ J—E-J%l[a;*{ﬁ?J‘mWCET (A %‘Jl
F?ﬁi;f\ N Tﬁ \*fr' = °
1. A &) % St
S0BRREE I A PR BRSNS LA &

A 5 M 74 » B 5 main~TCL ~receiver ~watchdog -

21



sender - diagnosis o & 84 PRV FE T 7 F % EARAT R T

R

Lo GlhelE ¢ 7 12 4% (header file) Je#ed e e ig

=i

o mirHI B GIY omain A28 e 7 AR AR & o

3«-‘\

k.

mEE R oerror S\ Rk BEEENLZHNEFE ST A
TCL iz 5% ¢ eherror S35 #2585 > 11 2 & 3 ferror S ;8 #7ed

14 sender i 7% ¢ chienable 305N o

x;rj Tomain 4k  erg B H(F B AR e Y

A3 REo 4 BT AR ';%paﬂfmgg,ﬁ#mﬁ

7 P e el 4 Rdp £ 5 248 5 (non-preemptive) -
A H

s dp 4 A AL (preemptive) - Flpt F & @& * R e e
PRESZORAPREBPREFEIALZ A Aup 2t
FEIEINE E RN E S P

BARSITPEE & & A WCET @ % — 384 thfg

prev_temp = curr_temp;

if (curr_temp > MAX_TEMPERATURE) {
trip();

2

EN L A

alarm(ERR_TEMPERATURE);

v

NI L /A

if (pos >= 3 && curr_temp > HIGH_TEMPERATURE) {
increase(actuator);

22



waitForNext(TCL_PERIOD);
iZ 7% receiver fm A4 L b ¥ eEed A g 05N error o
if (retval ==-1)
error(ERR_RECEIVER_SOCKET_FAILED);
else if (retval == 1) {
if ((cli_sockfd = accept(r_sockfd, (struct sockaddr *)

&cli_addr, sizeof(cli_addr))) ==-1) {
error(ERR_RECEIVER_SOCKET_FAILED);

F % oreceiver ¥ RpirE R FHY - A2 Fpt g
3+ B # B receiver e WCET & » f€.8 % #-ap (Fovm— & &

P R RF Y LR R AR A L i

=

5 E ﬁ PR UL B 2 IRL o BdeiE Rk AP S % F A if
F ﬁ('&» E‘f'jWCET f_él; ’ Ell]’;a:‘_ %K/’”\‘k7j‘_—:.'l'£[t"—r :

retval = waitOnSocket(r_sockfd, 1);
if (retval ==-1)

ARG

error(ERR_ RECEIVER_SOCKET_FAILED);

\./
"~

¥ =

-n\1.

else if (retval == 1) {

waitForNext(RECEIVER_PERIOD);
A RS St R AN B KR EF DT TR o AR

* GCC %41 ® (GNU T% % %+ %3 E ; GNU
Compiler Collection » GCC) & si¥4z st o
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H T AL FF L N Erren WCET & > 7]t 3
Birfzen§ et BB E {5 T Mo Gl eT R F i
v F et aT £ & 417n42 (control flow )

[* ai: compiler "arm-gcc”; */

17 4% receiver ™ while 1 BT B PE T 0 F] L A
Bz b N PEF o AP EFLA SR PRFE
Fenpr il 7 5 > F R B Ae st 2 g WCET & o
B BRESTF EAA Y AL A 50 AP A - HR O AR

PLfARlEs B e BlIE 7 - 2 WCET i -

while(STATE == STATE_RUNNING) {
/* ai: loop here begin exactly 1; */

waitForNext(RECEIVER_PERIOD);

’&.;‘L_Ef R 1% B 1/13% 1 WCET {6 » 4c4 %‘ | & l’ﬁn?ﬁ‘ﬁi
FF AT > AP iRk T @ WCET B+ & & ahif
5 2 o bldog receiver ehif A L F Ak PR FREER > Pl

TF T‘/L: ?\%ﬁi I‘etval IEL ‘—;,. -l °

if (retval ==-1)

/* ai: instruction here is entered with
retval=-1; */

¥ alT @i fBc® A 47 @ 5955 B (register) @pF >
HEZ R AFAEL o pl4ofiTix diagnosis ¢ 0 F &L
24 % C(interface) enipfc > F1H & ki 4m B o
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for (interface = interfaces; interface = NULL,; interface =

interface->ifa_next) {
[* ai: instruction here is entered with

interfaces=7; */
AR A A B

R BREaREL T

L & WCRT

Wit E g M Tz WCET &1
L BT aE g

ED

(=) =

U ARTILAE =i A i)
% 8 P44 Bzt e WCRT - @ % 1 2
4B WCET v 71 £ -

453 -
l . }é—‘ : &i f/u ’}‘By:i'
Sk o E Ak

ERAI BT 0 EA7
diagnosis ik #p & & > TCL -~ receiver f= watchdog ¥ £ 4p

ehd B R BAR G F I
EANNANNT A L -
[Liu and James 1973]

F > @ sender i 3 F itz i
"o ESE Y o
( rate-monotonic scheduling )

[Lehoczky, Sha, and Ding 1989] -
F] 5 EiFmain ¥ 3 F- = o 2 ifa;;zg_,g#g% R R

7 kA B 4T @ TCL = receiver = watchdog > sender >

diagnosis °

A
TCL
A P

A
Receiver T
A

Watchdog‘
A

>

A
Sender

Diagnosis &
T
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Bl L7-1 7 8B4 7 8 enw i A

Bl 17-147- &8 (jitter) ch7 i #7570 4 4
FTRALRFE-FHPIREFERF e b S AT B
WenfyE o

@-d_Jrd el T

25ms_Timing_Event  TCL_1 TCL_2 TCL_3

Cord_prd bed b

25ms_Timing_Event Receiver_1 Receiver_2 Receiver_3

Ced_ppd e

25ms_Timing_Event Watchdog_1 Watchdog_2 Watchdog_3

-4 _prd peg b

50ms_Timing_Event  Sender_1 Sender_2 Sender_3

Cped bed oed B

8h_Timing_Event  Diagnosis_1 Diagnosis_2 Diagnosis_3

Buffer

Bl 1.7-2 ~ 241 B 4 bl e i e
Fﬁ 1.7-2 é 4 % /I;l /“ v}"‘"-ﬂl ’ :‘; T T‘é g} m 2k
£§ﬁ§@°?3%ﬁ@%ﬁﬁfﬁ,x%{ﬁ»i&ﬁy

(input event model ) » & & = Al & L T 247 - T R 74

B i Fl
ST B R EHEEEFE S L R3S e Rl

gl ] 0 T oA gy 4 g 4 R A g (priority
inversion) - ¥ MIBLENH THEENH TTHE > BT
(block) # # 3 EAFH FHEHF -

PUAN TR B AT R 2 30 AR AT T

2

LR E- A RAGRA L RS > A 3 LBz

i
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/w\’ik%\»@;\’fag, fSeEtA s P A A E LHAL N T
fwﬂﬁﬁwﬁﬁﬂ#ﬁioéﬁ%é_zé$:3w>,@%ﬁ
THRBOFFNTTH T HRDUI X L 775 T

G feng re Bl o LR AL A AN s AP R g

%iﬁﬁﬁiﬁﬁﬁo
SYymTA/S # 22 aiT e & > & SymTA/S /G ¥ > 7

EAE T WCET 4 E o At ivde denk S @ » & - 30

AR BERY R R R AR L Y a2
Bt a A PR g aEeEg s > F Pty
BAMR S S BUERY A BT A RE L
B ECE TR o BOA] o s R R Rl B AR SS HR
Bom LR L] o

(2) #ER

F2 V¥ 5 F]F T 2 2# 3 (context-switch) ~ £ F BB~ e
B8+ 3 (memory interference) %@ & 4 B4 > Flpt 9§ % i¥

%}nl
A
e

P A H e BAR R T AR F R
BETV R FL -

TCL T

-

Receiver T o T
Watchdog [$— T L
y - 7 -
Sender
A
Diagnosis
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Bl 1.7-3 4 3 deen P 3 7 e a2 e

B 1.7-3 %717 - ;L F 4 b+ > F TCL - receiver §v
watchdog = 4 p¥ [ F) 4 # @ ot & > sender #-¢ 417> 2 F B
B T 5 > sender R TR EALE 4o

i€ * aiT - SymTA/S 1 B3+ & B 4/ pF » 7 L3> SymTA/S
fig e alT &8 2R FEDWCET Efrizisrdge s 4 aT ¥
% 5 * P-P~TF H. (useful cache block » UCB) 4 47 %3+ 5 =
iR e A B e UCB ¢ 73 %t XTC( XML Timing Cookie )
2 75 ¢ [INTERESTED project] » & 1 E i% it &5V 2 (71

o

i

8 J e UCB #-02 i% 0k B 4V (termination overhead ) 4
d b T TR ORE BALENETE ,Tk;{fiﬁﬁ’! WCRT
Bt b AR MR L T areniR b B A - SymTA/S ﬁgj Ay e

v 4B (Ganttchart) &)@ 4 7 o
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- ALBEREEH

T RBRE S FE L M I RREL Fp R s R E Y
AA BP0 AR GRS RBAHIIE L E BB Ao
#FFprren i B B-E A REIHEuHHEL "ﬁmﬁjg%i‘
Yoo AERBEARY 0 F A R OFRAPRL PR EFTALR

- B AEREN LT

S LR s SIS RIE 2
Bl eng RiE > RESIER (B 0 T LM A BET TS
CECRE Zab TS PR AR SR T CE AN G

1%

EB R o pteh s DAL R A A BT R
S RSN ET R 0 FINAAE R AT KRR 2 T
2 Bk o Apgten s FENNRE S EF AR M L R T
BAFfea e ET R 3 > R AR R WUEARE D B
i UL LT R D 2 A BART IR0 R X Rl 4 o
o BERAPEAIE TR T AR FE R 2 M

PATA AT PO BRI A R AR R R TR S A A
SRR 0 m TR S TN ZFERN R R TEITE LR
EELZFREA ARG 0 - TR LA I P REF L2
HEFA i) TR AP P NFLEAILIELIRPREFERR
E3 2018 a2 Y EFTTREELE LAREE L A F e b
TRETE AAPRREFLE 2 FEZ AT HREL L
MARANGTHTA2 k3 BREAR AR o

PRGBS EE IR AGRRE R AFEFEHEY > A
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HOFLEFEFH R SNPGRS RS L %R
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BREREAGRTBCRERZIZLANERERT

On Certification of Safety Functions in Computerized Nuclear Instrumentation and
Control Systems Development

FoRMPHRE BRSSP RERET RBRZLRBIBAXTKRMFLR

3% %% 1 1002001INER027
HESRAR  EEW - RN - Hokk - BlEGE
PR BAL B3RS

ELE 3

AR R PREBETEAN B AARXEA AR ZIRET LM KMESL
EERAHS TR EPUTEHG A% ETAER L AT L EEERIE L KRIVRE
W EAEE LR R PR M BRI AR BT AS AR A c Wk T A A R FAL
WA E KPRV F ik - FREBDGESEET A > HERTDUMEP SRR 42 % E
Mol AR B A R A -

Mk BARARSL S BRI R BAEKRE  FHFAL T2 AL  HEH - HEE
By Hr - |k EHAPATEE (WCET)

Abstract
This first midterm report gives a survey of tools that may be used to verify multitasking, or
multithreaded, real-time systems intended for safety-critical embedded applications. The selection
of tools, inevitably partial, is grouped along the two dimensions of logical correctness and timing
correctness. All of the tools are in some way based on model checking or static analysis methods.
When adequately combined, they can greatly help achieve high confidence in the correctness of a
safety-critical real-time application.

Keywords: Embedded Systems, Formal Methods, Model Checking, Real-Time Systems,
Safety-Critical Systems, Static Analysis, Timing Analysis, WCET

FERE 10044 4208
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3-10 ¢
3-11:
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3-13 ¢

SPIN'BS MM vvnnnnmnnanisnsais o mmunnniinhan e ininsmas 6
SPIN 5] PANCAM HAF AR BE A5 BBl oottt 9
48 s R $0 b MR & 2458 ] [Joshi and Zaks 2008].

aT FRMAMEE N @ [aiT website]..cooorenenn.
aiT BT BB > AT EETAHERAGEE..
AT WY ATS # [T WebSIE] vt iiaiessieiotiessis sl bt dasiis i
aiT TR e ¥ d &5 R > 38 A3t I 0 oY 5% WL ST 65 1 Rk 28 3648 6y B WAL T
4B 9E A WCET 695 7 8548 [aiT WebSILe]...vovivieeeeeerie ettt sv s s enes 15
AT FHRMMBLER B QB P4 E NN AABREE  AB PARE 2K
T A ARt AR AR T AR 6 B o AR ATRIRE A RE
F3 5] R ) B AT BF P [QIT WEDSIEE] covveiieee ettt 15
aiT AT X BRI B R 4R 3E B [aiT WebSILE] ..ottt s 16
Volvo A BHARK A ék ¥ EH aiT 3+ WCET s i B [aiT website]..oo.voveeereeeeene 16
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1 FERBEY

MR YEE AT - BB RIZAL T TR OEF S E2 548 %5 (multitasking )
Zped (real-time) # AKX (embedded) %4t > SLRM A BB IEMRM ~ KR EA KA B ZIL
M (safety-critical ) Bp 8§t A K A - AR SR XET T AEHSHELHRBINR
%% $4T4% (multithreaded ) 2R R A - EMA K BHEEN G RBAMREZAREFHIE
RG> MEPEF L W AR E R R E NS EA KR B SRR RE S - B
IERE P PLEE )RR M Y BRI R R A 3 o B 2R 0 RO Y B PR SE M o M AR T i B Pk TR
RTREW A Sk S - BB EMH PR XEPUTEHRM 2EE - R E R EEMR AN - 2
TR MREE > @ F o ER ARG T A% KR BT A ey 54 REE KA
Bl T AN — 3R o kot REMAE T ALIEHY 0 LAANRE Yy T o

ENRLEEE > KMEEE—RIPRE T - AELIE T — 357 8 AH 4 H Brod
AR ARG S PTHR A BHRBE T B TR EHARTER , (WCET) a4 =4 > 2akiled
FERA KL — 0 R Mk T AR AN A M & (model checking ) & #F A& 4 47

(static analysis ) ik o FAE M EHESELET A - HERALKEER G HECZHEBARK
wyeh & o

2 SPSTHRABEGEHLBRETR

# TR o PUTHZAA » MBE—PITH A A RIK B RT3 R hH RKES
SPATHAZ X B EE IR LH THA ASLE - BATCHRBEE DS 2 b ik
TERMRE T > TH FABORBI - AL EETHEZRRT 2 AREIEEL
BB R Tty R %k fE (state) BRUKAERAB B A & » E AT F OB
A (model ) = 3 =8 F5 £ R & 2085 - 34851 (temporal logic ) #h##7 # 7 K (formula) %3 A&
Gy T ER A AMEE LR AR ELBBRFTRARETK - S BE LA R AR ®
FHE A R AR B 2 W e AT A BB AT RV R E N ARITS o o
RO A %HBAHE M FBHE AR > AERBEMA KOG ARG S B 1835
R FTH -

Bk > AT AR R ARR TN T ARRELZ AT ALTH ERAMIGE
B RRABERTRAUMBRMRAAECHGITE  plokEE% -

2.1 SPIN
SPIN (Simple Promela Interpreter ) [Holzmann 2004] % — {8 A Rtk 12 % ~ BB R4
ey EMIRET A > ¥ Afe B B KR E 89 Gerard Holzmann % # 4 5t % [ B A B 3 » SPIN

15 2001 4 4 H 443 7 ACM 4 Software System Award °
S
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T A X $# %3 —4# 04 PROMELA (PROcess MEta LAnguage ) 3% % % %A% A 4% i
3EE 0 A %304 LTL (Liner Temporal Logic ; 855 @ #569 — 48 ) A &7 K 6y EHRRE -

iSPIN
AT @
(Tel/Tk Code)
PROMELA LTL ###7 %
A B OB S
. 7 "
1. 2. 3.
BRMBRERE AEEE R EROAELESR
v
KL
BARER
(ANSI C code)
v
Counter- wiT
Examples On-Thi:I:"ly
()ifﬁ']) %5&31 =1

B 2-1: SPIN a4 %244 8

Fl fe B3t % PuUT e Ko RABBUE » B — B2 R R eh C 2 X 454048 ) PROMELA
K > e fediirl(1)8Y Peterson Ak C 2 X &GFT1E » #L AR A #41(2)49 PROMELA #
& o

$5.47)(1) static int sh_f0, sh_f1, sh_last;

void * run_thread0 () {
struct pa_desc d;
d.f0 = &sh_{0;
d.f1 = &sh_f1;
d.Jast=1;

for (33) {

*(d.10)=1;
sh_last=d.last ;
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while (*(d.f1)==1 && (last==d.last)) {
3 /* busy wait */

3

/* critical section */

d.f0=0;

}
#347](2) bool turn, flag|2];
active proctype run_thread0 () {
again:

flag[0] =1;
turn=1;
(flag[1] == 0 || turn == 0) ->
/* busy wait */
/* critical section */
flag[0] = 0;
goto again;

3

PBRARN > WH EHNABRRBCET YR EHBRATR - BARITLAZRRE K
942 X 45 A T 444 % B #4047 A 69 PROMELA RBR3E o M iSRS 4 % %4 F 5

(1) SeRATRIGRGBEFEHE  REVERARAELBHTAHARGR —R -
(2) RAGHEAFAEEEOREH EM 2 E PROMELA -

B FESRE vk A A Be By #4258 3% (Model-Driven Software Verification) [Holzmann
and Joshi 2004] » gt ik & f£ PROMELA W # A C 89 R 4645 o 35 %% 2L F st > 3 b $660(4)
5 PROMELA % »f o4 35 47](3) 4 Peterson % F.ik ) C B 4545

#5,47(3) static int sh_f0, sh_f1, sh_last;
void * run_thread0 () {

struct pa_desc d;

d.f0 = &sh_{10;

d.f1 = &sh_f1;

d.Jast=1;

for (3) §
*(d.10)=1;
sh_last=d.last ;
while (*(d.f1)==1 && (last==d.last)) {

3 /* busy wait */

H

/* critical section */
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d.10=0;
H
3
F49)(4) c_decl §
extern void * run_thread0 (void *);
extern void * run_thread1 (void *);

¥

active proctype main() {
init() ;
do
:: choose(thread0) -> ¢_code {run_thread0 (); }
:: choose(thread1) -> ¢_code {run_thread1 (); }
od
}
BE T ik AR VT SR R 4R 45 4% 0 42 % $E N ERIE 6 AT 8P A A T £ 26 A #£[Joshi and Zaks
2008] -
(1) £ CRXGPHEHBIRELT -
(2) 42 C a9 X ¥ $HESRAZ R B ¥ ¥ -
(3) ¥ interleaving &4 i X R 1% o
B BbF — 5 #AF 45 148 7 b — 48 T A 3R SPIN — A2 i€ 4F 9 T A--PANCAM 4 2% %35 sk 36

2.2 PANCAM

PANCAM 5% 2008 4 {5 % Bl NASA “§ 4138 K5 % (JPL) 69#1 % B Rajeev Joshi o i 4
YRG 4 Anna Zaks P4t 8 69 — £ T A [Joshi and Zaks 2008]° gb 1 A 5] 2438, % SPIN &
¥heh T A > 3 B R o4 ¥ SPIN #4479 {528 » PANCAM ¥ 243 fm SPIN AT #LAR Bl &9 Hh4E » 4o
2otk E -

BRAEHCRABTERIE SPITLE BILLBRBEERALRT BB AL
sfwf (systemcall) & £ #4745 o b B B AT R E AR pthread & X & -

A T AR B A SPIN fL5R35 % #7442 X L&y B# » PANCAM {5 A LLVM (Low-Level
Virtual Machine ) 3EIAH47 > 42 C 69 R 4645383 %, LLVM &) Byte Code MA{E 4% % $4T 45 6947
B A F AR E R o SPIN #]F PANCAM 42445 & X pan_step() R ## 5] #7650k & (state) > i
PANCAM A3 /& # 4% % $147 Byte Code HEE#69HRE - ko8] 2-2 AT © AT > SPIN 5T 52
BRSO AR A R RIS S PUTH R -
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PANCAM

— pan_step (thread_id)
SPIN g
(pan.c)

&state
B 2-2 : SPIN 5 PANCAM B3k &6y £ B

FEHEMT SPIN R & F ¢
(1) REKRENNF
(2) HREBET RAE—APAT 4 ZAEPAT
) A SRFaBMKE
i PANCAM 8] & #
(1) 3HHE KB B
(2) hITAERITE PIEAGESL
(3) #wEpRE & FIET X (predicate)

2.2.1 PANCAM &R ¥k

FArI LA Peterson % 5ok B > T @EHI(5)E C 09 B 4545
$3.1%)(5) static volatile int sh_f0, sh_f1, sh_last;
void * run_thread0 () {

struct pa_desc d;

d.f0 = &sh_{0;

d.f1 = &sh_fl1;

d.last=1;

for (3) {
*(d.f0)=1;
sh_last=d.last ;
while (*(d.f1)==1 &&(sh_last==d.last))
{

; /* busy wait */

}
/* critical section */
d.f0=0;
}
}
#451(6) init() {
c_code {
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pan_setup() ;
pan_invariant(" check exclusion") ;
pan_run_function("init") ;
pan_start_thread(0, "run_thread0", NULL) ;
pan_start_thread(1, "run_thread1"”, NULL) ;
I
run thread0() ;
run thread1()
H
proctype thread0() {
do
:: c_expr{pan_enabled(0)}
->¢_code{pan_step(0):}
od
H
proctype thread1() {
do
:: c_expr{pan_enabled(1)}
->c¢_code{pan_step(1):}
od
3
& ) (6) 89 AT = 47 #£ K 45 pan_setup() ;pan_invariant("check exclusion")
pan_run_function("init") ;% £ 451t & 9K EE o @ ¢_expr {pan_enabled(0)} -> ¢_code
{pan_step(0);} ) & 340 R 0 3% 94T 4T A AT (pan_enabled(0) 4 H ) AEPUT & 0 PuAT »
A% T — 18K A& (pan_step(0) )» 3 ©) 4 7 44 Ik 8 45 SPIN » do gk — 2k SPIN 7] ] 34 i i PANCAM
STHEBAE TR KA -

222 fA#EAE R

{# & & % 3 %16 (User Defined Abstractions ) [Joshi and Zaks 2008] » &2 PANCAM # 4t
#A AR 2 PROMELA 89 B4 P R R AP A RBHF FL R R ER I AERE L H
FERREEHER €A KB tL $ 9K 35 > SR D KB B > Aoik #007) 8% ] [Holzmann and Joshi
2004] o i F @GR AR F T R A ) -
$6.19](7) /* data hiding */
c_track "&x" "sizeof(int)" "UnMatched";
c_track "&y" ‘'"sizeof(int)" "UnMatched";
/* abstraction: */

c_track "&sumxy" "sizeof(unsigned char)" "Matched";
¢_track ~ UnMatched fv Matched % SPIN 7 4.1 JR#t & & 69 B4t 5 > M4k ¢ track % % — A F

10
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PRBAINF I RSN E  FoAFERBRAINRVARA) F2MFEAR
Ry Hik o 4 A (Matched) %2R tb¥ (UnMatched) -

223 TRAABLBBE

1848 3 Bk [Musuvathi and Qadeer 2007145 & » o KRR X FEMHAR R EFEBIH LT
04k (context-switch) =R Bt F # T 243K #( » ™ PANCAM 32 44 — 18 & 5X, pan_enabled_cb(thread
id) R R S RATETH L (preemptive) ) F Mg MERATRARBKERKRE

( Context-Bounded Checking ) » B 2-3 & # A T AR $ F MR SR ER -

version with bug —+— version without bug ———
1e+08
100000 ¢ e

s -
o
o
o3
w 10000 ¢
“@
2
Il
&

1000 »\/\ /\/\/\

£
100 L L 1 L I I | L

1 2 3 4 5 6 7 8 9 10
Context Bound

23 1 T AR Bk MAr & 204k B [Toshi and Zaks 2008]

2.3 AR R

(1) PANCAM & SPIN H#t Rt E M3 ARMELAGBEEN » $ B EREZARTFTR
A& B8R AR -
(2) AR PANCAM fE £ A7 R 9B > B ATALIT B AT RAREE T 2800 /7L F a2k o

3 BErrrAsts WCET LR

3.1 WCET f4+

—MEEBP R RSGBEPRTH S EHRBREARLGET L S EHEATRBAFIGA TR R
1
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W aE R E) ST B o Worst-Case Execution Time {85 & WCET) + X ¥4 TE LB AH
TEE, RAABBRALE TR IEAMEHRKEGRE - T B &R A2HIATEER
Y od > AP RGHMATERRNBSREEAMTEM (best-case execution time) - M & &
AT R BF B R 2 AMATUER - WCET LREZETAMFBER ZHAHNTERMS TR -

| Worst-Case Performance

distribution of times

I Possible Execution Times time

3.1: WCET # &£ @

32 R X &

P Bpeg (hard real-time) 2 4% 2B LSS HM S > BRMAE ST EHTEMY
TRAEPALAATHLNERYER MRS > WCET LEE T RANILBAHKT -

HAT WCET LAMKERANKRUMELH LA 4R E - AEFLE i E+E
+ A380 85 E F AAT 2! (fly-by-wire) 4 - B2 M it B & MF M £ 4% #{RTCADO-178B )
A WCET LESFA A (F51) £ K555 L B2 —~[Wilhelm et al 2008] -

% XNBRTR4HE 0L WCET L B 5 42 X 58 B fo bl B 3 4o e K28 1 &5 & A [Holsti et
al. 2000][Rodriguez et al. 2003] + %% L. ¥ [Thesing et al 2003][Ferdinand et al. 2001]% -

*33 1 :DO/78B & B 512588 28 ( Evaluation Assurance Level » fif§ EAL) R TR 24284
ST AEEH ALRSHSH -

3.3 WCET 2488

33.1  aiT

aiT &% B AbsInt Angewandte Informatik 2> 3] A7 B &85 T B » AR X PATHE R AT PAT
B &Y LR o AT E ST A SR A ST APUTAE  ARS W A AR kS A R R B
IR BARMEE (FIRERBERY AR S FRES) R -

12
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Configuration - Files

Executable:  |dry2_t.ef | =) @)
ALS file: [dry2_t.ais | &
Report file: | C:\DOKUMEn11R00HLOKALE11Templdry2_1 _report.txt | J
ML report file: | C:\DOKUME~11{Ro0t\LOKALE~1{Templdry2_1_report.xml | [%] [:]
ML styleshest: | |

ML result fie; | | =

[] show MDS sums

[] Keep temporary files in project directory
B 3-2:aT EB#HAEEN @ [aiT website]

aiT ¥k A #Av L2 (annotation) R ¥ Bh T B3 Aot B &R ey BaE M > ko M2 & X,
e EB ER - BEEEE - TERAELAGAR  BEREM (PledBeeAnE)
$e4t [aiT website] o AT B R4 T - UHAT94T B SR M = TALhk o 5T B3 Ao
WEHBE BRHuEQRAME - A ERTHEEYEE (register) Fo F 3 ey 4 HBY
H LA 5 B & B A 40 69 547 [Wilhelm et al. 2008] -

Executable
program
CFG builder
Loop trafo

CRL file

AlS file

CRL file

Loop/value
analyzer

ILP generator

LP solver

Cache/pipeline
analyzer

Evaluation
WCET,
visualization

B 3-3:aT &7 EE > RAEATRETAEMAGEE
AT B, WCET T Bprb 845 69:@E LIk (loop bound) # 34k 4 #5852 Meg $5fs] - aiT
FRAEE LRI RATERBEGIITRELER > SEEULAGHLT EREWN - BEE2F

&R AR -
B E E RTS8 (AIS file) 8% > 4% X, & " LOOP ProgramPoint Qualifier Max j; | ©

13
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ProgramPoint %4 sk &% "R" -+ n loop 898 X, (X A& A 42 (routine) R P# 1 F4eay $ n A
®E ) © Qualifier B TEWIRB » 9 & begin (£~ A CEF 4y while @F ) ~end (R7FHC
3%5 Y do-while 3@ [H] )  F ML 3EA 4o " loop “ prime” + 1 loop end max 10; | » £ 5= f£. 5] #2_prime
G AeEE REHGEEAN > ARSEEITRALE 10 X -

@ Absint Advanced Analyzer for MPC55xx: C:/Programme/Absint/Advanced Analyzer/mpc55xx/b1 2461 2/examples/diabdata/07_benchmarks/dry2 1... (2 |[B)[8)

Project  File Edt  Hep
EEO®HHE AL -~/ 522 K/
l"’l'CSW / Editors _Lais \'g]
g Woloome 12 compller "ppc-diabdata®; a
Configuration 13
i Fles 14
| B 15 clock exactly 450 Mhz;
/- dodyses 16
1 reosters 17 t sf t
P 18 interproc flexible, max-length=inf, max-unroll=2, default-unroll=2;
Visusiization 19
- 20
14} Corfigurations 21
Analyses 22
f) croste 23
y\ overvew 24
G o anabyis. 25 loop “F 2" 4+ 1 loop exactly 1 end;
i stecanatos_snais 26 loop + 2 loop exactly 2 end;
B ToncEhrer_nayss g;
Messages 29
Propect 30
Editors 31 loop + 1 loop exactly 24 end:
7 4y | 32
Information 33
U smbos % ;
& s zz loop “strecmy + 1 loop min 1 max 31 end by default;
37
38
39 loop “str ©" 4+ 1 loop min 1 max 31 begin by default;
a0
41
a2
43 area section ".tout® is read-only and access code cached:
a4
5
46
a7
48 area Dx40000000 .. Ox4000ffEf access data cached:; §
49 v
Line 1, Column 1

Bl 3-4 @ aiT FREAF 480 AIS 4% [aiT website]

ER BN RSN 0 4 X A T /% ai: specification;; ... specificationy; ¥/ | » BARERRAET v aif
IR FRAEAR o FlOFA T ANEEAR P 45 R SEAR A Rah a0 SRR here AT SLIEARATIE A AL AERE
BEMeyIES S c FRERRALT

for (i=3; i*i <=n; i +=2) {
/* ai: loop here end max 10; */
}
bl AR E B A K RSB E ARG EBATARAZE 10 K o
HAeTiRBRB AR AP AR5 % (branches) + # X4 F :
TINSTRUCTION ProgramPoint CALLS Target,, ..., Target, ;
INSTRUCTION ProgramPoint BRANCHES TO Target,, ..., Target, ; |
KA A @ kB 0 324 X A TRECURSION "name" Bounds ; | » £ 2 TR THTAAE
B (basic blocks ) #9447k $ » B4 " flow 0x100 is max 4; | & F# 4kt 0x100 B0 R A E
14
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BRSP4 R - FRTREHRK » 44 Tclock 10200 kHz; ;-

BT L Auash o ail BT R IE XY G5 (register) fdhdiagfl - Ao A g
BB oMo BT R TR MER A R4 R (read-only )&, R £ F A (write-only ) »
KA R HFRAERERARMAT » RAHZ M KE B A K F[Heckmann and Ferdinand 2004] -

ail $i i 2 BARAERS RO AT LIREFA) > BRBREBREBRMCLRER -

Computed Waorst-Case Execution Time: 20129 cycles = 44.732 ps

MMM

B 3-5:ailT e &R GFars 3 o9k 245 U765 M R & £ 542 89 Bl WAL & 5%
4 &, 47 9% A WCET &9 v #44& [aiT website]

routine: 1oop_0000 Min. Iteration: 1
Max. Iteration: Z1

max #: 19

max t: B

Predicted VCET Contribution: 416 cycles = 9.245 us|

Context 0: 11(1oop_0000)
Context 1: 12(100p_0000)
Context 2: 1x(1oop_0000)

Context 0: count=1, time=10
Context 1: count=1, time=2
Context 2: count=13, time=2

- l - ontext 0: count=1, time=4
max #: 18 Context 0: count=0, Lime=6 .
max t: 4

& 5 Context 1: count=1, time=4
Context 1: count=0, time=6lp n1avt 2: count=18, time=4
Context 2: count=0, time=6

Context 0: count=0, time=4punt=1, time=41]
Context 1: count=0, time=4punt=1, time=30
Context 2: count=1, time=4punt=18, time=4

Context 0: count=1, time=0
Context 1: count=1, time=0
Context 2: count=18, time=0

B 3-6:al BRI ELER  Br— QB2 MEMARBRE > 28 PHAEREARR
T RLBEERE t AR ARAT BHLBEFH - FRBETRBESHMAGOARE > HFER
FE] B4 #4147 85 ] [aiT website]
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aT BATXENR T ERGFR T

Processor Compiler
Q Tl (Texas Instruments)
ARM7
[ARMESTET
C16x/ST10 TASKING TASKING (Altium)
~C IF
HCS12/STAR12, HCS12X, HCS12XE
Cosmic (Cosmic)
HC11 Cosmic (Cosmic)
LEON2, LEON3 GCC 6cC
M68020 @.- XD Ada (EDS)

/#. DiabData (WindRiver)
LA, GHS C/C++ (Green Hills)
PowerPC 5xx, 603e, 55xx
A, GCHS Ada (Green Hills)
Gce 6ce
TMS320C3x Q Tl (Texas Instruments)
TASKING TASKING (Altium)
#_ HighTec (HighTec)

NEC V850E A, GHS (Green Hills)

TriCore 1766, 1767, 1796, 1797

Bl 3-7 : aiT Af 45 69 5 22 % R 4 3% % [aiT website]

aiT T Bay i Al A L% > 8 B R XA ABF AT (sequential ) g9 X > LHAERKE
A 47 #5(thread ) ~ F 47 18 § ( parallelism ) 5h 46 F 44 % - aiT 3% 24 4h 88-F48 > b Br (interrupt )
RAREEALBRDNGS RO REFRASHAE  TRIEHEEHLEHE > alloc HXFHER
THBLARGHGEXEY ; B TUHS ANSIC 42E 85 C 5 TR F [aiT website] ¢

aiT B A7TF BB A 722 b 24 A380 4 R f742 4 & 41838 [Souyris et al. 2008] » &.4& Volvo
HEBAXASYETAT E o) WCET B84 7 2458 > AR AR EF L/ asets
t[Sehlberg 2005] »

WCET (us)

100

80 8
-+ Volvo's traditional method
~=— aiT analysis results

60 -e— Measured WCET

a0

20

1 2 3 4 5 6 7 8 9 10 11 Task

B 3-8 : Volvo A A K & % b8 M aiT 3+ & WCET s B [aiT website]



3.3.2 Bound-T

Bound-TRAARA THMAZLAAMENTE  BARNRBEREREMAGHRE %
& Tidorum 4 &) B 45 f& A 7+ K ALAH X, -

Bound-T 58I A% 31748 B H-2F i F ey A A 5% & (embedded symbol table ) -
HHOSXTFHREBR A EPXFHRAAMITSMLIRETN "B ALE LM EAR
1% B (call graphs) iz #1742 B (control-flow graph) -

Source Libraries User assertions
Code Kernel on loop bounds,
variable values,

call counts, etc.

Compiler & Linker

Static analysis

- Decode instructions
- Control flow

- Subprogram calls

- Loop bounds

- Worst-case path

Foo Sub Cycles
L Main 9352
Foo 121
Count 105
Solve 9207
Count 303
Ones 721

Flow graphs Call graph \WCET bounds

3-9 : Bound-T #i A& i = £ F

HERFEANSMOER BREEHALE P - ERAHGHETAD R LS (symbolic
name) > do FREF - EHE (Pl THREHE) > L 54HE (structural properties) >
4o E - ofv) X - T BAT B $53t B T 4 2t (counter-based) MEey IR > BRI FRAF
Fw ik AR 4R B By T B 5t B [Wilhelm et al. 2008] -

ER RS T EF X(context) + FE (fact) |, » TFXTHE—H4 - v - 2R -
FaA - 2EA (global context) » FETAF MMM - MEMITRH - ST RE - F
A6 WCET ~ $ ot (HlaofEFrd$) MTaedkddE% - AT AE—BEH

variable "factor” == 20;
SRR F T M M factor A KA EH 20 - EofEFE 40 F ¢
forIinl .. 7loop
Foo (I);
ifI mod 2 =0 then
forTin1 .. 5loop

Bar (I, J);
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end loop;
end if;
end loop;
HELRKETHwE -BOB KB RERBITAIT I R(QBARER]T A1 Mzl 7
£H4T TR 8 for @E R né‘a R)FR for QRKBKRERBRTIR(ET A2
4-68F) » ZEHRIVERE —BEERAAL A Nested th FRA ¥ - EBTH AL !
subprogram “Nested”
loop that is in loop starts 3 times; end loop;
end “Nested”;
bt EGR RG] S & Nested w9 FA2RK » @EABATRE S 3 R o @404 T % 8 Bound-T
FA RN E 5B HPITRE B4 BoundT &893 4 R EBMMbRE - e
BERE-BRABSPITRUELE R QB HBRE » b & @ E#HH WCET [Bound-T
website] ¢
Bound-T £ # T ERS] » A5 R XART KB > AT (reducible) #5445k
A2B - b T B R bR ST B T Ae 4R R T B3k 00 3842 B 1% S U (side-effect ) [Wilhelm
et al. 2008] =
Bound-T %#5#9& 3 B4 F ! Analog Devices ADSP21020 + ARM7 TDMI ~ Atmel AVR
(8-bit) - Intel 8051 (MCS-51®) series » Renesas H8/300, SPARC V7 / ERC32 [Bound-T
website] ©

3.3.3 RapiTime

RapiTime % pWCET ( Probabilistic Worst Case Execution Time ) T B84 ¥ L E AR A » 4k

T A R E B Kt (measurement-based ) » IREP E B B A BF 40—~ BEAG(BFARARR)

WM E R ENERARALBLES  wUTEARA N REBE - SRAAIFE ST
EHAM  RATIL T EX TR 0 A ke WCET st E 2k % -

WL ARAHFLE— WCET i TRERKBEHTHMARESF » R ERES

WCET 5 - RapiTime EAEAEMAEE L PEARNEAKX LS O4HEETF REE

HHpfeBMEE -
RapiTime

RapiTime

Analysis
Report

i

|
| Runon Execution
Target Trace

3-10 : RapiTime ##5% & B [RapiTime website]
18
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T RGN T B A2 XRG4 (C & Ada) B8R A RARTH - A FARMART M
HATHE o Wt A HIML 69484 > N4 8485 X L F & K 69 WCET FR| s &K R & 69 Pt
B o
ERETERK P iEag > R FR KRR MG ARGET - R QB R LRE
[Wilhelm et al. 2008] -
RapiTime %1 f£.3F % Bp a5 4F ¥ 4 %4 (real-time operating systems ) _EA{# B - {25 £ BpefiE ¥
AHeh¥s o Rk F AL R (trace) F o (B2 H a7 R EFHIRBL L (timestamp
context switch) Fof §if « LA PPS kXA L TH U TF = H ik -
(1) THRAFVEE 4 Gty RIGEGET > 45 F 8 6h 40 25 ho £ IR BED A b Wid) 42 & > 38 8kikm)
25 34838 37 T 4E RapiTime 447 3 3R BE w3 pq & 1L F ey 851 -

(2) % THAAE £ 3% (Nexus/ETM %) - AT A R &7 Er -

(3) R % Huthy B Av e M) > 7738 @A MR R Ao oA B o 45 4o X0k B AR ST SAFE F B AE
4 8% > %1% N 3631 8% % [RapiTime website] ©

RapiTime RAPHEEE BB A > AR A LT ABBIEMREET » AMHENE LR
SPEIPUATIEN - mBE ZRXGRRBRFI UK B R AL PR - 5 5 RapiTime RAEH
7 it 3@ v S kAR RS oA 84 o K 454% -

RapiTime ¥ 3 &4 B ¥2 %540 F : Motorola processors ( 4% MPC555 ~ HCS12 %) ~ ARM -~
MIPS ~ NecV850[Wilhelm et al. 2008]

334 H4ux A [Wilhelm et al. 2008]

M7 Ley =8 E M WCET TR 4b A% RE LA RIEA REF ke WCET =
£ T RAMENE -

8% B M 3 K4 (Florida State University ) ~ 3b-F & 3 #94 3 X % (North Carolina State
University ) ~ % % X% (Furman University ) Fi4f & 98t 08 > %64 8 B AR ISRAE A2 1 Bp
B A G A7 5 1 IR ] 69 AN KRB R 40 (energy-aware) A & o £ B & MA15 20 6 03T B G 7
oM EHERAHT AGFRITRETAMATHE N QB PUTRE - AEHE
T AT A KA@M L L TR s E Bz X ey WCET  dbT By RAI/ER LA T
REF By MG @B ER o FREBRR 58 AH BB -

TU Vienna Bp & 4 %8 BRER T R B F ik otif th AT A8 B — T ASUANHE
B AT 0 ©Ak ¥4 i Matlab/Simulink = A ¢ » H 5456542 K F 2L weetC #3251 M weetC J§
#C BT THEAHERANATH TR TEYPITHRASE R - H 4T A3
FhHEH EREEERAZEEZARATH AT ERERAPITER - F =T AL
AR EMFESN TARGER  RHE C BRABYREKAPITHR > LT AREZAR
oM BB A & A2 R (fl4e Matlab/Simulink 4 4067 & 4 6942 X&) o

SWEET (SWEdish Execution Time tool ) + jbT & 8 #7# £ Mailardalen X %35 % » £
FEWE WA A (flow analysis)  SWEET sa#gén 7 X B3 » B4 RBE ST EATRL
WCET 5 # R E3a © THIADH ~ RIZ BT A »# (processor-behavior analysis ) & T8
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3 # (estimate calculation) - & JLEAFAEE F M EITHR © 54 M EASRE (scope
graph) ~ BFR] E A4 A (timing model ) -

bt e Scope graph M::Ll)gpa;ﬁss Timing\‘ Calculation
Program slicing with model ||| Path-based
,n’:;n::tla Hal Pattern matching flow facts analysis Extended IPET|[ | [WCET]
specificaion || || Abstract execution l ' Clustered
CPU model!

.S
Vb V4 \ ARM9
Compiler & : VB50E
C code WrtEr: sade Object code | SWEET

B 3-11: SWEET L A& 4+ & B

SWEET a9 B3R, 4T T AR I 2 454% ~ R&EBERAA B8 E ANSIC 2R - 218
AU SWEET £ 4B RAaZERRIF - A TABHLERR SN FRAZEAFREEN 5
S RBFER B AT AR RGBS ERRBRE -

SymTA/P L RT3 C X AMIEH B Log#FTHEM L TR » & SYMbolic Timing
Analysis for Processes 8945 % - b LA A FRGBRE A% - A0HERGHER RNYT L 5H 1 8812
o #7 (platform-independent path analysis) - M & 45 B #%#%5 (object code) & & t4-F 4 48 M R &
Fik o WRESSH LRENEBEEHHERIENMART S JATHMTRRA B
#5# (cycle-accurate) & 3¥ 3 49488 % 34648 (evaluation board) % %] -

-loixi
File Edit View Tools Help
Ral® 77 3 0 CFG | » ARM # CACHE * ILP
oo /* global variables - start - */ -
ul int a[10]=(0,1,2,3,4,5,6,7,8,9): B
D fooptie int MAX =

/% global varisbles -end - */

/* local loop iteration count */
int loopl(void) (

int 4;

ie10;

for(i = 0:

&1

| ronesn || s || sack [[ cose || won |

Segment D - Line Numbers ] Time

1310111216 14
14.161620131215 [1128
15.161620131224 11

16.2425 |
17:161820131215 [1087
18:151820131224 ikl

1910111224 [

Best Case Worst Case

@ o @@ cice @ ie

3-12 : SymTA/P % & #; t 4 % B [ Staschulat 2005]
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% T ¥ EME (pipelining effects) » SymTA/P T A185) Bl 58 KK B EATHE ho by
EEGH Bt THES WCET - ST ABBBATHBERERA WAL EHSH
AW eI PAT R - SymTAP T AR ER W AR KA W EEEL -

Chronos % #f pok Bl 2 KB FR MM ARE  BRARB LG HE WCET s A A&
FHBRMESRES L THEHERITHHNNEE LR - ABAHBUC BT HITHR M
B#EEIE B ek (configuration)  F & E B A £ AYE 83 518 BT RE o s fo ik
AN -

File Option Run Melp

| Estimation Resun | Sumwitatia n fesuly |

B 3-13 : Chronos F B & i & R H [Chronos website]

Chronos #t42 XFUTHE 247 > HEABMUAARESITARE > EASHREE LETRE
BT AN T ALBKAFFE (pipeline) ~ HESLHR WL RR > RFF AR
EHRHEEESPTHHER - B AMHABREZIMTHBER AT AERHRE ST
BESH REFERSTRAIARTEEBRER ZHMETAEZEALHEIHRE LT
T AT 82 X4 -

4 B

ST RABHEENGAGLREFRENRE  BNERNBEREHFLE
HoZEREE T RATA - o PO R RE  WEORAEZS > BLREETREGY
HRRTATRBEHERENIVREER - AHET - HRASEZ I —ER 2R
BAERGHES s RAEMMBREBETAGRERERNARERELR  HELARMAYE
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HEHH T -

BRI S S PATHE X ARG ER ALY > AFESH A ELF PTG
RANMHBRETRS TP EEALGIRTE S MUATEENL FRGTAAH ERGIK
ESATER R 6 T ek o B BpediE ¥ A kA2 ( @45 context-switch) F4T AR - UM AR
HE2ZARBERRAFAZE > BIVEEVEEE T R RER °

5 SR

[aiT website] http://www.absint.com/ait/

[Bound-T website] http://www.bound-t.com/

[Chronos website] http://www.comp.nus.edu.sg/~rpembed/chronos/
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BREREARTBLRRZIZSHERERR

On Certification of Safety Functions in Computerized Nuclear
Instrumentation and Control Systems Development

BRI PIRE BRI ERAN R 2 RBRE IR E

3% % %% © 1002001INER027
HESHAR CRAW - RAE - sk Bl
B R B s RS

k3

AT AT Bp B 50 2 k0B 8 I E 0k SR8 ROUAT B 1 4 45 2 A8 BLE R ik
YE— I B 43 o fE B4 ESEME B30 5 AN EBA A A2 K SR A R IR
SRR ARF A BA B B AR B RRE S TR KRR ke £ PAT
B T30 A A BB AT AR e M MR B PUTR B AR T AL —
THESEPSTH T RESAIGTEM ) BERMANS  £E-PITERTENE
Soty NI » dodar A kA2 IR W AT BP BF B AT A2 Ky PUATRR R

Mok BTN BAXAG ERF R EAEH BARE LK
B A ~ FESH - BFRIERSH - K ENAPITER

Abstract

We review the theory and technology of formal methods as applied in verifying
the logical and timing correctness of concurrent real-time safety-critical software. For
the verification of logical correctness, we review deductive methods based on
program annotation and assisted by theorem provers and decision procedures and
temporal-logic model checking methods for multi-threaded programs. For timing
analysis, we review methods based on static analysis and dynamic execution and
measurement for estimating the worst-case execution time of a single task or thread.
We then review how, given the execution times of individual threads, scheduling
theory may be applied in analyzing the running time of a multi-threaded program.

Keywords: Concurrency, Embedded Systems, Formal Methods, Hoare Logic,
Model Checking, Real-Time Systems, Safety-Critical Systems, Static Analysis, Timing
Analysis, WCET
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32~ REAFAEABE
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33 mAEHRE > BAERMAS
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3-6 + T A FFAEZ TR FE ccorveveecrreernsrnsisssesstssas s sasssssast st asaasasssssassasasssassssnes 13
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3-8 X AMBRONEINT > TREKEMEZEFE— THEAA [Zaks and
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1 FERBEH

T — RISV KA R RIE T — 9k 5T B R 232 2 4% B ( safety-critical )
greg i A X A& % (real-time embedded systems ) 2 i 4 iF 5% M B35 & $UTE5 1 4
Mg T A oo Fub T A R IE EARKNENAE K M RIREF k0 A ETH

(static analysis ) B4 A # & (model checking) % o fEiE % — R P 4E T » &
fFiseAn Bl B 5 ik B e —H A G RN -

AR X BHEERIREI - K5 M N BA A AKX ERL (program
annotation ) #f 2 & 2 358 (theorem proving ) i % #2 4 ( decision procedures )
B A 85 - @ 4% (temporal logic) #% A4k & R 83 % PUTHR X Y RIMEH & -
FEPAT 85 1] 5 47 30 40+ SRAPT N 8840 4o SAAF B8 45 47 A R By R HUT HLF ) R A6 R B
A E R — TR RPUTE TR NIUMATESM | (Worst-Case Execution Time )
FBERMNEL LR —PUTEPUTEFR S 20 T > dofo7 ] A P42 (scheduling)
TR 47 B BF % PUT AR R PUTEF A o A B B30 9 3 4 R PUAT B ) R AR
B A b2 R B L
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2 AEmY

AR AT IR B e R RN X PTE Y ET A
PR R B AR A BT SR A MR % RE YN B B30 R R E e mnds e -
E b RAAGRA LR AEREEIIE S RFE K20 H A KE RET
REY—RXOHARE A6 £ AR B3y 69185 0o 3 KA &M H B
TEEEF X B9 AT > 2 x L FEN Ay =0 PUTATHYME -

y = y+2x-1
x:=x-1

RAHKEEIESHPITH RET A% RS2 ME L3 EMER
REG MG RAMTAREEX RO T RETAT (EEETHELR 4
SEOWE) AL RAREATEHER? KM TREBHLAKEER
T, BANEN L TEAT BB EE - EROF oRaXMH
BPATE > x A —ARRENTHEH n> AREKER (i m) &y
WA NGl o ko B ARS LR A LMRE A A SRTERE
FIET o KRAVR B4 H B AL B KN L LA 2R GEMKRE
T BATHIE S R BB GRS REBABIE LB 2R -
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{x=n>=0 & y=0}
{x=n>=0 & y=n"2-x"2 }
{x>=0 & y=n"2-x"2 } F {x=0&y=n"2}

{x>0 & y=n"2-x"2 }
C

y = y+2x-1
x:i=x-1

FArI BT oA oA b A2 KK AR 69 22 A e B BRI e B O AR — AT 0 A
B R AT A KRR AE ~ AF SR AT H R A5 4 AT e i i e
2B BER A KOH RRER > o TH 2 BA L RBA—
A48 (8] Bl JL AR T AE Rl e X AR B R e A2 XK AS »

y = y+2x-1;
xi=x-1

x>0 & y=n"2-x"2

A R A AR AE x A 45 A died (do x=2) 2R AL HEE
WA TRAK M oo F B - B KA SR BHIBM  RAMTRERE S
Mo IR 3 R A2 K 4y EAEE -
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[x>0]

x=2 & y=0

A

y = y+2x-1;
x:=x-1
11

x=1& y=3

A

[x>0]

x=1& y=3

y = y+2x-1;
xi=x-1
1.2

65



3 TR XBREMAEZRERTE

1634742 %X, (concurrent program) ¥ > % AE A Jb ok o BT (thread ) &K A2
5 (process) ZABHL » B —PUT & A2 39 AH AR RT3 R B H Ak
REeF > BATAR KRB AA TS A SHY -

ATFAFHILIE N ERBEHAHE (model checking) I3 4 Kok 4 Sis
WL ik > EFH3.2P B X2 K53 (deductive program verification )
B Ay AR e SRR L ik o

31 BAKRE

BRI E R — W R AR SR o S BR3E 0 ko PSR A AR B A AT -
M ZRRT o AREISE B AR R A SRR TRES R AR (state) &
PR AE SR AS B AR R > AR AT A (model) o 5 —ABFF £ A A BT B &
(temporal logic ) #9347 £ X, (formula) # i & S eyt W 35 3E M HA0 B Sk
R B Bk B b A & F % R 3% & 7R [Clarke, Emerson and Sistla 1986] » 4% %l # &
PLES RS9 FE W% % 36 o 48 & & E.M. Clarke #% E.A. Emerson £ 4% & 69 i iE
A% 2007 518 & 8% (Turing Award ) #94% % -

EEHILUF G AR BERE0AHK LB BN EHIL2 % tatd
I F ik o B 3133 % K atpthread 2 347 #2 RERE o

311 HAZHEROE HK

W AR BEXGEFTURA KRB (28 ) —2 ek
RE =T LA #8 B 3T 5 (computing ) [Clarke, Grumberg and Peled 1999] - — 8 if 47 #2 &,
By KRS 2 BB S HOE AT AR BME BT E AT AR 642 K BT B b —18
EATRKGBETUARA AL SRR KX LB TR EGES - Ml b ey
ke @9 (linear temporal logic) v w & ##% (w-automata ) £+ A &g i
XMEFEES  ARATHREAAMEFGYKUMESF BEIFL R LR
(specifications ) #9 &3t » EiE# w B HR AT L SERALGFE -

3111 HREFFER

F 3P EFRGEAMFFEBRETK L PphqR ML A LKE S
(predicate ) > {540 % A A8 $ A xfLysf > HIBETH "x=100, ~ x+y>10, -
x>0 Hy<0, % -
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E S BE
Op TFT—%pRRx
Op p K3 iR 3L
Op PE: E A
pUq q¥REREL > f£qRILAT p E—HRL
O(p><q) K& p It q &R R
OOp p & R
O0Op p#RE— AR

2031 RARMRFRELTR

#4030 0 1 B8R (mutual exclusion) 8955 EiEHE P o THEA REMK

o iBAE R
1. —fE&s &% (critical section) [5] &5 /] R 9T A 4 48 2L _E &9 4T 4
A o

2. WwRA-APITHE-—ARZEZLERERFRLZTH (share
data) > A& RTIA—Hikk o

BRAGRAH BMAPATE > AT 1T 2E& 7 AHDO((critiacrity)) - P crit £ %
THATH | R B R BIRIE ey —M8l3E - ~RTE R > AL TR R ET A A RE
HIBLABE R - Mk E 2 7oA (OOenter;>00crity) A(0Oenter,»00
crig) fEF 0 B F enter BEEPITH | AL LFEREBE#HFN -

#E—1A &5 (infinite) ay3t £ F %L — AR F Bk Ko Kb
TSRS ERATAREREROwA SR RBEEGHEEABA
FHEAETwAHE AHKUNETEHEBARRTBL (REH3.L12) fo R
R B B B R A A AT Bk R B Bl BT I A B
Fi B 0 R4 BRI L BT AT IT R AL -

3112 wA%H#K

w @S A TS FEIR - SAF 458 Bichi & #)4& A1 - —18 Biichi @ S x &
AA=(Q,2 6 qoAcc) » Hf:

L QAMAGKE -

2. I APAHMAREE -

3. 31 QxExQ AMKERIEM A 0 2 Wi, /BN S A ETFAEKE g
BBASTIE Wi B TR R B AE g B — 188 7 S 49(qi. Wi )
A AEAE — 8K A8 444 (transition ) ©

4. qoHAindEIkE > BN Q-
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5. Acc BSOS TFEL-
—BREF T EFo=wowiwows. L Fw BN I — B HEF 5 0= wowiwaws...
HB%ikA LTRE —BRLESTE qongegs.. r £Flqew, qu}pBR 6. —EE
Bk AT EATRLOGAL SHELRAREL RO RER AccHFRE
—EFEM AR A BLAHRAS BFEAOHKRA LESE-ETHEE
HE-PETREOSRARSHTESELOBFLAHRAOFET RLAMRER -

TE 312800 — OaqpF{§s)—{@Blchi & &ik » & 8 Hiksd

W+ A4S Q= (g0 m}

v AR IZI={pop~q P -~p-q}’

S AEMS% = {(, p 9 ) (o p ~0, 91) (. ~P & d0), (G0 ~p ~1

o), (a1, P 9, 9o, (41, P ~0 qu), (90, ~p 9, g, (g1, ~p ~% @)}

MR H Acc= {p) -
EEFE{p~ai~poi~p ol wl" &£ Fw & BB B R)IEHE 8 Bk
BARFEAZASR I —BTRLATE (gl AT ERBE SR
B Baol B A ZXERATELS - EMFE(p~aHip~all” F € 4Lk & &ik
FREES BARFEAS O YR IAE @ E TEOEE B4 %4 -

~pq
A P ~q
P4 ~P~q

Pd
~Pq

B/ 31 20p—~O9 8 69— 18 Biichi @ &4% [Buchi Stare]

312 EMAFE

LEHILIT A THABMEGFRE R ERAL T HBuE Bk hizt
HEATREANL  toHEAARH AL R RANEHASE  &RE
BY BREASHBUME S EaAH B4 [Clarke, Grumberg and Peled
1999] + KR Bl 3-2 -
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LRI Ut I
J 8 4 T

AR AE R 4 ]

AEKE A

B

AT EMIE

B O3-2 AREREE

— R E—ABE M AFTHE—AFSBEETAF O T A48
BAEFEFE w BEHM A RAREHRGHBE A B LHERMRTE
A LA)EBAE M MM EES LMERE - wRIXELERRATESL
(LIM) NL(A.p)#0 ) > BB A A 4T B R A > 408 3-4 p5T 0 R B RH%
ATESANFTEBBAAERMAE B 3-3H5F -

ikl
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e G

B 3-4 - BARR R B 3-3- @A X% BAE RS

BN EH AR KA FRAEANE R -k A kK EETE
Bk o @R KRR (state explosion ) 89 > SRR HIASRIB AR A A 2 FH -
ARk BB R R A SR KT RA AR ERBB A RS RE
RENAE W TR AN BB EN SR SREET R
b T8 R —RAEEMAKE M FBOK BN T SR B — 897 i K (on-the-fly)
BRIR R F R R E - M E 35577 ©

WA T kg I

G B Fr 45 KT K
EEHBA S
[
' ok i L P = [
R4 RERZE (e Bl R iE B

I RER

He

HAH AR

Bl 3-5 #rg Xy Ae ERHEE
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et Xy BpE PR FIREAE 4L T (DFS) RIFFHEBAZFA HLH
# o BBRH — RIIRHAAH GREAFE (B8) BR > A HBELRE S —5R
B-FERaRERE SIS T —EKAE R BRATE LE I gk
AR o LM E R IR R o 0 R 4542 XA SIE AR LLVM 8945 4% [LLVM] »
ZHBREREZSIUTHE A ERFRE o db— R TRAAFTHRF LTEKY
HRAE -

1B R XA E F L ARERTIEHM

1 S2AREAE Ak AR B IR E K B 693572 A% DFS R & A ed g A -

2. HERAGKETREES T —AKE -

3. A A (hashing) 24X G & 5B KAE -
R A AR R B A TRE ARSI - M TAEH3L2L
FH3122RFH3123NLB AT A LTk o

3.1.21 483 H1L

3R 1t (partial order reduction ) 23V % %4k & ag ik A& #3548 » 2
AR EGTAN R EZHRHENASBAHRKRE q FL—BARLES
(ample set) > &8 & R4 ARFGKIE q MG A RS2 T8 > ALK
ARl R A TR AR B TRARIR R AT A q B ek &R M
RARFAHRARAKS BFA Y ER DR E G EAEN  do b R D IRENF
P RIR R R

(a) FALAT (b) fi1ik

B 3-6 ~ oA LT E

B FLe BRI BAGE Lo T BREREXA ZEITL > p A REME A
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R FGT 0 B EAPATEE R PAT A H o~ on ~ as 0 AR KR A=A
BEMEAR - OB AHIEEMERBIBR A > 1B 3-6(a) AT o HiE
Bty — 18 A% €F 2mE AR » A0 o 5 A7 RIRE WM T =
A8 By F 6 etk R S B B R 3 A2 X PUT B 698 B A 0100~ 0030t 3R 03000t
RER Y — R38R ERAE > R AIRA LA G B RRAE - Ak Bqe e LR
£ AT A& ou} AL R R 4o B 3-6(b)FF T R & F vofE K A8 P — B BE A -

3.1.2.2 WLt

3 %1t (abstraction) & —fESRiEefF My Fik > BARAMLA LA > it
SAFAETR 09 A SR G AT R AR ke S — A 3Ex > 0 R AR Ay AT K
WO MRAKE s — M E AL EHRAALBBRIT M
(over-approximation ) » 7R B #4% 4 S AL 69 A MR LA A B A A SAR B ah 4T
Ao EEAOFAT ATRALFZROEA  ERBARKGN[LRALEL -
RER AR AR — AR R AR BRI E o R iE <] Uik id
— 18 R 19) ) £k 36 % 40841t (counterexample-guided abstraction refinement ) #49#%
FR S A BB A BB IL R (40 B B A A MR 6 /L) #5R
AT A e 8k [Clarke et al. 2000] = el 4o B 3-7F75T -

i A A

— PEHE 25w |

#1t

B 3-7 > RAp 1404 Rénfiib iR
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BUF—RBEELHEEFT EABBRELTENAOBEARES T &4F
BEBILHOEE HAHFLRBHNBENEEMARFRE RS RE
B H o duifiialefr [Holzmann and Joshi 2004] -

3.123 TihiB LREd

A 2Bk [Musuvathiand Qadeer 2007]45 8 » B HTRAF o RR2AFE
T4 R EAMED 6 ETF x4k (context-switch ) 2B TR T 048 F] « & [Zaks
and Joshi 2008 #7312 h 6) T4k L Bpancam ¥ F /A2 B L EH THE (B
3-8) T B HBH AL A e o

version with bug —+— version without bug ———
1e+06
100000
gl
@
o
3
1] 10000
w
o
Il
@
1000 | /\/\/\
£
P
100 1 1 1 1 1 1 1 1

1 2 3 4 5 6 7 8 9 10
Context Bound

B33 - ARAAHBOWAT > TREEEEBEHLE - EHEA [Zaks and Joshi
2008]

3.1.3  Eppthreadz $ 78 X skid

CEBTAFBAFRITHANE  ZREMERTH BEEHEZ DA

B {4 2 ANEE UNIX 75 £ 4 %89 POSIX Thread &3 B ( pthread ) £2 B #t
¥ 48 Win32 Thread = Jbdh R T A B L eF R B R AT R AEYE
th Eaift o RABOBTHASL SF LT EBERE PR (deadlock)
EEFHTHROBTRAT EERETUREATHEGFR B TR LFRE
AP L IR e BT E o pthread BB EM F 48 (lock) 2 A4
{unlock) & & 5%, : pthread_mutex_lock » pthread_mutex_unlock < i¥ # {8 & K2R
F2—MEFE (mutex) #$ : pthread_mutex_t » §— B EZfF B —EHTH

T H R AR BT LH - S ERTE RS - ERE MO EF
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FoREEHRBAR BHBMIE A EPUT L - o RATA HPUTHEEEH 18
AR BM8 0 A ARLE > ALK EIEEEMES - B o RPTEHH A
REFRENMG LR RTE  tloPIT4 A SHEPITEBH ALK 5 M AR
B MPUTH B LAFHPITH AHLFE M 38 -

BT AR L AT AT E F > pthread & X B4R AL/4 4 %45 (conditional
waiting ) Z i &, : pthread_cond_wait » 3 # A A — 1845 4 % 454 3¢ pthread_cond_t
RE— AL BRI —APITHETRAEF— ARSI TPITHEHEF H
PATH R CPATEMIE S - FREPFTEH ISR IR BB RREHS > 4
ZPATH A Ak RER Ak B IL e 4E A By Ak S AR YT 45 Bl B AR E — 1A
Mo BER BB BHEFLA TRERPITHSY TS -

A #i A [Cordeiro and Fischer 2011] 4 & # » 43 & # pthread 2 #2 &, # 47
TeERE BB AR BRAGEAZBE > SR ZAH -

3131 ZRBESHERZEH

—ARMEGAFERE P TRe—ALFBEHER—MATAHOR1
Y 1 RTHMAKRB O L 0 0 BT R B4 - EPITH R EE A
ARBS ARBHMLARKEBMEKE A CHEMKET  RIT4E
HRERAPRLTT BB o PTAIE S W ERIREF R E R4 8 — kL T4
LB EER B MAKF B — R KRBUKE - L41H K pthread_mutex_lock #
BETUET AT RS

int pthread_mutex_lock (pthread_mutex_t *m) {
atomic { assume(*m ==0); *m=1}

}

A atomic{e} & 5T K45 3% 6945 4 T A S PAT 50 R Sk BB PAT P BT
assume(e) Al £ T HLEF B e A > RAFREE e RGN o M AF4H % K
pthread_mutex_unlock 8% %57 4 :

int pthread_mutex_unlock (pthread_mutex_t *m) {
atomic { assume(*m ==1); *m =0}

}

LR R AT AR LA BB R B R R AR BT AR
A - ATHERMTE  BARERTEOKRETRATRFE
I &4HKE (joinstate) : PUTHELEFLUPITEHE R -
2. A EMKE (lock state ) © JA4T &4 E 15 5 £ X A8 2 Fr 35 4 SAEAF4H -
3. FAMKE (waitstate ) | PUTHEL S F RS HOE RS -
4. BEPAARAE (exitstate): PUTHPFTTE -
16

74



5. A ddkAE (freestate) @ ATHT A hHPUTHIES -

Fo o M e B KRS A S 64 v 4 R RE S L PUT B R R BUT B AR AE o M AR AR
BT R AE L R R AR R PUT S RR A eI AR o AT DA R A e BT B
ENEEPUITHPITH AR > REEL - FERFTHRESR > —ARTSE
#) pthread_mutex_lock ## A 4o F :

01 int pthread_mutex_lock (pthread_mutex_t *m) {
02 extern uint trds_in_run, c_lock = 0;

03 atomic {

04 unlocked = (mutex_lock_field(*m) == 0);
05 if (unlocked) mutex_lock_field(*m) = 1;
06 else ¢_lock = c_lock + 1;

07 }

08 atomic {

09 if (mutex_lock_field(*m) == 0)

10 c_lock =c_lock - 1;

11 if (lunlocked) {

12 deadlock_mutex = (c_lock < trds_in_run);
13 assert(deadlock_mutex);

14 assume(!deadlock_mutex);

15 }

16 }

17}

HF trds_in_run & B PATHRATE B c_lock AT RAZFLR BEH m
FRAN T A R 4 6 T B 3L > mutex_lock_field T S48 B Bk AR E R o 3-7
FRAGEZABRRAFSKE R AFSAERBKE A2 L8 Rz
BRAFHE m MmRESPITHEE ho— - 11-14 TR KGR A A H 13 /70944
B R AR RS O BT H AR Sl A EAE AT Y PUT E B0 5 b Az BhiE i
A ERE > THRELEXREHLEHE -

3132 H#HAFHZER

&4 %45 % R, pthread_cond_wait #44% A #1 pthread_mutex_lock #g4s > B 4
Gt sk B AR 4 SURAL R A B PUT BB - 3% B 4 B 25 AR AR R B 0 T
SR E — B PP ELEPAT O PATHME - L A e T

17
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01 int pthread_cond_wait (pthread_cond_t *c,

02 pthread_mutex_t *m) {
03 extern uint trds_in_run, c_wait = 0;
04 atomic {

05 cond_lock_field(*c) = 1;

06 assert(mutex_lock_field(*m));

07 mutex_lock_field(*m) = 0;

08 c_wait=c_wait+1;

09 }

10 atomic{

11 deadlock_wait = (c_wait < trds_in_run);
12 assert(deadlock_wait);

13 assume(!deadlock_wait

14 | | cond_lock_field(*c) == 0);
15 c_wait=c_wait-1;
16 }

17 mutex_lock_field(*m) = 1;
18 return0;
19}

F 4 cond_lock_field ] Bt b 4R A S P 69 AR B4 - 4-9 AT R K AP AT B
Mdo T @RS ¢ B8 BEARA R B m SAREE L3 AR A - I F AR
S c PATHME I — 2 11-12 FTRAGXERGBEREFE R GHERE - 14
TR XA AR c O BIURM B SRR > AR 15 TR AEHFH
B c PATHMECR— - KBS 17 7 ASHFLRE m gL -

3.2 WEXLME

4% X A2 X %3 (deductive program verification ) % — #6513 % F 1k %
(deductive reasoning ) Fl R iR A K 2 FaEPLE) F ik o AT 60 R S AR
— £ %A (inferencerule ) & —BEATE (axioms) I 5 3] ik 35 9 69 A -
B E BB (Hoare logic) Y 3% $7 32 3% 24 & PRl 38 4438 3% ( predicate
transformer ) A 4G 6 BR3E ik A — ¥ R REXRE N & - AT LFH3.2.1%
NBE MR SRR RER X N EH322N B E X2 R 24
WHEHI23INBEF RGBT —mbnfik o
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321 ERER

AT EE T RXBRESE MR TR GEEN S | AT TR
FA {8 B 5% 488 © AT E A& 4 (pre-condition) #2%% % &4+ (post-condition )+ &
AN A — B4 (first-order logic ) R & o AT B4k AF A R A A3%A2 AT
HAWMBLABAGKE A RGHAARALHEMIARA B Y ZAKE
[Hoare 1969] -
A2 R EAEM T A B | 34 EsEtk (partial correctness) $2 572 E#E
% (total correctness) [Hoare 1969] - —fE#2 X ALK B & S &Y L& P v &
WA —8E B =cm (Hoare triple ) » 224E{P}S{Q} » & B /AT B4R P W2
RIUTF &5 SPUTH R A R SKEN % B4 Q) M e a EsEN T & A[P)
SQ FRALEMAEFPHBAMKAT SHELLARGHTEE  MALALK
BAESPUTHR RS EHAKEEMF Q-
BHIRR > THRAAKLS:
y:=2
z:=X+y;
WRFPEAx=1"QEAH =3 A{PIS{QBE BAHGTRALLFxEN 1
BARFTHRYEN 22985 A3-ATHHIGERBH L LRI ST LA -
1. 3 (Assignment Axiom ) :

(FE/ = =E (P}

il
x+1=B}y=a+1{y=43}
lz+1<Njaz=zxz+1{z <N}

2. A m#A (composition rule) :

{P} 54Q}, {Q} T {R}
{P} 5;T {R}

3. 4#&##.8] (conditional rule ) :
{BAPYS{Q}, I-EAPIT {Q)
{P) if B then 3 else T endif {Q]

4. @@# A (whilerule ) :

{PAB} S|P}
1P} while B do 5 done {-B A F}
H P AREAREE (loopinvariant )

{x>0Ay >0}

REC RS & ¥
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{x>0Ay >0}
while x > y do
{2 0Ay =0Akx2y}
X I X
od
{x=0Ay3 0RX 2 ¥}
/] or

fx >0 Ay =00% <y}

3.2.2 RMRF ik

EAERRNBEEEXBARET RSB T R SHEER FNES
(intermediate language ) ~ $k3&4% 4 & £ % (verification condition generation) ~
2 HREAH (interactive prover) FRT % L4 H P MM AR H (satisfiability
modulo theory solver &SMT solver) - fe thZ2 4+ » FE AL LA S HEA BT iE
##(annotation )» KA 3EAR R R H A2 X K FRey AT B KL B4 T4 BB RK -

EXiE 39 REARARELEEE
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Java #2 %K I
EHPLIER

Bt e

i%i&’éﬁaﬂg q/‘%i%ﬁgﬂﬁs’%
B AR A B

B 39 mEARARERHEE

BB EHTROSEERBE R KET AR B AR H R4
b GG R — 18 F N 3EF (Jo Boogie [Boogie] ~ CIL [CIL] = ) 3 8 923k
SRE A A BREBEHH —FEE TR RN l— RS T TURBEREET Y
R LT R G R EE T AL B o e ik B AE B 4 Frama-C 5%
W A A E%FR CIL (C intermediate language ) » H 4% CIL B3
[Frama-C] - 4 #k &y VCC &% 4 A iE#E %2 4% [Cohen et al. 2009] [VCC] -
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B A A B RERRBAA RGP METRXEE L RESEN B
FR3E A IRBAR A THRAB R RTRERAEH LR Kbz
(A& ) o MBRBAEME 4 5o R 52 % AR IR R all 38 44 78 3 o 9 39 AT B4R
(weakest pre-condiction ) » A gt & 4 B i f2 K 5 A 324 o7 & 69 4% 4 [Dijkstra
1975] »

AuERHEB iR
{P1} 1. Yv.P,=>Q;
{Qs} 2. Vv.Pi2Qs
S1
{Qs}

{Qa4} (Qa= wp(Si< P2))
Si

{{P2}}

{Qs}

Si

{Qz}

{Qi1} (Q1 = wp(Sn< P3))
Sh
{Ps}

A 32 EigiR A AR

Mt 3280 L FS, S, Suy, SaARKXRE PP Py BER L THRKE
o AR KRR Q, Q Qs Qi Qs, Qs A SRR E £ BRIEAE X
R G ELORBAT RSN —ARX R BSPIFT R EHRAK TS
Py IR 55 AT E AT 2032 Ewp(S, P) & B RS PUTSAT IR 0 % R E e E 4
Yo JbATSIE A RE T R BAEMHFP & 32V BMR A A B — B MP A E A A AT
B - B3 XEAP, 8 > S AT X RLNH AP o9 RIFAT
B BQs 0 WAL # £ RSithE B AP, 0 BIILRHKZE B AP o) — AR
A P REBEAQs EHEEIPBF > AT A A F —AREES - AR B3
938 RABSRIEARAF 0 AUAEEIA BB A2 X R A & 3E4% [Dijkstra 1975] -
HEHERBAGTRB LRG> BLAHLRBEFINTLIREARS
TR 7 F R o VT R 4R 3R 3 AR R 25 (SMIT solver) 3t & B #h 4L T A
— 3R 0 KRB &Y T RAR 4 38 5 PR AR R 35 AR AR L 6 PHARIR R — k0 4w Mini
smt <] AR Ik Sk B 6y PR [MiniSmt]»Z3 5 SR stk E SRR 7| gy R (23] o
P AR @ ¥R B BBV A Rl ey I REAR R B - EAHWAF & A TEA
22
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EERAMY T A > IR AMEE E e fGE » #4e Coq [Coq proof assistant]
Isabelle/HOL [Nipkow, Paulson and Wenzel 2002] % -

323 MESFHERBLEFERX

ZEEHI2IRTHI220 N BT ERBEH A RS HEH T 50
F2 K 69 R R4 0 RS 4% £ & 2AVCC [VCC] [MSR-TR-2009-15 2009] [Cohen et al.
2009] [Ernie Cohen 2010) 4 M & » 43 oA 45k M BT R X — AR F
% e

3231 #H#HFRE

FEEAEXY R TRERXRBERG LES AR H 8 TR it —18
S I (RTR " %88) A THRAARER LOPITHATRBREEA
MPSTH B ERBRABABHETRE LT SRAB &R Btk
BATRRTERY GRS EHE - BN AR EERY -

PR — BT R R EFRFT AR TR R GRS —AE - £
BEREFA T TR RER A BEXFRITHE RGO - 4
ko —MAHEE E 71 | s R REETA

Vi,j. 0 <i<j<size(l) = acc(l,i) < acc(l,j)
Hoob ace(Li)FoT 7 LA R 0 A4 M B K T AR A E P | R d b B
HEAFAFEY B AREE IR i AR E AT A B
Fe AR AR a9 -

BT RERM AR BRI EATRE XA SRR AL BL AR —
TR XABE AT — A E L —AREAR R RE T2 R R EHE
BHREORIBEHAEE L AR AUFE o s MBI RE T TS
Feity X, P YA RR AR XS RATRE T BN © Hldo — 18 24 F
ey = o8 F R A © AVLEY > — B e AT A BIAVLET 89 o Xavl_add <T fE &
B & 3 70 & 69 o A ¥ EFBORAVLE £ 8 89 T4 0 2R B X EC T A GRS
TR 69 S 8 F A7 T4 SLAVLEL o St AR AR RRE S M FE > TREEE
§i3.2.3.35F N B Ey M F A L4 B R LS o
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function avl_add(AVLTree t, Element e) {
insertetot;
rebalance t;

}

3.2.32 HAMA

S0 R — 184 44T A Bl B5 A% B SR L ey PUT AT B AT R A BN
(race condition ) » AR4E BABIATH BIPAT AR - SLAHFAF € F REI Y 416 b
IPE N EPUTH Y PITIRA AR AR B B R - QSRR G R il - Bt
— R BATRKXORE Y R RYE—RER AN R R —ERATE R R
e

BMAMBYE LR D TR R A HA Lo 28 — MR
A —ABA > T — AT R A A G A B b e A B AR E R —
1B8t 4k (forest) 4o 3-10 > H ¥ — AR &k — @M% » H— 1A EALE & 2B &
T B WA o R BRA BT AR By > A B AT RS b A
(lock ) st A M) REAX -

& o
&% Lo

B 3-10~ b 5H R E

PAATHE e A TG 2 AVL BH64 % &, avl_add B 0 ST A4 B ) AVL BEATAEAR
BHO A F 2 PUT I B BB BT & B4 T A A U F 08 R Ak L AT 4

function avl_add(AVLTree t, Element e) {
{owner(t)=me }
insertetot;
rebalance t;
}
P4 o 38T A @R IE AR M owner(t) = me R AL 0 H P owner(t) KR4t
HPA A - @ me AR EPAT LB X PATH ©
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3.23.3 HM#HE

B — AW o T IAGE SR T B S B B9 - 5 — 1Bk R B K
FRHHT A B B8 R Z— A6 B REEK B
B RARGFLBEAENA - fodb— k> RBEFAELE BRF LAWK LA
6 B 1) ZEAE AR A A R R LB VT o M qE A A L SR A A R E F 6 S s BRiE
A E & B AT a5 B R A B o

fE VCC > o1 A% i wrap(o) R 44T LA F B4k

®  E Mt o BMA H A G ATHPUTEY -

® wExrihtFo M HARE FIRLBMI o

® A o SRR o
% ST i i unwrap(o) R FUT AT By 4F ¢

®  E Mt o M A H A EATHPATE -

® sk iF oo B o

@ EuMfFoyREERL -

® it o Rk EE -

A avl_add & X A H] 0 T BALE Au A TG E AT 24 ok E #2 K 4% (ghost code )
unwrap(t) » 3 7e X g RIGdh B A2 XS wrap(t) » EAFSRERF A A B G4t
15 B8 A K B E A BRIER o IRt RS AR RY 0 B

function avl_add(AVLTree t, Element e) {
unwrap(t);
insertetot;
rebalance t;
wrap(t);
}
Wt ASWKEATPITHBA BRTEY T BUERXSGEERYERA
BAGHZIIT  fem 2 X RERM RS BT X RUGRA bEHT
FAE R B 7R 4642 X FLALAE A0 B 6940 1 b Sy £ 69 B2 S A BA L T 2K R
T — 18 e T AT AR BOR FOT -

3234 #%HK

HFE—AM o BRAEERo REAM > ARREER LY o M
KB BIRA F A N AT RO B S E R R -
Rl A B o R4 & & B etk - A R et ey Bl eF - RA T REAIE
MF o Wy R SR o BT AN AR R G B 6 R IR R R A AR AR B B B B AT o B
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T 8 % AR B 0 ST AR A AR R eyt (admissibility ) ©

- — A omE it R F R R AR —Ey e
E LI AET M3 r A R R E > RIS R AU o X AR - 5
Yo REFEREFE Mo Rg MMM H AIEEMREERRELNL £
VCC ¥ » Bt iR F & 4 B & 2 £ BRI AREARAT A — AR 1 00 R 8 AR R4k
Zt o dodb— R REBERD AR EM SR E T2 KIET o

3235 HHLE

SATATIR B 0 — Sl A ML F kR R AL Ak B S s B L R B K@
& Ak B b R R T IR B ONES 0 BT A L D e TR © RS 0 YA
FH Ao EH A d N e IR JE R o BE T RE R A R BRI
FEA &

®  EMhfF o A TREAHIEIRES > Mtk o BIA K RAE Rk o0 AREP

FEEH K o

® it o WYIRERE RAE M o A M REEER -
B T AR R B 0 T SRR 44 (handle) &8 EEL o B— 1A%
AR & A — SR 0 sk SRR E o E A o 23K
B p 85 d i p REREERA S 0 AR R EFE - M
oWMBA HFRE B UMM o bF > GhRBREWS o RN MR ERT
B 0o IR HFGEE  BRRARBH AR TREBLFERII T
72 X A5 e B AF RE R 0 BRI A & B A A R RERS AR
iy E AP
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4 PATHMSH I ERER

LEEH ALY N BLTABETH AR EITERBHEARAR T EFEEE
— TAERPUTHE B A BT, (Worst-Case Execution Time ) 5 A3 # 4.2
P NBEE - PUTEPITER S BT o oA AP (scheduling) 2
AT B e S AT A2 K e BATRER] -

4.1 HEWCETZ Hi:@mE#h

SHEE - ERPUTEN TRENABATER | AF ET > AH K AFE
2 H5 #08] & X, (measurement-based ) F ik » A TF N FEPTER G HFfo 38

%

411 BEIWFE

SEFA T h R RO R AR R A B AR mA SR XSS e A
SBA L BRI BTG LR - B 41 A THESR ST AGBCR
B F0 FHUMA ©

Analysis input Tool construction input
m) flow af Information
Abstract

Executable User Instruction = tool input
: processor
program | annotations Semantics

-, tocal Global
cFG | Control-

analysis

' Processor | pounds — bound
Frontend flow behavior X Visualization
§ calculation
analysis
CFG + flow information

Analysis steps

B 4-1~ 355585 P e T R 40 9 A0 F AR [Wilhelm et al. 2008]

4.1.1.1 #4{E 44 (Value Analysis) [Heckmann and Ferdinand
2004]

HEFHABEARAIH - ARARREE QY F S (register) FoBIRY
A EAE X B ILE - 5 b7 & KT SR RR R T A o Rl e (R R AR B
PR o ArA0 G B R R A AR A TR T M BT BA AL AKX E]
REHRAKAR BRI LHARESAEHAEAER] -
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BAE AL 8 £ AR FEIE % (abstract interpretation ) #94E%E @ —3h Rk A&
S H BT B BobrA KIE B4 S F BB R FREEL
T OAMENBPEEAA G A R T  EERARG T KL Lo F3 6
%77 % 45 F 1k (register indirect with scaled index) % 4,3V ik - R AUH 2%
Wbk ehie e 24 -

AT add 45 4 A 0 Daps Adk R 694 77 % e dE4s (memory cell) > [, u]
RA— Daps I ER > | BRAKHAE M u AR HIME o add 4544 Daps 48
Hadg E HH74Y Daos > #7 89 Daps 89 BAE B R 55 FE /8 R M Daps SRAKEAA Aw s (1, + 1)
Folk H¥ A (u+uy) 20> EARATHEGYHERRLREREHER
o 0 AT ARAE R AR B 0 SRR RE A AT 6Y Daps 898 & ) A K40 [Ferdinand
et al.2001] ¢

add : Daps X Daps = Dabs,
(i +12,uy + ug], % R RE R AL
[wd+Dwﬂ={ kko,  ETRBM
» /!

AEEHRBRTATH O EA T B RRBERGBFAMT & F &4
HaH TR AR AL 0 A Akt REEAEPATERFE] > @A HH > K
e BAaAE X B3 LRI B P Y45 S (register) ol 34 B 69 58 [ - 45 ik
A AL o

4.1.1.2 #HALL¥ (Control-Flow Analysis) [Wilhelm etal.
2008]

FEFDRAE A6 B 09 AR TR AT > B B2 KR A5 L AR
#y > P IABSAR B4R A A S B H TRAB o M — AR AR AR A RS > MR
FHOASHLAEEASNBE (superset) » BRI AL E D EMME > BESD]
4 -

PR A I AR K &T  Hle KA A M4 E (call graphs) -
EFARE P TRGFES TN AT EE - QB PITRERS] > TH
FROME WA RBEALZRE - MBI RTRARKAGHETAHYRA]
QA Sk B O SR~ AR B 0 B e B R T AT o

BEOEFRREI AT S T ik B RrIRANB A EH#H L8
Mty 2 X IAR M A R B - ldo B464% ~ F 4% (intermediate code) & 24
% 4% (machine code) « i H £ R8RSR I M RERBELIGE - 241
EHFERYEIRESGEHEL  BALBIHTHRBLZA G RMEILR L LS
(linking ) i 2 8 2% 4] /L A2 0 5 4 -

PEFDRAL M H B A — 32 #3355 B (annotated syntax tree ) Fuik ] 42 B
a5 (transition) HWHUE S > ATH AW &#E A (structure-based) ¥k » 3R,

28

86



3 4.1.1.4 (d) #&FAWE X (implicit) 3848 71885 R R A R R4 # R
F# 4.1.1.4 (c) -

4113 R ¥ B4 A o # ( Processor-Behavior Analysis )
[Wilhelm et al. 2008]

R R OATS O REFRATHM LT X488 (context-dependent ) » 4§ %
wAEE R - A3l (pipeline) Av g L TR - BAA4E 4 9 PATEF R LA PUTR
M AT HEREBIUTERER - B2 o 0 HR A B AE SRS 0E
EHECAE AR - REBITAHIM AESHAKEHRE E (invariants) »

TABKRERZGBAEAMEHIAFESHTE ERTEGRERE R -
EAHE - SfEEESE > Bk 548 F 4 %474 547 (hardware-subsystem behavior
analysis) | THEZ RIS H 6446 o M H R AR B G THTH - BRLESAA A
FRN NAE B ZBEA ARG o bA AT EO TR K&
R e PATEFR HAE T AR I B TR B e ) o

EAZRIEBE LGS E XD h A RIE R B RE #9708 L uhe
16 ey R » AAGRMA XM Hain Rege - BEREZTATHOH
$RF AR ASHMMELSSHREPITHN > AR A2 B AR
EEHARE G EEFHN - 70 8 bieh 16 4270 (advanced 16bit) & 32 Ar 7T
RIS RMA M EE E i B ARH AR GPTIES - RATT 5 5]
SR E R KL o MR AT A B F R T Av 8 16 £ LR EE B AL »
BoA BB T (cachehit) #F A REFREGR - LR AEHEEESR
(overlap) o M A RERBEAH S ML BHET LABE  EHTRAF
ARHFA] - B o i A I A o

—AAEILT > — 45 A BTN LM BT LIS S R B B ERE
MRESZKET MBI B RIS OBAPITRAE AR - XML TRAAHE
KT T3AT > B TREA RE G PUTER N > BB LB E - bl —2F
PATREA 100Kk > MREFAT > EF—BRNERGHT—R > M@EFE e
ROGPATEEE - BRI TRBE T IAG LT X & B e surB L 0
L TF XK i3 B Ao o o 3 ] AP SE 3842 T B AR 4R KT o B R E BPATK
k& ef  MIRFRRRFERAA TN -

BRI BAT A A P K3 H kR WA o4 (data flow analysis ) » — Jt
I F AR RO R SR e AR R AL R A BEE B PUTIK
YR G BHNBERXBFER —REE  FTEIE LY HAH HPUT
BB SRR T - AHRERBE SRR EY - K KREK (basicblock) » A7
RERBEAGTHRAREAGRE T  BIATE SRS T BEAREEHL—
AT R A BT EA A E 4 B2 X BT H PUTIRREL - K11
Hef#EsbiE 4 AWM L F X (calling context) » LT R LT X - MAEF A
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FTHBRAS S E AR - RESF 705 LR ECKEH B0
Fob PR A A L A Ry RO ERAT ARG ¥ - mEER
Pl A0 oh B 7045 B 69 50380l B R BErk B s 2238 (pipeline stalls ) ©

4.1.1.4 4&#t3t X (Estimiate Caculation) [Wilhelm et al. 2008]

fhatet ey B 6y R R E WCET 694631 BRI A THRERF LT 23eF
44w ARt WCET 4 > i 4§ &2 K B R 9 PUT 85 o) o 42 VT 46 % 4% WCET {8 - #%
Bk AURIEATE R A A B AR BN ARG RATHM LR - ®¥
#% 2 F 3T E(bound calculation ) T 42 = X 38 % : & 4% A ( structure-based )
3%4% X, (path-based ) #FuiE ] [§ X 3548 7| # 64 H 45 (implicit path enumeration
technique » IPET) »

B 4-2%& TEMARBE T E BB FTEPETH A B L L+ E 42
() AEFALE  AHSEAEMEN > L40B ERTWN > THREFE SR
B AT - B 42 (b) A8 X ik o sy ikt R Bl 84S ey ATER R LR o
FHAA R P REOPUTHR R AZ RO PUTEM LR -84 TR L
AR PATISAE AR — QB P AT AT RN Y TS ke
PR AREHE @AM AR EHEE S AR ET 0K BRTRER
Bk X 44 F5k (heuristic search method ) R 2 24 % -

Bl 4-2 () BIPETH ik » by ik i A2 K 64 3 sfF AR & BT 8 ) L A1
BHEHMA K ES > SRBMARE Kz X B MAE (program flow edge)
— B o]t Bteny * A R AT RAR B RPUTEFH N ERPUTH RIS TR LT - &
P 8 3 Xentity 2R & 5T SHAB B BT RIL o Ao 48 UT BF B Fo AT R Eoy A8 TR E LR
Yicentities Xi * Ui * FAAT R FCHE B2 A2 K M T HE B HLUA MY MR % 4 - IPETHY &
R A ER Aok 28T SE @8 PITRE -

B P 3857 2R IPET ik & & 6 IR&]An 7] - start o exit R4 & Tofe K o0 B4
Fukk & — R o structural RF A TRGEX TN REBA-EARELYR
$os A8 B B B 20K K B £ 49 R 3 o loop bound TR 4 4 57 32 R B S8 #0 85 A <T SA3h
ATHY R $L o IPET k38 M A 342 M #L3] (integer linear programming » ILP) &%
M43 8] (constraint programming » CP) 435 » B b8 2 M 42 K KD 9T fE 45 8
ko BB AR F AR ] > MR K SR RSO 6 R UK
.& o

B 42 (d)A%#HKF L B P &R E ko TARIRE R0 40 th 3 4
) (transformation rules) #4735 » & BEe9 £ 447 B X BAA & 25 - B eh b
HEAASM AN BRAREMGTNALTXTRERREGPITEHR > B A
# R E 8 B LT X R An BRE R - 0 A HAL T X H 2RYGERBRRIE
AEGET X > K% A A 633457 i £ 3558 L& floQ @R M

(loop unrolling )= & #k X, 75 k& & M8 A Ik A7 A 9 3EH1RAZ S T A 35k BH &7 b
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F kAR R R (source code) ¥ A A ARGty BEREK
(binary code) M » AIEEHEEHHRM % > B —&F T 4o B IPETAL 7T 2A3%
Ao ZAINE B IR -

start start
maxiter:
100 37A 3[a BEBE
tm'h —=31
tieader =3
st EWCET
WCET=
Ueter Hpa, “(maxitier-1)
=3+31*%99
=3072
e Cxit »e cxit
(a) =51 AEE (b) BB EHFETT =
MstartflexitPRHl
Kstart =1, Xowir =1

I1EE BRI

Xsmn = Xstnn.\ ~ -

Xa "XKata + Xua :'X.«\‘;.\.\l +Xap
X=X = Xpo T Xy

Xe=Xpe = Xex

X X+ Xon ~ Xmy
X»:xn =X.\3x1t

/-8 _EPRIRSI
X, <100

it Xo | wenTER

WCI T=max(X 4 *3 + X; *5+ X, *7
(o IPETHEIERE +.. + Xy *2)=3072
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o start start start

\
i
| 8CD |12

WCET
\
B,C,D, |28 A,B,C,D, 13072
ELGH E,LGH

———/

———>8 exit ———— exit ————e exit & exit
| =
e AR
A seq T(seq(S1.82)=1(S1)+1(82)
S~ T(if(lixp) S1 else 82 )=
if seq T(Exp)+ max(T(S1).T(52))
T, T(loop(lixp. Body)) =
B C DIif H T(Lxp)+ (L(Lxp)+ L(body)) * (maxiter- 1)
T~ " )
E F G (d) %%ﬂﬁ*gﬁ/i

42 3B E A 5A & B [Wilhelm et al. 2008]

41.1.5 % #IE (Symbolic Simulation) [Wilhelm et al. 2008]

B A S AU RE RO RN SRR ABTORE T L st
RERAEH AEBBREEZEAERI AU PTRE - KT LS ERM
S REBFABARRBSE A RS LAMAMTHMERNER
ERPATHR > BETEFRMIFHFMIETE -

4.1.2 H) ¥ X F#(Measurement-Based Method) [Wilhelm et al.
2008]

AT R AL RO INE SR AR S R AR Z RN T
ARRET SR et TTANGESE W k&R - ik
AR TRPTEEHFESBTANT  ALPTHFNASHRXEIH 2R A
FRREFEAEREN N MAEFRTHM G LR -

W RETHERABA L GETARMNARENARER) ¢ HATHHM
BURRTE R 54 > &4 WCET & BCET #5788 > a2 2Bl S RAH L Tk
VH BRI BT B SH o EIERRR SR T TRER IR R > B A PR Rl E 6 e
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BIVE R RGOS A TRBE 2EAENARBRRFHREDLY
o L ERRBEBAMNGPUTH M REL -

WHEN S — P RER THATRLTXNFE AAFEAARITRS
ARRAELS ETF30 KRAHNGEAN ERKER LRERENENBEHRE -
WHBERR RSO FALERE AR E TS & A BERRYRBEHE
BHRER] B E R ERENEAMBKECEERARER AR Y
WA HRE SRR FEREEAMLRKELRELEFRTEES - aATRE
K F ik oy T AT H il EoF BT A 69838 B3 L PUTEF R R Mo {2 f LA P A ey AL
MR RA SR L

MARMEAFS T RAENFEAL BRI GBH LS

(instrumentation code ) R4 5% (timestamp) & CPU #& 333 » ML 440
B/ SIS AT E 2R R R B T2 XGNEER o (EA B M
HBATDEN (FHRAMN) R FRHRTITE » 7 ShRaE 8 bl NEXUS
A% Fa ARM F 69 ETM ESHM 41 % A JRRAM » 127K — & & A AR 6931 85 © s
Nexus ¥4 48 & (buffer) ¥ » & F4FsE & BB eF A £ £ 058 0 B%
‘Pmﬁ’&%@ ®

42 PFRFERIW

¥ S E4ER (task) RERRF > ATREAREROHE - FRFRRSR
RAERE AT ~ BB TROBF - AT MNP ERER -

421 E®mRIL 24 (Local Scheduling Analysis) [Kiinzli et al.

2007] -~ [Henia et al. 2005]

e F4F (event) RAH - FHEALEH (timer) 2 - N 3FR I3
&P 7 (interrupt) Foif & ~ BHWIEHE o P2 oA AR O F B2 R A
FAH% (event stream ) ARIR F AT A it & & 5K % KA 69 B A (scenarios ) »
Hi bt Bz 09 5 £ B 0LE a4 ) (worst-case response time ) » 3k & 4 A 7 A5
BB RO £ -

B 4-3FTRAER £ EH T ROMA - RL - R2 A484 > Srcl ~ Sre2 BH R >
E1~E2~E3~E4 2 FfF bR A28k T FH TR AA 85 A FH 52 (event

model ) »
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Srcl

Src2

R1

i0 00

T1

T3

R2

E21, i0 00

T2

T4

B 4-3 > MEHAFER TR [Henia et al. 2005]

FHBRA RS SR Bl A #E (itter) ey BRI FHR 2 @53 (P, )
FF 0 PABMAME A FHe8 - JATR R A X I mipi R B £3E > &
P45 SRS A A B 318 2 38 #7 F 442 4 (periodic with jitter event model ) < % (P, 1)
% (4,1) % Wil 4-4%7 RENFEETRES 1oy HR £80E 4
W) FF LR AN B FEAFRTHEFHFRANESHFI B—FHLA
AREHFHNELE B PE LR ET—TROFHEELRT

=1
P=4

At=4 : At=4

th 4

B 4482 (R1) = (4,1) #F#H2 [Henia ct al. 2005]

t,+8

T |'”| T |'£"| T
tp+12  t,+16

> t

F BRI T A d F 4 & AU (AD) ~ ' (A &R+ F4F LR A (upper event
function ) nU(At) & 2 & & HAtE E B ¥ » F 454 Ry LR FHTF RS
&, (lower event function) n'(A) B & E AAte B » FHLEH 4 REK
G F IR - T K BB G e o5& ¥ &K (piecewise constant step
functions) [ 4-5%&%& (PJ) & (4,1) 4 FEHHARBL - F4 LR EAE
R #erm () TR ERBRARMZE (R /3 E -
EEREBAMHER P FHELEORIOFER I RFGIEERN -
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BABERN

) .
rlP-r] ’

- ? "y

[T ||||||||||||||‘At
0 5 10 15

4-5« Ff R ANt (AR E4 T RE AN (AR &E [Henia et al. 2005]

By by BX AR H B A FERD
At +]
Mpay = [T
thy = max 0[5

B ASHp o EEAL A REAERBEARMTAETEEL 48
BMF > FHREHEL 2 R BAE 44FAt+B85FAt+125EM - HEHT
REXNF i E M RELIGEN T FUHRIBLEOR LRATRAREE
% EAt+12.58]At + 16.5B 1 -

FAIAIEREH A ST = 2)FEMH(N 2 2) A RAE—FHA T BE TR
AP 2 RN RIE#E -

SMN(N > 2) = max{0,(N—1)*P -]}
SMaX(N>2) =(N—1)*P +]

Bl le—SH B AMEFEDT (R & (4,1) AmFHESR I ER
B 3R R qr o RAERES S WHRIEM o

L4 BBE (sporadic) > FHTREANAOKESL 0 BAERS K
SN2 B &S -

FAAESFEEANRZX RPTHRTELHE -2 REER
R ¢ [Jersak. 2004]

=0+ Z Tl}l(ri) * G
vjehp(i)

REerAEfizREN R RITRDER | ABITE LT BN 12425
hp() & — & 4mE RITRAFBNIZEFESL CGHRGAER 4] 2 WCET
o) B ERELNNEBMN Y EH | HFAEEREER - LEXFE
EH IHAERTEAFRSER PR RERSOH L BRAREZFALS
JERER] o B ML E X B9 L T 3 rdk ( context-switch ) 2 B 44 (overhead)
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B RS e R IR d peE B -
G B Aer; 0 il AEFS | STH% P

ER I E F kb F o B k@R =
Bre Rl B AR TR PR BSR R B 0 3 F BRI B R AT
AEAE P W ey 0F R R L > A B R B A RO ARRAERS | AR e RN E
ABBIERS | AR TG R IERE > Rl BRI 2

BEOF{E L

#1F B%’l‘i*
AW E B

SAE 4-6 A0 Rt BAERSC2 ik £ M L@ ROFR

BB 1

I = 50 +
vjehp(i)

50 +
=>ri=50+IW

FERS | RABE ey RN IERE S ¢
max{0, (2 — 1) * P —J} = max{0,1000 — 0} = 1000
r; =110 it S A B K /NIEAE » T4 H -

ni(50) * C;

H 8 2. 1y = 50 + Zyjenpiy ;' (110) * G

g LD

110+ 0
100

B #hr; = 170 3t & AZ@ R /N SE8E - ST@ 4kt H -

110 + 20
100

&w 3 Ij = 50 + ZVthp(i) 1’]“(170) * C]

50 + 20
[ ) l*30=110

]*30=170

#ri =500 AT = G + Dvjenpy W' (1) * Gy F A - 152

50+[170+0 170+20]*30_170
100 100 -
R 2 St EERAEE  (FILEE > F3MER C R EN
B R R 2 170 R BAx
A 30 30
Priority 1 £33 | TEM
P(100)+J(0) A [10,30]
B 30 20 10 8 | [(1030]
Priority 2 (91 [50,50]
P(100)+J(20)
C 20 30
Priority 3
P(1000)+J(0)
T T[T trT] [T 1] .
0 30 60 920 120 150 180 t

Bl 4-6 ~ 425 C f £ e B et b 454 4 5L [Henia et al. 2005]
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4.2.2 @4 % %R 8a¥ (Compositional System Level Analysis )

[Kiinzli et al. 2007] ~ [Henia et al. 2005]

A EBIE S P BAEERFE R AT RS E B — FeEaa
1 B33 SR A 2 BB B AR A o 3 B B AR LAY o3 B SR SRR A 0 B B
AR #H A Fho LR EARETDREER £ o TFTX

]out = Jacl. + (tresp,max - tresp.min)

Jout BMAFHEA 2 38 0 Lo AOEFFHERVZHY  tegpmaxBHRE
RS BIER * Crespmin & RAE A S BAFR] o

LB 4-3% ) ABESRL ARFS e AR AR F A AV W TAR 2] B LTk b B kA2
SIAF B R AN USRS RITL AoT3 AR F A > i b FHEA AT2 o
T4 e AR FARA  Bd BRI ST EIT2 T4

KM 3k IR A e LS A ko B AR MU AEME (R R B 4-6696)F 0 — B R
ATL AvT3 a9 5 F A AT 5 5 eh o Sb0F A o7 8753847 > B A — 1257
FREFHEEAG T RAMES L 0 S ERL ¢y @R SR 05 T ZR2 ey wRR] 0 R
Z R AR B AMIAE L R B 4a Bl HEA2 453 (cyclic scheduling dependency ) «

R1 R2
(AT D
Srcl T1 T2
3L D
T4 T3 Src2

B 47 BEHALHERASFAMBESRY [Henia et al. 2005]

FRIRTT ik By ST A SR M AR P A e SR AR AL B BB E A
YRR R A ST - B AR SR R FHR AN B A A
#E o mAGHHEM LS IGHBHER K HBAERR LD Bt F AR
R o

ARESMFE RS TIRAT R A R HAHE T RETERIAE
AR B EHRA AL FHRAGERE RERTAEEFHS
AEMEZ M5 ARAE B FHRAMTREA S B THERZ N4
AR SRS R TR EN AR RAURE R H R A AR
AT B A 2t o BoE % R P ALt Bl o R RHEA TRH) % 43 0L R SR & o di -
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5
BASHER

Eih
MUESHEY

B 48 i A A %A AR SR [Kanzlictal 2007]

423 RESZBMAZIEH [Jersak. 2004]

@l FARNERAAFE-BEEESS YEHFALSABAK &
A LA AT Akl FOH AT A G AT A — AR A A o A L IR R T A AR AR
AR Rk 0 AR AW E & (negation ) » [ gk 7% # & AND $22 OR #9453 » 2
Tk H S -

AND-#5 % 2 % B MMA SR A MAFHE  EHREE - B 49 §ERH
A~ BACH @ FHMRAE » EHKARBE - MAE—RBEMEOHAR
ANEHEAN  WABTHALEHTBE B ES - 8 A AND-Z &8 &

( AND-buffering ) -

% T #i 4k AND-4& i3 S B 6 R0 > AR AN F A AR ) - M5
FHEAZ AR ER N AMAFHAEAAY - HAE—FHMERM At ¥ -
AND-#5 2 69 % 4 R #tninp = max (V) nhyp = min ()} i B H BAIER -
#8p)anp = max{);i};i=1..k > k AWM AIEREH -
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FIFO,

®_’ AND

FIFO,

: FIFO.

B 4-9 + AND-A% %7 & 8 [Henia ct al. 2005]

OR-Aj kA HiE— AT A - ERS SR > ARG RGHRIEM B
BAREZEHRLAWMATS - BITARHMAZAEFR B RN FHFRA 5 5]
A(PJ)=(4,2)#(3, 2)8% » TRl 4-102 2 B AR -

b BHRERR

lllllllllllllll

|Il
U 5 10 15 At

B 410 FHEFRERXAEH > £ BE D-(4,2) 4 AP )=(3,2) [Henia et al. 2005]

OR-BHZFHLTFTREXAMABAG M g =20} -
Mhr = SRl » S 4-11 &R -
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BHRERY

Illlllllllllllllll

0 5 10 15 o

B 4-11 ~ BAFH FH4E OR A2 F4 LT R & X7 EH [Henia et al. 2005]

A B A RRA R HBATEEE R GE A SRR - B b F 2R
FHMM o B 412 ERAHATFFRKX - THRALMET A B HHRA
HEZFHRK - AMEZ ERRWRSER BT R RETR -

BFRERR

1
1 OR, P+]

IIllIlllIlIllllllA

0 5 10 15 '

B 4-12 > ik 2 OR-A54 T & K~ &B [Henia et al. 2005]

HATA AT ik R AT o 4T AR TR E

B e LCM(P) 1
R on LCM(P) oq 1
Zi:lT i=1Fi

H o LCM(PI) & i 47 S A F AR A B 2 5 AME S0 sb XA BT A A
FEHHHE L 0 98T > 20 LCMPiFR 4 LCM(PI)F 26 4 6 3 A FE 4 R $t
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3 AV ey = DiLynd T[] > g [

MERXBEE BN RORN AT Ry E LR -
At + j
[ ]oR,;] 2 kj; Aty < At < Atjyq, k5 €N

Por

WATHE

At + € + Jog;

L———QQZMWEN

P
OR
At + € + Jog;
oy i € Jomy > k-1
€>+0 Por

ol ong + 2 (= 1)+ Po = 1

© Jorj 2 (kj = 1) * Por = 44
AR FBA(P, 1)=(4, 2) $2(3, 2) 7]
OR = T T.L 7
Z?:lﬁ Z+§

At+ 2 At+2
At + Jor % + ]+[ +

P

2 |12 |71 3
7
At-l;%oa,o >20<At<1
7
12 12
®10R,021*7_0=—7—
ET k; logy
0<At<1 2 = =
JoroZ1*——0=—
1<At<2 3 o =
]oR,122*7_1:7
2< At <4 4 = =
Jorz 23*——-2=—
4<AL<6 5 = =
Jora Z 4+ ——d=—
6<At<7 6 = a
Jors 25+ ——6=—
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7<At <10 7 12 23
]on,526*7—7=-7—
10< At €13 9 12 26
]OR,628*7—10=7
13<At<14| 10 - -
JOR,729*7—13=7

438 A-LCM(PLP2)=4 *3=12 B4 § 48+ B TH L3 K - R AL R P2

A A Bp A OR-AHE 2 #48) » fidbB)op = =

7
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5 &

Yo FAVAE AT — RIB P ML E P AT S PUTHR X BE LMY 8 Sk
BEAMEOEE > BWERNBEREENFT KRB BHREGF ik LB
B E BRI  REMBEE RS > B2 RS A REM I EF AR R R ENY M
BRBER KM B ATMERIFE T ARG ES - A BRXORBET AR
REERAM ek Hil AERETHEREIDAFT R -

o ERAEEPITERA S ARG EREN  AFEIHAHELF L
HPATEHME AT A B AT S B AT RB EPEEEA LT A HUATRE
BB F e T AR H AR OIKEPUTEF BT etk - AP EE A MR K74
A AMA FE RS 2RI AR AR R 2 R R B e B @ et
TR o
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