FRBRRSRLE ¢

ALV RFLES

PRRTLA 2R FNT A
Research on Information Security and Asset Management in Nuclear

Power Plants

33 %% : 1002001INEROO1
LLEPMOE) WY 2 g
FEAFR I EERE Rk

W% F 3L 0 05-2720411 ext. 33132
E-mail address : pahsiung@cs.ccu.edu.tw
PR A R L ¥ RRAT

FL pEH . 100& 11 7% 30p



’ﬁ\‘fjim%/i‘:—,‘:’:’i@ﬁi ................................................ 5}
— R R AR T 5

)N FEFERF A MG 2R 5
S RF AR 16
)

I e e 25

B B o 1 =l 40
PR R RE R T A R 47
(= ) BB T 47
(o ) B A L 47

S RFITFETREAIR DL FER R EH o0
(= ) R T T A ottt e o0
N i LR ok VESD i ok 1PN A S 56
ey A R B TR Rl 61
S ARBESPL PR 2RE R 61

- ~HPCF & RTIF 2 € R A FERES % ..o 62
(=) HPCF CDA FHat 8, e 62
(=) RTIF CDA FHat 8, e 64

B €| O O R 65
(=) ABWR NPP @ cHHPCF ... 66
(=) ABWR NPP # e RTIF ... e 13

o EA BB R GIERE G oRF IR L 79



. 81



F

& BLE > (safety) e "oy 4% 2 (Security) 4% it T B Ry T o
s HRAPM AT A i bk’%ne?* J w]%zr RG5.71 #_# £ £ B+ 55

W RE A 7354 W D feie 2t B 2 i 2 % AL R iR | PR T
#r37 e A A F (nuclear regulatory guide) - e #_RG5.71 ¢ 25 3R
PE4emyraiien TE & #ici-F A | (critical digital assets, CDA) »
Fril 3 #-CDA & ¥iac & > 2 enlf G T nfoff B av 3 & Renfcd] it o
LH NIRRT 2 e R 2P TR B bR R
‘fr’éa\ WL AFRCAREML>2NER - Ra o AP DR

< S EE R P AT ;F‘:rs;‘ F Y £ )% 5% % (hazard)
e e ki w P (threat) 2. F ehbd (2975 I 51 chh % B o 7]
o FAPLE R ERT R IFTER AR RERITF €7 - 7
Fwmpliily eag &k&7°$?%mi£5%{ﬁﬂ—£ﬂ
FoHF o "f T ARG ET RN LA 2 E T REAE
el Thzo ¢k > i@ 35 )k Kuen® > 33 BE(vulnerability) ~ % $%(hazard)
7w e (threat) 2 % % i & SLERER "G 2 B % o BB A F e B
AP RET S R R RBFAER T B
RALIBPAZ2RTY IRDGAITOTEL . { LA
NP R AP TR TR BT A A% 2 e iy
3]

I~

‘."_"\

X

4‘ w~

B2 o BE GRS R E K SR i\ﬁiﬂﬁ\@ﬂ P F o
PR AT >R ORI % > 2 B e e 1T (Synergy) o A T
WA E P TR NP IZARE R IR > 2 R P R ATR
L& 2o PR AR Y AR BT R ERED R



Abstract

The convergence of safety and security issues in nuclear plants has
led to the adoption of regulatory guides such as RG 5.71, which
conforms to the title 10 of the Code of Federal Regulations (CFR) 73.54
regulations on the protection of digital computer and communication
systems and network. Though it describes how critical digital assets
(CDA) are identified and assessed, but the exact relationship between a
CDA and nuclear safety is neither estimated accurately nor formally
modeled. Moreover, for such safety-and-security-critical nuclear power
plant systems, related risk assessment and analysis are required for
ensuring the safety and security of the whole system. Nevertheless, we
found that most of the published nuclear regulatory guides we surveyed
do not estimate the risk incurred jointly due to both safety and security
considerations. Specifically, there is a lack of a unified risk assessment
method that considers the relationship between safety hazards and
security threats. Thus, when such regulatory guides are applied to real
nuclear plants, we are often faced with implementation details that are
not covered in the guides. The main goal of this project is to propose a
formal model for not only establishing the model for the safety and

security of nuclear power plant systems, but also for supporting the



discovery of the relationship among the vulnerabilities, hazards, and
threats of nuclear power plant systems. In this project, the nuclear
instrumentation and control (I&C) systems are formally modeled for
research and design. More specifically, our project not only proposes a
unified risk assessment method that addresses both safety and security
concerns, but also proposes effective methods to mitigate the risks and
improving the synergy between safety and security by integrating some
safety or security procedures or policies such as access control design,
risk management, etc. The proposed theories and implementation
methods not only make nuclear 1&C safer and more secure, but also
provide rigorous training to related personnel in developing such

systems.
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Federal Regulations);= . ¢ # T|“4% &
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1. 1SO 27001

ISMS (Information Security Management System)#_ — % 7 & st
AP g ERE 2R et E o d FEARE e S ( International
Organization for Standardization)3! * > I 3t 2005 & ¢ # » * 3
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# - L R F A ch(remainder) g o gL b e B o0 5 AR D
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Input

Risk Assessment Activities

/® Hardware
* Software
e System interfaces
¢ Data and information
® People
e System mission

Output

Step 1.
System Characterization

/OSystem Boundary
e System Functions
¢ System and Data Criticality
¢ System and Data Sensitivity

<«

|

 History of system attack

¢ Data from intelligence
agencies, NIPC, OIG,
FedCIRC, mass media

Step 2.
Threat Identification

Threat Statement

® Reports from prior risk
assessments

¢ Any audit comments

e Security requirements

e Security test results

|

Step 3.
Vulnerability Identification

| List of Potential
Vulnerabilities

o =/ 2

!

/OCurrent controls
kPlanned controls

Step 4.
Control Analysis

v

® Threat-source motivation

¢ Threat capacity
¢ Nature of vulnerability
e Current controls

‘ List of Current and Planned
Controls

"

Step 5.
Likelihood Determination

H@elihood Rating

v

¢ Mission impact analysis
e Asset criticality assessme
* Data criticality

¢ Data sensitivity

Step 6. Impact Analysis

nt * Loss of Integrity
e Loss of Availability
e Loss of Confidentiality

Impact Rating

o Likelihood of threat
exploitation

* Magnitude of impact

¢ Adequacy of planned or
current controls

v

Step 7.
Risk Determination

Risks and Associated Risk
Levels

s R S s R

v

Step 8.
Control Recommendations

Hﬁecommended Controls

v

Step 9.
Results Documentation

Hﬁisk Assessment Report

¢ € v v

Bl 4. b &= 4042
Stepl. System Characterization

FRHOT T AR 0k B MR enA BT Blhod LA #T

Hardware ~ Software ~ System Interface ~ Data and information -
System mission ~ System and Data Criticality ~ System and Data
Sensitivity % > ,%‘ﬁ“v} BT m g o agts VLT RN TTH AT
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Step2. Threat Identification
YR PER A T A LA BHI PRV S PR
S F R EL S Pk 2 AR S RSP (F
B HEEE) NEZASRP (RERFE TR GHE) &
BrRP (g ~tF74%5) V4 AaBERPEins g o
TR AP BRI RE AL TR R A
FiTEER
Step3. Vulnerability Identification
ﬁﬁ%ﬁﬁ%%?%%ﬁﬁ’ﬁMﬁﬁﬂ’jf@%?ﬁﬁ
%ﬁ_ £ N I R il s B S Pt S S S
- G FE o S AR ER Y o
Step4. Control Analysis
gyt R e G EY AR E e ghE Y g B g
ffm%ﬁzﬁ« Y g AT R AT R g
R ERET m’& S S
Step5. Likelihood Determination
R Pad it 4 U2 T AR Pk e B oAt
ﬁﬁ?#‘ﬂﬁxﬁ Blgr g 2 AR - BRSSP
3 0 & w5 B (High) ~ # (Medium) ~ & (Low) °
Step6. Impact Analysis
F R ASARK - BENETEEF - BRSPS
%%‘ﬁ%K§$@%’%Q$mﬁiﬁ§’ﬁ%}&ﬁﬁﬁ
BEG R GRATROE RN SRR RS RET A
== & %> & %W 5% (High) ~ ¢ (Medium) ~ < (Low) °
Step7. Risk Determination
P AwrER L PH AV R AR e EES R P v
e TR FEEERL  TEEFI DR R EE T Y
- B Rk E e (Risk-level Matrix) » 4% 4[40]#77+
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24 b g E saE

| Impact

Li:;:ﬁg:a d Low Medium High

(1) (50) (100)

High (1.0) Low Medium High
1M0X10=10 E0X10=50 100 X 1.0=100

Medium (0.5) Low Medium Medium

10X05=5 S0 XD5=25 100 XD.5=50D

Low (0.1) Low Low Loy
10X01=1 S0X0D1=15 100 X0.1=10D

Risk Scale: High { =50 to 100); Medium { =10 fo 50); Low {1 to 10)2

— v

# 7 4 NISTSP800-30 + ¢ » kb 's$m b= A uli

% (High : 51~100) ~ # (Medium : 11~50) ~ #(Low : 1~10) » % %
2. %_& 4o 5[40]
%5 &4 SR AP BER P R
Rizk Level Risk Description and Necegsary Actions
If an observation or finding is evaluated as a high risk, there is a
Hiah strong need for comective measures. An existing system may
g continue to operate, but a comective action plan must be put in place
as soon as possible.
Medium If an chsarvation is rated az medium risk, comective actions are
needed and a plan must be developed to incorporate these actions
within a reasonable period of ime.
Low If an observation is described as low rigk, the system’s DAA must
determine whether comective actions are still required or decide to
accept the risk.
Step8. Control Recommendations
== S AT J 2) N o a2 3
Hd bGER AT S E BRSPS NG P
B SRR T ARRERD T R D FAT & w2
oL ERTEF RN G TR S 0 - i ks
THEFT R
Step9. Results Documentation
= ¢ur&%¢wmﬁa@,%%¢%aﬁ%§m 4
BT - ;{ﬁfm’I—l L > FJ]INT - IR G T L ES
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gt o
3. Microsoft
A e 24 5 Microsoft #73# ) &0 Threat modeling ~ 2
[41] > 2+ = 244 & * > Web applications > p & 5 §T e+ %ﬁx?’ s %2
it PRERREITYE c LHFIRYBAEDL >R
- BRAEE SRS PR AR LA AR 0 A F
& chp nﬁi FERE A St o AF % Threat
modeling process =G 4727 & Jf 7 fE T X3 A 7 F)E
(1) Asset @ F ki & (Aresource of value) -
(2) Threat: - BELFE > ELAE R VR EFRAART A
% 2 «1(A potential occurrence, malicious or otherwise, that
might damage or compromise your assets) °
(3) Vulnerability : s st Rk m & = 7 it & 4 035 g(A
weakness in some aspect or feature of a system that makes a
threat possible) -
(4) Attack : d K A £ X F 97 g B T asset - B#iE o
(5) Countermeasure : ﬁ' AR P etE MR G e o
GEETEN- B 1“*"‘] & T;&zﬁ A2 > 4o R 5. PRI
PR AT 0 2% AR /@3* R aRFoRG IR R &
WAL Ao
Stepl. Identify assets
e e PRy B EOT A o
Step2. Create an architecture overview
% E B A RS AL DR
Step3. Decompose the application
AR AR R S BT ARRAIEX 2R Y 2 P oen
FREQ Y T 2 RFRBY A KR AE Y
Fia o
Step4. Identify the threats
eIt HF R 1% WY AR SHEo B Rk fai T
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BV BERY AR DD P o
Step5. Document the threats

FlrE e PRFE REHEF AP SR F A - B 2
B P it o
Step6. Rate the threats

i AR L P T Fr BAY giofilag X
bt e oo

2 3% 4 ! Rizk = Probability ¥ Damage Potentlal ©

‘ Threat Modeling Process

‘ 1. ldentify Assels

2. Creata an Architectura Cverview

3, Decompose the Application

4. ldentify the Threats

4, Document the Threats

/ 6. Rate the Threals

PP I R 2R BEEA AT
BRI AR R ER AT LR RS o m YT LA
Bk end PRAIRA > d R R AT P AT A
FELEFAR G- LR ML RIT L PR
e 3T, R, F W,

ﬂ”}
et
3

&

17T,

_Y
4‘%

IS ?_L
i
=

e
-(—i'\\

“EE R R 2 S [37]
b g i E =52 85 xiF
A ks BB AR GeERE £ RE el 45 FRR

2l

e B o %.&;KF - 1[}3'; e mzﬁ‘ﬁ* s B A TR G E
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B R AH
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(1) b A7 @ < ER XN PR %26 WwFAGE
LR SN 7
s F B R P AR BEELE s o
Stepl. & * ¥ ke LKRH ﬁvf;sg_f%: B P A
oo AT AR Ok R E > H R AaE e & 6[37] ¢
% 6. b ‘&R

%F

B S 1 id e
s 4915 & g, | i i’ | F e | i)
. 0 o |1 [2 |1 [2 |3 |2 [3 |a
. 1 1 2 [3 2 |3 [4 [3 |4 |5
2 2 |3 |4 |3 [a |5 |4 |5 |6
* 3 3 |4 |5 |a |5 |6 |5 |6 |7
& 4 4 |5 |6 |5 |6 |7 |6 |7 |8

REREE B3Rk f:s:u MRS fﬁ#iw‘i—fi;é‘ U
AR e 4 7[37]
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Eded 8[37] R A PHAMIRLE LA BT AL 5
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sARE | O 1 2 3 4
BEF
0 0 : 2 3 4
1 1 2 3 4 5
2 2 3 4 5 5
3 4 5 §] T T
4 5 6 7 8 8

Stepd. N TEFFTAETRESPFE AR > xHTFE
YA IV LEEE % B AL et 10[37] -

% 10. B % L% A KEL

=z )2y 0 1 2 3 4
B4 SR

0 T T T T .
1 T T T N N
2 T T N N N
3 T N N N N
4 M N N N N

(2) TERGAIT NP E NN E - AR L LY FRE
STIAR R o
B R A B dhlidp 18 0 & LL[37] HrAih
B ER Dolc RdT <P FIEE A AT Bl T RE[37]

ERAAIFY E(ALE)= ¥ - F 2452 55 E(SLE)x# B
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% 4 % (ARO)

H- AN EELE) = FARE x k5 (EF) -

i AT
# B AT (Exposure Factor / EF) R ERNNEEERLa s’

BH— HfRRL THE

(Single Lose Expectancy / SLE)

WEME * 2EETEP

R — -
(Annualized Rate of Occurrence / ARO) | S B8

F R TNHE B SR EERINHESLE) * s #
(Annualized Lose Expectancy / ALE) (AR

AL B R R

4. FEMA L '& g 12~ i+ !

d FEMA (Federal Emergency Management Agency) =t 1} 4 - %
FleE AAPM Ok ' F Bipe 0 £ H W H ¢ HFEMAA433 2 FEMA
452 4" IR G R IL -

FEMA433 ¥ g3l p Re Vi g & = e 3> §es user L5 5
A A g2 HAZUS-MH &k #] iTh '35 -

HAZUS-MH % FEMA B # eh— 232> 3 B "% G a7 B A
A e [42]

Stepl. Identify hazards

Step2. Profile hazards

Step3. Inventory assets

Step4. Estimate losses

Step5. Consider mitigation options

T B 6[42] 5 HAZUS-MH ek *& 3% /n 42 % ﬂi%l dvo B 7[42] 5 R
> hazard e A2 38[42] - FEMA433 <~ 2 ¢ /1 57 dofe
HAZUS-MH #88 %2 8 b t4 3815 o #2185 2 ondicim A & = B % % >
I ¥ % Bl 6 ¢ #hazard mitigation e ZaE ARSI ke d LB 2
RY erfd T Ao B 7 ST o
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RISK ASSESSMENT PROCESS HAZUS-MH OUTPUTS

* Study Region
* Base Map
» List of Hazards of Inferest

* Tables and Maps of Inventory Data
* Updated Local Data in HAZUS-MH
# list of Data Sources

Ongoing Community Involvement

* Loss Esfimate Tables, Maps, and Summary
Reporfs

* Flood Wizard and Risk Assessment Tool

Outputs

o Preliminary List of Mifigation Oplions
# Short List of Mitigation Options

# Final List of Mitigation Oplions

* Consolidated List of Mitigation Cptions

Bl 6. HAZUS-MH enj *& 3% 42 % ﬁg?] A
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Phase 1: Organize Resources
* Ideniify and obtain the resources needed for mitigation

* Defermine the community's mifigation priorities

= » Ideniify options to avoid or minimize undesired effects

* Develop a natural hazard mitigation plan and
implementation strategy

planning
* |deniify and organize interested community members and HAZUS-MH RISK
fechnical experls ASSESSMENT BASIC STEPS
HAZUSMH is applied using the five steps
= - outlined in this How-To Guide:
g Ph:se mrh:“he“ S d ; F Identify Hazards (Step 1)
E | : e :
= * Identify the characteristics and potential consequences o Profile Hazards (Step 2)
S natural hazards
E Inventory Assefs [Step 3)
= ' Estimate Losses (Step 4)
E Phase 3: Develop a Mitigation Plan Consider Mitigation Options - (Step 5)
g
(]
g
‘s
g
(=3

Phase 4: Implement the Plan and Monitor Progress

» Apply the mitigation plan in the community ‘

* Implement high priority mifigation projects outlined in the
plan

* Monitor miligation acfions and update the plan accordingly

B 7. % X hazards (h.% 2 5

FEMAA452 i~ i+ B kb 272 5 2 LA Ap B 3K 25 4p B 0T 1
B T g I 0% E % 45 Bl FEMAA433 chv i+ 5 gh7 -
o & B Ao [43]
Stepl. Threat identification and rating

REZRELBTN DTS P ER

Step2. Asset value assessment

i-z_defense erk & ~ € & &2 HERS critical assets 2 -2 F A&
ik o
Step3. Vulnerability assessment

) * & 3F Ryt B DE AP ol B4 2 vulnerability sk
B

Step4. Risk assessment
) # o 7V Blsk = AssetValue ¥ Threat Bating % Vulnerabllity Bating

TE R GE ATRLERNLE o
Step5. Consider mitigation options
F % ek & Fo i mitigation options 2 & & » 7 defense ek
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oo TR 8 A A BB W b 2[43] -

Asset Value Cost Anlysi Analyze how mitigation

Assessment GBULYLUVUAQY options affect asset criticality
(Step 2) and ultimately risk

Vulnerability ) Consider Decision
Assessment Risk Assessment « Mitigation Options {Risk Management)
(Step3) fisas] (Step 5)

Analyze how mitigation
options change vulnerability
and ultimately risk

Threat
Identification

and Rating
(Step 1)

Benefits Analysis

Bl 8 b ‘&= A2/ HCA)

RS ) S TS

A A A Y IR AR L X

Fuends B 1 (Confidentiality) ~ = & 4 (Integrity) 2 # * &

(Availability) » 2% i & /f & 4-445 35 5 R by B

pul

Mo RFELGERRTFEATRAAR AN

BEUTR BB AR BEELOEEAE TR ¥

ii‘f,J f;;é_g\.}%, :."g o xﬁ;tbi?} s AL TR T%gx;}&;
4

FIREILE TR 0 AT I I R bl
AHAFTHR BFEFAFAETNREFAT 2
LRFF R R W R TR A A R
R ST

2. wPfaia)l
ENATIE R r k h M SR W SN s i S | AR
% U & A% 2441 Discretionary Access Control
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(DAC) ~ 3 #13] 3 B~#+] Mandatory Access Control
(MAC) ~ & ¢ A # 5234 Role Based Access Control
(RBAC) » 11T #egt o= AHA 14 5 o

(1)

(2) ?

(3)

T % 2] 75 B~4- 4] Discretionary Access Control (DAC)
& DAC & B4 H03 % ¢ 0 &9 L AP hF R
Poipdl o A& A FF R F S F R Gl
FURE AR T GBI TR T G B
7 5 (Access Control List) £ 5 B~ 446" (Access
Control Matrix) % ze &4 #3177 5 B3% 5 7k

5 3] 13 B~$7+] Mandatory Access Control (MAC)
56| 33 oA AL kB kdy LE A TR

®EE R g e I%F"’fé“’ o
3R e B 00 T B
(Access Control List) ¢ 75 B~3 4] +&* (Access Control
Matrix) o

& ¢ FL# 5 P~47 4] Role Based Access Control
(RBAC)

d 2t DAC & MAC #-3] 5% 7 > 40 ¢ s £
B~yr 415 H (Access Control List) & 75 P44

(Access Control Matrix) 41> & § 522 k54 B3 8
# B \@mﬁ%*ﬁ%’éﬁﬁiﬁgigf
SRR P SR T - R e R

T
%éﬁlaﬁ LAk R0 e Lk F A IR
&ﬁmpq"w%‘riﬁg Rende (70 § 24 < &
Bi% A E AR g L pE o Bl & APy
Al fpd RRERES > B P RAR LA R

P
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féi%‘IEl_ s ot - Rk AEE AR R ANE - I
IF»L’EF?/— O B SN S i—_q- i A ﬁmg‘}-—xﬁ.fﬂa‘ﬁ?
> < g% Mk T e R o

R R AR o RS ot N R 2
?:Hi}%» (Standard Operating Procedure, SOP) 7 ¥ % *» i
Wi B2 e BR-g AT BE > X5 T
,S‘i FF A X 2R 0 B AR Bord Y R
TG RF LT SOP S LF ik kS Faynde o fv

A ad H P pdFafnT o 8 7 iig

Mmoo g 2 e 2R 0 LT AR

e R TR g4 FROGF L 0 T AHE S

R % o

1. wPpdlkH(AC)iL 3 % & I SOP #14y it chi Tk
ST AR LA o Blde D A AC P R F R RER
R % HPCF ¢ % 3r4|® E22-BV-0501  open i
5 e B A SOP it ? - 41 TF E ok ki
M 26 o pFEo F R BEE R 7 s ¥ E22-BV-0501

')}li- f{l?#&i%JO

N
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L RN ST RS L RN

[ fo & SOP % Uil it ]

A 4

FEHp 4 R ot 8 SOP S Ul i 8 AC f it ehrfi 1
FERHY kK262 o £ REEHE A i

(&1

$ E22-BV-0501 1

i 3% 17)

347

A 4

\\o

] AC " Uy it & i

4v b 22 SOP "L 4p I iy it

b S HE - KEFAPR T Glde & AC
KA BT Tk R REE R W RMU #:% kb
L ¥4 R EE22-BV-0502 2 %% > BT i & VDU ¢
2 read fr write 3% 5L A & R BiEE B 7 i read
ZMEL e @ 3 SOP P i » A0 T Bacd BA
+ 3t 14kPaG pF » EE22-BV-0502 ## F§ et 5L 7 it
Aread, 7 scAkowrite o F]pt o BIZERF R REE A
% read EE22-BV-0502 385> @ 4 i d EFLa T %
HF o LA EFTA E A ) write FEIEL o

ﬂft&%

“J

1

FIRBFRE G T3Pl 2 o de
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[ Jo & SOP p % e 44y it ]

A 4

FLEHP e 3 B 0t SOP cf "y i 27 AC /U it (01): %
F 404 R4 4 14kPaG pF - EE22-BV-0502 3224 L 3L 7

it Ak read, 7 i Ak write)

23 P 4 5%

[AC"*%’@E@: } AC " Uy it & i 1

4v b g2 SOP "4 b gy it

2% SOP thfe B » RBEIFR P EEH B &4
m%&“" WA AR A mES o bldo B AC %P

3 A REEHER A1 5 Uk Topen 2 close HPCF

R ir#R EE22-BV-0503 > #f et F B BEH R
EE22-BV-0503 ;27 Z @' % SOP » H it " § &
KA R g A 7.1 o % pF o % R close
EE22-BV-0503 ¥4 - & 5k ark =gt 7.1
cRg R o Er REERAGE B AC gk
PR R E R EEE R IS LW A R
REEH > REHF RREEER LR DR
close EE22-BV-0503 ##1 K

FIREERE BT3Bl AR

(1) #AC & e i = SAT (Satisfiability) #*
R E R%RFE SERFLFFRIFR T A
B 2 & ACY 7 1135 3§ COPY & - z[%#’ﬂ £ iR
Flo#E &4 (F RBEMEE)NELCOPY & F
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- BAEI (e F EBEER) Fl: COPY #4g
S A ,Tﬁaffﬁﬂs?”ﬂzp“?%}; T B iE @;ﬁ " i
TUE RBEER AR Y £ L p g
'3 SAT formula %) At encoding o &k pF > 2% i
¥ 12 i i bounded model checklng ZERIEANE .
W F RFERATLT LARMKTE BE
'mﬁ"ﬁvﬁwwr%"mw@- EHER G

TR F RREE R T AN PR
SOP pF » qfug@»m SOP mﬁmﬁ » AR R RBiE
R7GFBSE AP 0 € &2 T 3L (7 o B SOP A
T oae AR 7 0 77 ¥ % iF model checking # 3] o
(2) B & 5B 4] &% & model checking &k ) o
F bl % F i AC K31 AR F7 o 3 24 1 42 fF
B AC > M F| RS L Lhh L o

SOPFE‘E”ﬁ TR NE R Bk
P REFFAER o bldo !t 2 SOP &3¢ o
35,‘7 HPCS - | B 14>+ 144kPaG 42 5 ) P » HPCF
z’v’vpumpf@- & tip & 7 fxdr o £ AC P > B E F
;q,e;); R 7 4 - HPCF pump £ 2 B
B o 1 kR BiEE B 4 HPCF pump g
7 i B AC a3k 3 ok Fads 2 BB ¢ SR FE E 1 SOP
g ET o £ H 4y ﬁ@w$jﬁT’Fﬂ$§ﬁ
A p é‘ﬁHPCFpumpﬁF‘i‘l%lL"%{r%f H
EF O REE R ¥ HPCF pump e & @ 2 (R
FE3 7 HPCF eni@ i e F_p #» AC 7 model

2t
2 B AT & o

ﬂJ -
NG

# IR 22 ig & AC/SOP/HPCEF controllers :
(1) #ACxk gL P e ' = SAT ( Satisfiability ) A

45



ST @u 57 0 L7 HPCF pump s it
g Fla ekt A 145 o - SOP 12 timed
automata 9?; model> % i bounded model checker
K %77 AC ek 3+ 12 SOP cindy it #_F it i {F
HPCF pump & %t 4% & Frkcd {ohbf B o

(2) & H 3wz B case €. AC v SOP 2. fF envffrk » 7
doiiiz b case € - B2AEF L AR £ & b
+ o Pk 1w i d SOP 4o AC 3 4p4T 52 45
feo R FlFg Tk biag Sg 0 FEE 17 o o % B 1S
2 I HPCF pump # &t 4 SOP #73if fif 43 4 p&
BEEE mﬁ;ﬁ&'vs 3;13&:‘@ model checking % sk
B0 iB- A reE R D AC KT =
15 2§ HPCS s kR enF 2 832 pF 5 22(e.g.
PREESA  EREZ AT PCSE KRR
¥ 144kPaG 7 A2 5 4)) » & F A F B FE
R LG BB pump “TR..E E F R o

BRI RRAL 0 B R REE Y A IR > A AP IRk
(insider sabotage) o & 1A NIRELHE 0 - By AL A RR
(two-man rule) - im 2 B e endk 17 (potentially hazardous
operation) & g ¥ A F B~ /& % %+ (dangerous nuclear materials) & > ;
iR EPREFES PR REHET two-manrulee 5 ¢h 5 59 F
7 two-manrule » 5% & * a8 4] £ B 4 #it(separation of duty,
SOD) SOD i & 4|7 A% x\mﬁ.é( FR)F s d - B AT o

TR EEE AR EL%,T%E;‘ 0 fi 5 # fs SOD(static SOD,
SSOD) » 4% & & e & ¢ H A FE 2 > f & # f& SOD (dynamic SOD,
DSOD) -
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;’i:

"
&h
e
b
A

TR

%

al-

g E o APk NRC #rif - Rk e 5 Pt TR ehE &k
i & (Critical Digital Asset, CDA) -

(- )%k

RG5.71 #.& ¢ » # - 2 {=2 (framework) ¥ 12 * 3t 5%
WE LR ET A T ’;T“é_?ﬁe’ﬁé TEE T A
(Critical Digital Asset, CDA[8]) » & & &7 % 5% > ~ 7 Y4+
& pLE ﬂf L2 % (safety, security and emergency
preparedness, SSEP)#* sc 4p ki 2. F A& > T 5 CDA © 4§ 9 #7

F_‘~

S

N

> =N

¥

-+ » CDA # I/q,\’\? '”‘ﬁi‘\“ F,«}'}E_:‘f_ %97\ T 7}*
% Xu(Nuclear System)*® 7 "air#1% 2 #](Security Control)
2 ¥ & fci= 7 A (Critical Digital Assets, CDAS)R¢ % 1] o

Nuclear [&C System

Critical Digital
Assets (CDAs)

Documents Data
Storage

Processes

Operational

Control =
ontro \W,_,-A
User

e « Management
(2 Control

System
Administrator

Technical
Control
Applications
(software, hardware, firmware, etc.)

A

xif*eé‘é GAP A E R T A
( )M'\zEI %
'ai!&@:f 7 A (critical digital asset, CDA)& 45 & A% i
D R B A F R ET A > T T
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B EHITSSEPTNAE?

T 2 TRAHE 2B R R LA e
¥4 5;
T E B > TR F &2 e

Tretile 2o R A2 4

v(critical systems) 2 (fv

2
{7
et &k

%2%%;:35‘,
Ij] 1(«';

&

A

4 o ( apmam )

1 NRC» d % IAEA R 2% event kit p1 % 2

> EBRHUEE

Bl 10. € & #ici> 7 A R
I SRR -l
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PHREX LT RSP EORSPE LR 0 T A JAEA 3R R
$5 F14p B CDA efvi it &8 553 2

E e 28— -H}'f

=i

S y= ©

L CDA w‘»; ".ﬁi ’ ’L g1

J B> /- 2 CDA ey i85 0 % 1y
%Hkﬁiﬁ”ﬁsz—’#@m?%ﬂawgo

h J

Bl 11 £ '“iiﬁxl“”‘ﬁ;i%:’

4o 11 #7571 > #4 {7 SSEP # it ¢ CDA & i

ﬁc Jmk

FA S PR ARERETESR

=3, +FHw CDA pIE i+ H
CDA,E]IJ-E.TL-F[/,/J.V 10

- B 1B &
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ZCARTIETRENIZT 2L LR GRS 2%

Bid 0 ARF2ETREE 2 A FLBFAR b LR
Fob v ek G G AR B e Bt AP ERE S
R AT RITA]E 2ARER o g AP ES - BROFE X
AT 2B TR 2k GRS 2 (B 5 USSRAM). gt 3= i
FEAERTIPEA TR AR AT R TH G
7,5 58 o USSRAM o 4 8 7 % 5% 222 0 Rodr % > o i a g )
- BATOR GIFR D E 0 kRS L RE 22 0 b R8T R
PR bR F AR 2E TR 22 FHENE
PFiz 5 A P e USSRAM = 2 235 kel % 8 Jp%Ft 2% 3
MG RE o Bor s F e Fap I S -

(G} W my i

A2+ A NIST 800-30 Risk Assessment Methodology
Flowchart[45] > % 417 — 237enS & B PF3 £ k% 28227

= >k YAl 0 e B 12 Ao e
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"r:-H ardware !

= Software

-
= Systemn Boundary
= Systemn Functions
= Systemn and Data Criticality

\- Systermn and Data Sensitivity J

» System interfaces > Step 1.
= Data and infermation System Characterization
= Pzople
\:_Svstem missicn J
F{Hismr',' of system attack q\-
= Data from intelligence
agencies, NIPC, 015, Step 2.
FedCIRC, mass media o Threat |dentification

= Reports from prior risk
assessments
= &y audit comments

Hazard ldentification
Wulnerability ldentification

-
Threat Statement
[ Hazard Statement
\I__ist of Potential Vulnerabilities
-

\-_Secumy requirements S l

. ™
= Current controls

= Planned controls
. J

L 4

Step 3. Control Analysis

P
List @f Current and Plannad
Controls

b -

¥

i .
* Threat-sgurce motivation

= Hazard-source motivation
= Hazard capacity

Hazard likelihood Determination

+ Threat capacity Step 4. o ] 1

* Nature of vulnerability *  Threat likelihcod Determination Threat likelihood rating

* Current controls d
AN |

-
= History of hazard occurrence *
= Hazard checklist
Step 3. 4{Hazard likelihood rating W

b

\ - *
b

[- S5EP CDA identify flow

e

|——— Impact Rating J

o

./: Likelihood of threat
exploitation

= Likelihood of hazard
exploitation when threat

Step 6. Impact Analysis
occurred
= Magnitude of impact

Risks and Associated Risk
Levels

Step 7.
Rizk Determination
= Adequacy of planned or ‘

\_{urrent controls /

Step 8.

L] i { L
| Design basis threat ] Control Recommendations

- "

# Recommended Contrals

{

Step 9.
Result Documentaticn

-~ -

¥

Risk Aszessment Report

. .

Bl 12, A& M 5 5% 28 T i 413 2 Pl R 4r i fe

RN N R W

2o ¥H A3 L6
1. Step 3. f* gt & 47 0 4ot

212 232

EEE R

security level % safety

level » %7 » #rd- % 113% CDA BB » 90— g & 240 k¥

ERHEE Y ST T

@

w

level)[47] ik g5 2 ik & 3idp BE <0 control 4]~ #f - #ik@

51
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=3

6
-
R

AE T o
Py ~— S — i —1 e — o
A= 3= 25 S1E ¢ F0/g
el gt | EhlrEsg(Datal] RS MmITAER(Site IEIRTEIEARES i
(Control and Safety J§ Acquisition Systems) ] Local Area Network) (Corporate WAN) (Internet)
Systems) (LAN)
| mammssn | | mmmsns | | =rmisns |
LERL
e e | = &
snp o BLER B} TERERE
e eEs R
4
ez s b
FEEE frse st Qﬁ.
o=z
FEFRER
e el TER 55

&kt AR
TS
e 2t e T <::d_—hi:>
==
FEREEH FEFEgER
BERG TR

e

TGl 2 K

W 13.

Safety Level

Level 0 Prevent of abnormal operation and Conservative design and
failures high quality in
construction and
operation
Level 1 Control of abnormal operation and Control, limiting and
detection of failures protection systems and
other surveillance
features
Level 2 Control of accidents within the Engineered safety
design basis features and accident
procedures
Level 3 Control of severe plant conditions Complementary measures
including prevention of accident and accident management
progression and mitigation of the
consequences of severe accidents
Level 4 Mitigation of radiological 0ff-site emergency

consequences of significant releases
of radioactive materials

B 14. INSAG-10 #7372
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response

sL& > & K (Safety Control Level)

mE&R- BE 2EH LT FE C T i Coie= Max{(5-CDA



#7172 Security Level), (5-CDA #7 .z Safety Level)} - C i& 4+ 1
34z fF e

2. Step4: Az = f(threat)s 2 2 & 4 & > Ao pt) =
R gL F o A PE LT g T e e

g ARG BEF N SRR R S P L2 T
el e P A PHERFAET CRE DE T RIEHIE D kA
(safety-security critical systems) 4 47 {8+ > f g g & >
AL DT R RITE R i f RS RER FRY 2
B2 > FIZHRT N 27 A2 o by ©
it F% ¢ B 2 (hazard)eg 4 o
FpEd-pt) B A 5w B A B 0 [0,0.25), [0.25, 0.5), [0.5,
0.75), %2 [0.75,1] > ~ %&£ 5 1,2,3, % 4o

3. Step5: Az 5 % (hazard) # 4 2. &1 @ > 22 p(h)

2t o 2 Stepd APty o AT A st APy B4

F R TR Y 2 A EIERIA KAk £ T H 2 T

Rt e X2 F G RRAETFAPPIT AR T BRI

S NS ATIR O AT P E LR - R B i

ETINS

N i i A T s i3 /1:{”?4 e & By iE
BEMEEEF phl)£ T -
HAHT ARE iAo BT E A il g kT
H pe[48] » F)pt 0 A pa-ph)A 5w B & B [0, 10°), [107,
107), [107, 107), 2 [10°, 1][49] - & p(h[) &% & = $ 3 4
T g g FEEAN T B P B AT B
AP RE Mo AN R i 2T S ;éiﬁij‘ﬁnj%x HAR M w2
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e T o FHRGE AT R AR REEKA G
AR ® AL AP Rphl)EE s S BR[O
0.25], [0.25, 0.5], [0.5, 0.75], % [0.75,1] » » & & it

=123,
2 4 -

4, Step6:CDA b 'a 3 4 chiirBF 8P g it E A ] 53

NG TR ALK A NH 4 b % CDA H R B 2
%

;w&imﬁ%j?ko&%jﬁﬁllﬁﬂ’ﬁ$CW\

Al L B E BT A2 B E A AP AT G
B EART HCDA - - L4 2 b HEW R P BE

R RARL o Fpt o ) 1l e pES T % A e i CDA R %
FAPERERBE o L @A 142 o

g oot A PR DD AT 2 FET RN 2L FE LR

i R d o B R TR E S RN, vt B2 E 2505 IR, v 1) =

max{min{C, 1}, p(t), p(h | )} - H ¢ > C& | el & it E4T B 15

S

B 15. Cor | chi & 5%
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Bis o AP R SGIFTE NPT E s E s FLRE 16
T s mEREE(C) BARRGE) P AR(), 2K
Bk %(E) -

max{p(t).p(h[t)}
min{C, I}
4
3
2 FIE
1 BN

B 16. R * & R(h, v, t) 4" 4

EREEA S EE B S alus e SR SR L R
Bilde o 420 5 500 BAEAR B R & ORI 0 RIS LR R B2 T B
foehd 2ATAIA] 0 H A AR R R GO AP T B

Bt en® 23404841 > 2x 357

&

SOWEIE T KM A BB

R AT LR -

9

PR E AR AR E TR R B
Bg B A AR R R R AT g L

FRAE R R o

55



B R RGOS I & ST

i > AP AR - R ERBRE TR ATE 2
F ko gt 3 E R SAT B AL E B o BB ik s S S
SAT R &g » £ 12 SAT solver kg H it mrfd » F ¥ SAT-based
security system verification (S3V) method[50] -
BA AR At S3V 2R
1. - 1 framework » & %f— B 5 "Lk o ek 5L B3 % B (T
access control design % security ® 1@ Fgfd o
PR E ARG 0 AREERE > 3 R A H T A
(property) -
% * Protection Matrix[51]735 5% » fp ik — B kv A
RRIARLE RGO KPR S BURLTAE B
E’fj';ll-: f:"' ° ?] 17 & LLL S3V - /‘Zt\/nhﬁigl

N

F.

Protection Given

Matrix Property Satisfiable

N

v

T ‘ Boolean % %
HAUSIOET formula L i
1E B

& !

B 17. S3V = ;£ z2_ ;i 4218
T RPEGIEP > e )% A 2 > kB #E - B Nuclear

power plant security & sbenFBdp4]E F 5 - % 2% £ 12 ;

Nuclear power plant security % see33 B34 o
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# 12. Nuclear power plant security % steniz B4
on off | create grant take destroy
Cilxy) | (x,x,Normal) (v,y,Escort)
Calxy) | (x,x,Warning) (v,y,Escort)
Ca(x,y) | (x,x,Danger) (y,y,Escort)
Calxy) | (x,x,Warning)(y,y,Escort) (x,y,Entry)
Cs(x,y) | (x,x,Warning)(y,y,Escort) (x,y,Entry)
Cs(x,y) | (x,x,Normal) (x,x,Warning) | (x,x,Normal)
Crlxy) | (x,x,Normal) (x,x,Danger) (x,x,Normal)
Ca(x,y) | (x,x,Warning) (x,x,Normal) (x,x,Warning)
Calx,y) | (x,x,Warning) (x,x,Danger) (x,xWarning)
Crolxy) | (x,x,Danger) (x,x,Normal) | (x,x,Danger)
Cu(x,y) | (x,x,Danger) (x,x,Warning) | (x,x,Danger)
Crxy) | (x,x,Normal) y
Ciz(x,y) | (x,x,Normal) y
B I 2 RE A i e
(x,x,Normal): = ¥ avk i & %
(X, x,Warning): » Jig ik f @ ¥4
(x,x,Danger): * B vk i B %
(v.y.Escort): & Jgbpdd] % 0/ ™ hm B
(XY,Entry): A B &% &F Bipidlzp
MAp 4 LR AL AR WP R A L R AT
Cixy): F gt s ¥ PF - I 2 73 7 o
Caxy) | F I B2 P T
Ca(xy) * & e i G » MIF 72 73 7 o
Caxy): F B R EEL I RPVE A L i o
Cs(Xy): F ks &L P Rmvyd7pr> A ko
Co(xy) | F Ml fEiin ¥ % 5 82 .
Cilxy) © F Rttt B * %5 5% -
Ca(xy) © F Rl BB 50 ¥ -
Colxy) * F Rt i 2 % 5 5 -
Co(Xy) : F Bl B A G52 ¥ o
Culxy) © F Bk ikt 4% 5 82 .
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2 i 8 2% % NPP Security &)+ ¢k 3+ £.F § % &."2-man rule is
safe”crigd it o & % RasHeendF > § 5 7B NPP ch 2330 &K
B> MR E T P2V AR BZ e o

BRI AR e AL P RS DR AR 3 = VR SAT R
7o T 0 AT R gy R AL

d 12T = JRi A
A. Init: & Sogd= 4 ek ik
B. Commands: Protection Matrix # # i enp % 5> — =, 7 -

Property: )k % ;E@:[ S R = E
L= 2R & #aencoding & SAT B ¢35 3% o
e F RS R et 3 > W SAT Aj58 £ iE 5
(Init & Commands & ! Property) = true
LT B BN AL G R0 fRE 12 9 SAT BT -

B FRskESEE G LA EHTI B Command ¥ €& F %
ot = e i
A APl F kB ¥ 2RPATESE ) AR R

G o
CE - CB(XY) F R AT F L
B CB(xy) F s R BT
L IRPEE AR A

Fwdh o COXY) F R AL L B -
$IH T C3XY) F AR ARG B ¥ (7 o
FERCFERREGGHFA VAR AR ARG e

B
C
D. %= : CAxy) * it s &
i
E
F
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Rolel CDA1

ﬁ] @ L Potentially
D—} Hazardous
Operation

CDA2

Role2

ﬁ

Two-man rule

\\\ Separation of Duty
 ——

Ak Security attack Path

(ex. masquerading)

Bl 18 & B X3 e pFadd o3 TR 2 BBl &

B ALY o two-manrule £ - N gl 2 iR
A

PRI =0 - E SR 4% Iilﬂﬂi:llf’jrg;"@ﬁll}““ﬁj’;‘fgffj A i
Two-manrule * kg p3Rpsk > L A B 1 Hph 3 % > ik

ek 8L fr,u/pgi,s,'_ﬁ;ga# xﬁm;ésbﬁlzg;_;iﬁl%ggﬁ—,;g,\
ERZ G PR PR BR G 550 B 7 e CDA A ik v
et Y chat iy o 4cB) 18 47 0 2 7 two-manrule s 3 B 7 I
4 ¢ > Rolel f- Role2 - 3 & & CDA > CDAL fr CDA2 %~ % ¥ & - %
WoogRYFRSSEI B RT LA separation of duty, SOD) &
B B G7 o doft - k> A2 g3 R EFRFFETABLES o

B hE > b AN A NRE 20477 > 3 B CDA el Frecta

FEA T A(FALER) o do% B R AT Do b ek T

LA e g g Aot o - LA g R eirdlE 2o b Ry 2 o
b5 SR A ixgml o1 CDA ¢33 8L 5 B 1R22 § "oip$1%
e AR B T > i 2 CDA ehle PRiclatp M enh "% 3% 8 - -
ﬂéé i o d T e F 2o EATig 2 ek
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Fa7 oA PRIFELFTPRZIRFRERH - F -
S AV L BE R THR D e as & 2 AR B AR RO e o v enE
BLa NS0 L m AR G Ak > (safety) 0 T SR dlE 2
(security) » 2% 3+ 4 % = 4+ (DBT) » 5 B~#-+#1](access control) » 12 %
=& 7 E(defense indepth) % 2 s € g7 2 £ & ~ E P - &
S EUPR RY AR Bk s B Bk (high pressure
core flooder, HPCF) £ & Ji& B & is I§ 374 5t % si(reactor trip and
isolation functions, RTIF) » 1 #* & & fici= F A& (CDA)F# 42 0 7%
Lox k%Y LA E R CDAS 2 o % = g iE— 4y
ZAER AR RHEAPRIOEEER G TR E 0 TR AR
SR AR E oS T SR/ NEL GO L G TG
- DG se® 2l AR o
ERFERPL PR E 2 RER
&ﬁ:i%ﬁiﬁﬁﬁ%ﬁwﬂimﬁ%%’ﬂW§ﬁﬂ%

‘%”’ (DBT) » 3 B~ +#1(access control) » 12 % ;% & [# & (defense in
depth) & 38 » #7137 F 2. 2 ESHEL o 40T £ 13, Pt W'E e t‘* 3

o

—\\

%013 P Rl ez b AR

NRC IAEA NEI NIST
RG 1.109 NEI 99-01
Safety RG 1.21 Safety Series | NEI 09-07 SP 800-30
RG 1.143 =~ NEI 07-01 %
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SP 800-30

) Security NEI 08-09
Security RG5.71 _ SP 800-53
Series NEI 04-04
SP 800-82
_ NEI 10-05
Security SP 800-53
DBT 10 CFR 73.1 ) NEI 03-12
Series #10 SP 800-82
NEI 03-09
Access | 10 CFRpart36 | INFCIR/225/ NEI 08-09
SP 800-53
Control | 10 CFR part 20 Rev.4 NEI 07-03A
R SP 800-27
Defense | RG5.71& % INSAG
) ‘ ) NEI 08-09 SP 800-39
in Depth | >4p B2 | Series #10
SP 800-53

= “HPCF £ RTIF 2 £ & #ici>F A 7880 = &

(- ) HPCF CDA g3 3

T e ] Py [ ~aa .:
T e S

B 19. 35 % T At ABWR 5 A dfenid s 4

HPCF eh% > 7 gp 40T &

1 B ReerA e o 3Ry iBk B g T8 gl

[RHL br ks 1 0 M F Rk
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2. BARFAFTET O FRPpIER @ﬁ%ﬂﬂﬁ
Al bk BB EL IR R R -
3. H- AFEMIEY -
4. IR VA Ak RA FR 2 REM
HPCF s seB is # ay ¢ 2 bk & 2 s v 5 R %
SR R BLE TR R IRELA AT R AL (S > Aok
)\Ff@;{[t » IMRAE E ok o HPCF ¥ 3 = B# it dple
it j o HPCF eh& € b 58K (CST) & 18 & -k, P~
1}4’.,_\:' CEEREG RE R ERREARER
w'r@m\mw [ ST TN R

& HPCF /& > = B #3% (mode) :
1. & % Kka ’faﬁ;\ (Standby Mode)

2. B RIEFEASS (Full Flow Test Mode)
3. B BE- k5% (High Pressure Flooder Mode)
iz ¢ CDA sz v & HPCF - CDA 5 : VDU -~
RMU ~ SSLC ¥ Hard 1/0O (Sensor)
%P H 11 (CDA i &) » HPCF ¢n CDA ¢ > i & &
N

(1). SSLC : § = #z#| trip logic » 22 SSEP 1%

7 R AP R o
(2). VDU: $ ¥ 4] R B Bf crfido 1144 (7 SSEP

5o
(3). RMU : zx %fuﬁvf;i;gigﬁpgﬂ o
HPCF 7 CDA » § E& it 5 = ch it 5
(1). Hard 1/O = & B 5oL o
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(= ) RTIF CDA 33 2 %

RTIF % > 50 8.5 7 & ' %3 # i (Reactor
Protection System RPS) &3 8 pF > ic g s 7 fo #F Rl
Bk FRpRAER Sk A EREMBEYES
e Ha RTIF & e B3k i Sids 1% o

RFIT i stehi & = 24 59

1.

B R E(Sensors): & — Frig ¥ p o et Rl B L R
€k 2 E R S 3ORTR ORI D] A BLE i i
%4 "(DTM) -

1 R e A ﬁ%lﬁf 7 (Remote Multiplexing Unit
RMU) = &Rl E e 5L gk 7 1 gwﬁ,@ﬁﬁlﬁi =
(RMU) 2 A £ 51 (Hardwire) @ i¥ ] DTM -

(1).RMU @ @ F p/R4 ~ F Y%p-ki=- iz
HRA sl BaRb R Ry E Aok R
BRSPS EREEE RE o

(2). Hardwire @:i% @ 3 Z T R38R ~ T 18 B &7
R~ AREFIR A HIELRE -

Hc i~ B 5 i ke (Digital Trip Module DTM) @ DTM &_
Bt SSLC(% 2k siliByrgl)z — 386> 1 31 & #
o RURR R BT k2 MBLPI AR 2k T (T 0
$ o

e @B E ~ (Trip logic unit TLU) : TLU = &>t
SSLC z — Rim o H 4 & # 5 £ K¥-d v B L iy

DTM #7i% %2 Bt ~ iF— Bw - 2 "%
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i

A=7(Moting) - H#-ix g Bl d OLU (Output
Logic Unit)# 3| & & B (%3 % %t o

5. # 3 4 & # 2 (Communication Interface Module
CIM) © # = MHg B2 \V@ﬁ°

Pt B 11 (CDA % &) > RTIFsnCDA ® » ¥ &

\\\?{r

=k

45’1’7;141:4.-75

TR

(1). RMU : 1 i® % @i g2 2u g4 B
(2). RTIF 7 CDA ® > i EE * 5 3 e it 3
A. DTM: ¥ ¥4z & j\mpﬁnu._@;}: T bt
A NN U S S - R
B. TLU: &gt 5Lz 3 5] RPS ehds i %o

4=

—_

C. Sensor: i@ FAl > frifk & BB vl F o
(3). CIM : ﬁw*w'éa FE 5 SLiE T 1
F o

HPCF 2 RTIF 2 b %=

AT XBE TR AE 2 BAERY L pF - ER
S A I P R W RN N
AR RE A X R AT SRR T AR D chh e
7R

PR L AR A - R GIER R > 2 N Y E A

‘ﬁii_rm1{,57}?*@*”%”ﬂ&£P&ﬁéd’&¢
Ed A RE 2E TR 22 F'B‘ml’aéﬁiyl“*i@ TR R
mmamﬁj L BB T L] o

&J—iﬁgﬂ’ﬁﬂﬂﬁWﬁmm¢%%&ﬁ@ﬁ’&E
-2 5FP 0 2 FRERA DR K \F}@ & (Advanced

Pressurized Water Reactor, APWR) e7+% st % % F (Nuclear
Power Plants, NPP) » 12 & 5 35 PP 4 3 fihd g et kN F
J& Y (Advanced Boiling Water Reactor, ABWR) - & 3% £ v
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AN R )@{7‘5 ) —‘,'5!3? R E A er iR D A R b e
Too M TE S BB R T RAP M R SRS B 0 - AL
ABWR NPP ¥ % B Yg i3 -k % %L (High Pressure Core
Flooder, HPCF) 6]+ » ¥ — 1 B| 2. ABWR NPP ¢ iF ji B

Bt fE 374 5 (Reactor Trip and Isolation Function, RTIF) i

3 o

(- JABWR NPP @ 7 HPCF
Piae TR ” FF 5 b gk s HPCF 2 & 4
joduenf @2 - o A de £ 8T USSRAM Hriv
=5 HPCF & ki@t & F fadrdl% 287 L 5vg > ah
R0 fRm ArmA R o ,Eiﬁ;i;’/;,f %5
A B T RRER S 25 1FE R USSRAM
& - fl%ﬁ%?{"? DINY s &
1. HPCF & il ?‘Jbéﬁ]i
HPCF & St & f7ic 3 £ AL E & b 4r ki sLe
F g eiE B R R ¥ @R HPCE ki€ did p
B L R RE B R o Aot T
P L F Bt PR MR M E e 2 o
HPCF s itjl @ EH it fplr ane it » & - £iv
e g - BiEkE - BRF R = BIE B
R oo ,;_}\fg LFER KL fl”m}\xE‘.)\};}%"é %TFL?
K BR B 4 AT * ek R %K % 3 ) (Condensate
Storage Tank , CST)inm & ¥ 5 @ = B4R B %
WhF AR DD AR bl iRES ok g
R ALE R REE o Pt LAy L opah
RRIFERERE ~2O@ i 4L Hard 1/0 > % 7
batenAa itz vk B A g Hard 1/0 % i
e g o GldoR| ZIE R ST F BT o
(1) HPCF i steh2e 4

o

R
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HPCF i std w 2 & ch 2 91l & 1 Hard
/0 » :%4 % 1 H -~ (Remote Multiplexing Unit,
RMU) » % 2 & sui B4 4| (Safety System Logic
and Control, SSLC) £ s 2 % -+ H =~ (Visual
Display Unit, VDU) - HPCF i svenf 4l
#% o Hard 1/0 ~ i 1= *“qﬁezfrﬁ gt > > % &
R F g il B~ R B0 R R AN K
Hynie g 0@ R BTty e e TR
wAp e e e Hard 1/0 5 - %0 345 £ 4
¥ R R R B ILmFl fa R¥ 1 FE
# o RMU & Ft & i @ﬁiﬂfﬁmt&’r‘% P B
Hard 1/0 % &% W & 3T > £ &gk T f?gﬁi%]id
SSLC-SSLC # * w i¥ - m;éﬁ;\‘% A I Er
j_Hard 1/0 W & kenFa it Biipranx

%a»%

ifff‘f'}’ﬁ L4444 E’J’JI‘F,L;Z;E,\L ﬁ'{g_{ﬁ% j\rﬁ?
HLo AR E e Hard 1/O £ 93 £ eddk o 3F
B BB PR B %’;\;?;’ﬁﬁﬁ?’é%,i
'T}gﬁsﬂ‘ 7] VDU 4741 E?T?t RS TR
RRehE Bk i BG4 ITA R 24 o

Bl 20. HPCF i sedd T L+ efenF 4linde

(2) EAZEHE T i dl € 2R

TR R 1&C 2 f#ﬁrrﬁ‘] 19 #r1 » H 2%
A % I B 5 > @ 3% sensor/ actuator ~ local ~
system - plant unit e utility-wide & % - &k p 2 T
R Rl Bfespd LB N GG D A A g AR
i# 7] local & 242 RMU o B gigeiit 2 5
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o fRis 5 d system & & Multiplexing System
(MUX)mmé&flber optic & & » #3FLiX T 3%
plant unit & 23 34 % (Main Control Room,
MCR) - &2 APWR ) %t% 1‘#?» % ABWR
TP R EnHE- kLT 2 et kw2 m@%]w;
B kEE > ik dy € 454 Essential
Multiplexing System (EMS) @ﬁ;] v 2R R R >
ey € 54 non-EMS (NEMS) @ﬁ%] o EMS i
* ¥ 5 20 ms <o deterministic communication
protocol - NEMS & * 4 5 5 1 Gbps pE-i&
Ethernet Nodebus 7 4 & # iz fr— i > 1 el
A
. ABWR 5V epi @ e 0 € 2Ap B ek b er
Sl N R AR B R e L SR I
R oo v IREHFE LA PR D EMS
% NEMS - f:\:a B EAR AT R FNE 2
TR ) S NT Ml X 2ot B
S R ALY G g ed R A kg F BAP
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SR =l e & o =W I B i 5 i S ]
1&C>F % B k% 2 VDU R 7| @ﬁis:] A 3|
Deng asgHEFPL T UGESe B2 Fak
RIELR P edrdk B BB K g 0T a4 % > iR
BT HE Y URF A I BRenlicdp BAR T R o
A EMS % 4 % %ikir< >5c¥ 2 VDU B /M 4 peen
R >
Ry Rt R AL AN N SRt U
o T A EMS R B RR R A L B0 A
&_MBV-0001B - B] 21 #.p 7 HPCF & st ek im
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HPCH
Fail

INPUT PROCESS FAI

{ MBV 0001B Fail

—{ Pump U50 Fail

B 21. HPCF % %us@ eh3n

Discrete Input Signal VDU Manual
Processing Fail Commands Fail
_ Auto Close Req but 1 Close Permit (U36) VDU TAGOUT OFF
not Permit{U19) Fail Fail FAIL
| Open Permit(U46) | | VDUTAGOUTOFF
Fail FAIL |
== /DU Override On Fail
VDU Override Off
Fail
= VDU Open Fail
= VDU PTL Off Fail
=+ \/DU Close Fail
o VDU PTL Fail
+ Pump U26 Fail
u Pump VDU TAGOUT
OFF FAIL
MPrump VDU TAGOUT
FAIL
= Pump U29 lail

—{ Pump VDU STOP lail

# I A4 fault tree

APEET VDU FBIMBP L pchge 3 8
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i e
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> 4p B 0 VDU 4241

i EMS !

m e

,£Wﬁp

xR Ry

PAKE T IR A 0
TR 24P s Ao

L PR i A% > 5 gt #

—%ﬁ} L% 24P e VDU R %6V i € 7
EMS e+ & % 5% 2 ApRBE T AL A B
ﬂ%ﬁﬁﬂﬁioﬁﬁﬂﬁéﬁﬁﬁsnﬁ
oI drdt B PR
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o 4w J it 9 MBV-0001B- d »* EMS
e R A RENLFHFNELF M
ESF 7 7| #- 2 4 | |00 i B gL o

(2) VDU F#/ea:’fﬁ;a'imfé "

E}’?:‘—E«E,T REETE 4ok RBET R

B R EFERERE VDU 4] 5 gk it ¥
53 VDU F4p R cnBE R > A 3 RRP o &
@ o 5% AT 2 g Ve i e HPCF S és 20 5B
PRM - F% > 27 i VDU B
Peinpig > FIL TR geuia MM A ey I
o BRI LR o PR B R B
ok prengs (50 FR > EMS F reirdlE >
VDU 3ldz37 B 45 Fene ' o

51 USSRAM 3| HPCF jk st

B AP D S USSRAM 2 % R EL T
oA & 28 ki > enh e & 53] HPCF i 5 o
YT ORELE A P gefe 2t B o ﬁ‘ﬁ; :L%—;ﬁ-d A il s
G 2ATEI MRS e L HPCF f i@ iph s 3%k 7
Em 2B o b % /@3 Bt % R
oo d 3t Az HPCF chi)F @ @& % oh Bfre 4
H 3 — % HPCF k3 v iF > A pardg ) end
FEPET M %‘—’Ug LA H s ze NPP h
CDA o ptob o d 2o ik Dl enf g 7 7 R4 7 R
FRR O BF i [ E R T iR 28 Rk
2APMOER J S e TR FRRA A
i o
Step 1. N d-p 2 i HPCF chE & % 4v% > %

AN ,T}q.\j | EMS -

Step2. R - FETE AR E ST N FER D
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R 27 HPCF & Seip b enad § ~ B 'g % 53 8L o X
HE > By iz Ed HPCF St g 4 o
r & . VDU B fc4 peehf s o i HPCF i 3L 2
R Pygaiss gh o o % EMS $e B 2 B {rdd il
ML E LR HHE L RRRE FILFE R
HPCF ehgg s 2 84k % 2

Step 3. ¥+ VDU 17 "aip#]% 2 chpdl f s kst
F AR s W G 45830 Fp o § A%
28 % >R s C 5 max (5—4,5-3)
=2

Step 4. 1345/ ¢ sedkeh TR & EMS % % & HPCF
SR E ML A P ot S p)F kG
043> BiE % 2 % R o o A AWy P 3 3
¥ A e AT % 5L[56] 7 A menis & (43%) -

Step5. fr'sh 4 2 VDU =B/ B 4 peap M ¥ ax
B > 10% 2k Fp)iF s LR/
Ra o pRdfte g@gdmFRT g hs F24
E A B FlL ARt (REMS
iz 7% HPCF ehggds i 5L) & & '& h(VDU it F/
BB AR E)F B R ep Bl 2o Ft o iE 2 48 5 P(h|
) PRI S e

Step6. £ & #i=F &2 VDU @ B emz i 4> 7
» VDU BB+ % Stqn R~ JTf i 2 Ha ¥
R E L R 2 RE _{’E'frﬁ%‘ A2 FH 8
%5 (SSEP)# it e 12 o

Step7. & & HPCF 4p b g & #ici>F 2 VDU 3
PadrdlE 2 R AT 2R Rk sl o R
4o o Level(C, I) = min{2, 4} = 2 > level(p(t), p(h|
t))=max{2,4}=4> Fl' b "& & 5 R(h,v, )2~ 2
B Emax{2, 4}=4>- FPr B ARG E
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F) o 0E R Y o R o BB A 24 B
B3R BT 5 x4 x4=64 A B35 T iy

ﬂiiﬁﬁﬁiiﬁ&%?%ﬁﬁp?§8iﬁ?
i AR A AR

5B RMEEB T ER D ok BT

Podr Al 2B ALK Dk G 2 E A B s o
E B %R s CDA Y Ri5%5 b %k 57
€ F Fote oz R W e CDA 9hg "adrdl % 2
BT o TR AP Bk R s SN
&3 max{8,8} =8 iz v AREAp§ Mo iz 7T >
ABPERGELS & HFIE S B R
M EARRE L R e o R AP R NG

USSRAM = i# thf & j£» ¥ ik i { wehh %

(= JABWR NPP # £ RTIF
RTIF 247% it 3% &ﬂ{f@ﬁﬂﬁﬁﬁiiﬁ
oo iBAT > AP RE B AT i dlE 2 e Aol
B RTIF > 11 2 4o % USSRAM * 323212 40 BE ik
o TR B g gk o p L A Rty if RTIF eh3g
W2 T T R A ABWR % Hfeficdi il 1%

i

LRTIF i e 2 32 4
RTIF 2_SSLC ¢h— R 6> » f # F Bl ek se%
2 oRTIFd » BINixied » 4w i foisikd
FRBAE kSR o f B EORIOIR AR Ak o
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(1) RTIF jised & 264 & » 5 F fuip Wik i
“(RPS) fr 2 # % F IR 4 WP
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Bz i 2 AP M R ok R B R
L fads B R b R E - R S
A% B R i iR 4 o & RPS
SRR P BT GE 2 (7 AR e R e AR
s F - PR K “«uﬁisa]»u J 5 BAE

RTIF k43 & d BB E ~ RMU ~ $ic i ph % 24
(DTM) ~ peoi B E < (TLU) » i 3 4 & 2 (CIM) e
= o ipilt RTIF enfe =~ i 20 fF cndiedp /i 4240 ™ B 22 #7
Foo BB TR F RUGeh B A ST LT
%’;’Pﬁd RGEIRMU > RisiE 5] DTM i 7 v e
Fh o B P ARG T g BEF TLU v & = h
WHEF R0 &1 BdpEd CIM &2 s SSLC n

7~ %5 VDU 7% 5a% > o

-~

£ £0- G- K- EX

Bl 22. RTIF cq3 i 42

/

2. Redundant ring #§ % "air-+4]% > s2¥ ¥ watchdog

BT DR AR P A B A RTIF

R Pair 4 > Are It ?g A watchdog i3 = % %%
>EE Y o Bl 23 WP T RTIF a3t i scfa g

watchdog ek v > vt £ H BB R Fl2 - o

aé%wéﬂ’ﬂW€%%&%ﬁ¢%négmf

AR oAz i BE R FEAE R o

TAL > AP P REE T TR 2o
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Timer
cannathe
reset

cannotbe
watchdog reinitialize after

failure being bypassed
whilein OPERAT

Tripan
|pa < < Watchdog timer
Alarm Inoperative Loss of Input cannot be

Calcula tions Trip Failure Power Fail =T Gl

N is required
Failure

RTIF Failure
Watchdog Self-Test

Failure Failure
Background
Functions |
Failure
Self-Test
Failure

B 23. RTIF £ »2engR iz sl

(1) % redundant ring %8 e Yodr 4% > ¥
ABWR 7 *}#m% PR i@ RTIF &7~z
TR B E~RMU~~DTM~TLU = CIM » §F % *
#_d redundant ring 4 i ¢ 3> 4o B 24 #7157 -<EMS
fo NEMS g £ 36 d 22k 5% > 4p B chse i
redundant ring 2t % 5% 2 4p B e it
redundantring & § %5 - § — B M BT

7 200ms p e pR E RTHE R oo ol e
(redundant network switch pair) 7z %1 f 4% 5§ e

0T o

FE local display unit (LDU) T "%+ it € 4%
7% 2 fredundant ring 3 4 27 % s > 4p M ehdic
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RTIF
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CIM
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Bl 24. RTIF e 3 % 4

(2) Watchdog 7% %% > & '

% B RTIFche <t 2 3 RMU~DTM ~
TLU 2 CIM - # watchdog shiz 3% 5 f # 3+ &
FREOPERF PR I RUEART S IRE 2
¥4 watchdog € ¥ - - 4% & 4 * watchdog £
PRIl I £ R E > ko
Watchdog times out f% recovery procedures ¢ 4 £z
# o

i ¥ 3 iEsK watchdog &7 du Ak K e o X
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& iz faf 7] LDU % i e watchdog » gt >
i@%ﬁrx?f ¢ ¥ watchdog & 244 & & - RS
B¢ RTIF &b & #3F(7 o

51 % USSRAM 7] RTIF & st
R G P A g 4R
USSRAM e df Jis * 3] HPCF » feigam s i@ %g%
EA Bt ABR g% o
Step 1. RMU g fiadrdl% ebgpdl g s i g
Derrdlk a s W s 3ET 20 F 0 T iR
>k ranfrdl k& C 5 max (5—3,5—-2)
=3

Step 2. 13 K eden T > &2 watchdog Ak X %
PR Pt d p)E ki 01 Hix Ay
1 %R o258 2 IT % %[56]° 4% Wi F

(10%) -

Step 3. A% h# 4 & RMU watchdog szl v st 2
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