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Abstract

Recently the products with openness and standardization are
increasingly used in Instrumentation and Control (I&C) network
systems of nuclear power plants to improve extensibility and
interoperability. However, this causes the possibility that attackers can
intrude and attack 1&C system via common tools. In recent years, due to
the information security accidents happening again and again, it
mentions the importance of information security. In previous project,
we aim at planning a dedicated system for the instrumentation and
control network of nuclear power plants. The proposed system is called
Instrumentation and Control Network Security Management System
(ICNSMS). We expect that the proposed system will benefit the power
plants and the officials in producing an Information Security
Management System ISMS).

In order to improve the overall security of nuclear power plant
I&C system, this project will study nuclear security related standards in
development to decide the information security evaluation items for
nuclear power plant I&C system. The referred standards include NRC
Security Rule 73.54 (10 CFR 73.54), RG 5.71 and NERC CIP Standards,
etc. Besides, according to the flows of nuclear power plant 1&C system,
we plan to design a graphical vulnerability analysis method.
Furthermore, taking the configuration management of nuclear power
plant 1&C system as a target, we will apply the proposed vulnerability
analysis method to describe the wvulnerabilities, threats and
countermeasures to improve the security of configuration management.
Keywords: Digital 1&C System, Information Security, Vulnerability

Analysis, Configuration Management
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A43 ReEz 2422
& P8 10 CFR 73.55(m)ch& R » 3 5% 24 B 8 F & - =
%%}ﬁﬁzﬂ'wr‘r:
@ Fuii- BB L2BIPFAE- & o
PRI ZRAL2BI AT R X o
B orTadp iR R R
@ FAHARREP2WEFPEFT L EEDLE o

® irkitir g BT

® '&%fi’?l”\*fr‘ilx;

FREFEMBERL UFFPR iRy 0 DRV UG
TP R E R Ay Iﬁ,ﬁia?l ~ T g 78t F  (Corrective Action

Program) *# o

A5 % & flfoiste T 2 AL
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() *"4x B~ Hamitx > 4541 (Technical Security Controls)

B.1 #B3#+#] (Access Control)

Bll % 3= 4wk &2 &5 (Access Control Policy and
Procedures)

FiRBELY Ao fRAEG A { ATHERET A
(CDA) i Pirlpc il > & L&A P O~ M2 £ > 17 & @
L iR R o

PR R 4T
® 3Pl (Right) (B A fode /7 1233 BVl TR ) fof

*T (Privilege) (g B A fedf2 B 7 iR e Fhad A ) o
® Mt FTASNEIE (B2~ fab - Bt FhH AP

FRE S ARLDE
O FRETH DR EMRD L AT
® LEEHCDALFFA AFF A AHFTE Asi il
g ZTES P E G o

¥

® Bf®As (FEASFHFIREDNS ).

B.1.2 #& = 3 (Account Management)
FRRBRFEE AR LT

® %4 CDAMNZ RH P72 KD - &> ¥ & &k
T el (F o

@ Bl fl A P K0 F 1 FR
%%’ﬁﬁﬁ&ﬁﬁﬁﬁﬁﬁﬁo
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B.1.3 #&# 7 (Access Enforcement)
R ’?“ SORE T

@ RiEAHAFPEIHFREL 2 MIO LR PRI R
2R o

® i kfrv it g CDA§ B i ' IR o

® MR frEL TR FOEElE KL BFER

@ @F ioipat e 2 HHP A CDAfrE 2 # R K H TR fen
PAEE 5§ 3 TR L3F s 7

® F o WwEEagg 4 KR~ PR s Ak fow 2R L E B AR

B.1.5 # it %4 (Separation of Functions)

FIRRELD LR RY ?%«”““ 3

® = jre it ‘”KF'HL’J’JF xiﬂfr’ﬁ%‘ij”z* -&#”f’f & P enffER o
@ AL PR N kI 7 CDA G it B A o

® G CDANPHZIAET FEIF EF N Fhirf > 27824

&1 F i
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B.1.6 & -] #*Y (Least Privilege)
BIRBE S AR T

® LRt :'F]JEIT@ i b= uiqug &ﬁ&f;m%&ﬁ 'fr%ﬁmrj{
':f\o

[ § CDA/}»}’H;:/Z‘AJ;LX—/‘ P\»"’]‘E‘QE& -‘g " d“?f’bﬁf]" = U 4 %‘/"

SR LR

B.1.7 # = # % » ¥ 3 (Unsuccessful Login Attempts)
g;»}; ﬁp@iﬂ»g\, ¢ ;ﬂF—/\ "R B FRIERILTE L

O X RTHPF R - B FhEoiHE Sk - B
TER E ~ & P EY g 1% CDA e17 b st o

® k- BCDAFi4tram ~F 28V HMAS 2 20 K
e N TIH% ZRBEF FRFK 0 bleT TR ss A
N g O~ B FE O STy I ESR o

B.1.8 s sti¢ * i & (System Use Notification)
%”ﬁ HRERH &Y A e R AR

® ARTHAILEHINTEEAL R FD AFI- B
LI Gen kb~ kA g % T plfriess ¢ 4
Stk CDA E# by ¥ ¥ ¢ X3 E e F dFyd)
CDA g * F | 8 {7 5 Blfrizdhho

® CDA s *d ol ¢RhitEffrt 2t o
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B.1.9 # - =x & » i & (Previous Logon Notification)
R PRI A R T

@ =HF r~2 15 CDARGZR AT - TS # % » 2 18k is
FraERep LR 2 R H g 2 F ES ko

® L RN FRWFLRRET 2FILYJ VILERT 5D
BE o

B.1.10 € 34 %_ (Session Lock)
* T CDA @ 3| ™ 75y
® - lAogmAdivis o pBgE g H T o
® LR ARET MERpE g TPt o
® aff- i CDA chg g T LTI ™* &% Lo @ul{rkEi

B EATE 2 5B o

B.1.11 3# 4|4 E 75‘1:'%?4 (Supervision and Review—Access
Control)

FIRBES Y AR F T
® i EEIrF AMRY ARNFOFIHAGEE
® ¥ pEHisF e CDAY » A IEfef[er g AR ¥ K s o
B.1.12 A FiE#u A %@ he LFH FH 7 (Permitted Actions
without Identification or Authentication)

BIRRERY FALHR ) F T
@ ALl FARLER P AGBUAKRFOFIRT > B IoissE

T_ig H iﬁ? ¥ CDA 7 11 3 {7 ehds 1 o
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@ N ARERLERIEDITIRT o LFA GG ok E D

BT g fade o RE A B R iff%%f@%‘ﬁﬁ;,jg

L RIEE R TR

B.1.13 p # {3z (Automated Marking)
FpRRE LY A ER | FAaF CDA mﬁiﬁiiﬂfﬁ‘ﬁ;‘] P&
BRI g £ 5N R E R BRI L AUL N K A G4y %

o GldeX 2APRME o

B.1.14 p ## & (Automated Labeling)
FpRRE Sy gt bR RJL R B G &R
LR

B.1.15 38323 +#] (Network Access Control)
R ¥ AR R e ki CD

)>

SRR
i G S P L T AT F PR R FERE
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B.1.16 B & 2 & 2 & 7' 4] (“Open/Insecure” Protocol
Restrictions)
;}37; g{ﬁgﬁg\; v ;ﬂﬁ—/\ N i) —;fu*r :
® FRTALE AR R BALRIEDTEY F A
SRR %6 R R R R e UL AL A e
O gt dh K E L EBEIE § o CDAKE Pk %

S
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B.1.17 & %3 2*T4] (Wireless Access Restrictions)

FIRRAL GARER LT
@ Z 4w CDAGF X 2frE &x g Mo > &% & SPFo
| i E %"‘ft‘a‘?ﬁﬂ CDA shE 575 B~ > Fr iF | 73 Boen

'L H 27 RG5.71 #dy i ehfr 0% § — Rehio

B.1.18 # % 2fr& R @ % (Insecure and Rogue Connections)
TR e e CDAPF - 45 AR F & ¥ 354 & % & CDA
RGEAT > M RIS L - B 10— & o

B119 Vv #H N fr#H b N K & 5 B4 4] (Access Control for

Portable and Mobile Devices)
FIREBFEFGFALAL LR

® Zifry BFREF UG 2 F T H/N B E KRG g

= 4o

_J_L-:

N

@ HiF{rmHHT ARG hE PR P L Ao BT X

T & CDA &

B.1.20 % 3 # %+ R4 (Proprietary Protocol Visibility)

FIREBRFLY FAERE 5§ RTNE 2R L7RIE
PF o Bilde k S o R P s i} L& F o F N R R R
i CDA .3 Dl B re Ffr Ak 2 1 o

43



B.1.21 % = * & %Fcix#| (Third Party Products and Controls)
FIARAFSY GAEBRES =22 Aol dl T iR

® TFILRF GV IrIRAMAR F = 3 & 230 R AR Lo

O irk %z RFBAEDEERLT LERP DA RIFLEE
FAIFA o

B.1.22 ¢k 3R % stenig * (Use of External Systems)
#‘3}7; ﬁp@%é ] ;%_/\ AT 4 g “%L A
® FriRhIN KA ALY B R &R o
® l%q*’ﬁ/! € oh 3R % %k 73 B~ CDA & @w‘lpqz?‘@ﬂ‘ 97—:«1{’"

FIPF R -

B.1.23 ¥ 2By Bhp % (Publicly Accessible Content)
FIHBES! g R Fou e

O iEi LB ARARFFI AL o LR ORI
® FEFSILTIEFRT2FEBEANLAL T ANFLTI L

LBt XTIV o A BB oo
fl B

B.2 #+:ifr¥ f;ﬁ‘i— 1 (Audit and Accountability)
B2l & fr¥ Ffichic L& &4 (Audit and Accountability
Policy and Procedures)

B RRE &Y A S RE E SR TR R R
FOR R IARBFP N FPRE LS T Y REF LN B
B oo
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B.2.2 ¥ £+ eh% # (Auditable Events)

FIRERAL GARER LT

%2 CDA 7 ipM ehE 2 eh% 2 % i AN T RBALED -

ERETAEPOE B EA N E BT R OEPAES
LG AL AT o

200 RG 571 s A ¥ 4.1.2 & 5 A # > 33 5 CDA ¥ it en

T P Lok E A4 o

B.2.3 #iieékp % (Content of Audit Records)
FIHBES ! g R Fu

® rrik CDA #7A 2 chffpiiedrk ¢ 3 g & A F 252
R s B BRI R RFIE R o

® sz i% CDA ¥ 1% in3f *F { #Flwmenfiiriods A8 ¥ 2 o
A B BN REER o

B.2.4 #£+:inkk 3 3 £ (Audit Storage Capacity)
BN G AR g R 0 8% NRC
& KT P R AP R B o

B.25 #£ 4 m 2 4 prenw & (Response to Audit Processing

Failures)
fh"l*{ﬁ@ﬂ \g'»j.4,¢/g_ﬁ ,g‘u—r;

® ok - i CDA #% 2B AR A L APAILA peamt e f o

4

B FESp Tt g gl 8RR I § 4 e
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B PRy ~ A CDA &S 2 Rk & cheklfa > @ ¥ 3
AR APIPR TR KRBT H o
® CDA P4 P & HFBT 778 ¢
B i F CDA-
B iz A2 fEced o

B26 ¥ E & ~ & £ (Audit Review, Analysis, and

Reporting)
FIRRALGFALFRLF T

® L HINEHEeL 7 L ¥ hiEd 7% Afoa i1 CDA s
o - BE IS

@ - BRPNRGCRRE &Y FAR NRC “f37 €4 2
ERgHartEan L i A#H A CDARP % 4~ 449
qfrﬁﬁ% °

® & CDA #% pf#ilkHER TR R fer BEFE S
Pigh At fesEd o

Cm\

B27 #£+ f -4 £ 2 2 (Audit Reduction and Report
Generation)
FPOARE &Y A R et CDA f3| T A i
® v CDAFY:f it frdf 2 A 4 chag 4 o
® RENTVERFRENT LG p B ARSI ST A o

B.2.8 pF# (Time Stamps)
FiRmy PEA K- BEY TR KN CDA R
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R CDA et iple & L Bk ShF iR o ARG % 2
Be~ P35 SNTP 3% CDA 112 § 301 iz & 4geniBiz > 4 P&
Bl #hiiyes % & CDA B> & 4 F 840412 2k § Ay
B 2h % e

B.2.9 #+% F i «hikik (Protection of Audit Information)
FIRBESY AR F T

® i K SR AE B g e IJ“,/TT g3 VR 84 CDA kR &k
G S K e R

® iFATH TER TN AERIEZRE KSR - BE 5o

B.2.10 # ¥ % :xE (Nonrepudiation)
iifiﬁ@‘ﬁﬁ‘ 4 &Rk CDA ofbtrsesl» k@Fd - B4

¥
R E T ECAN] S S RO LR s ST R

B.2.11 #&¥% 4% 3 (Audit Record Retention)
FIREBH LY AL FTHPHELE R s FrE &
FPRRET R AV UREIXEEATRALAE -

B.2.12 #+: & 4 (Audit Generation)
¥ «*{p@ﬂ BV A hE 2R KR

® HCDATHEPERES % hwsrdd g o

® %t CDA ¢ S ETHT HFPET 2 FHEY &3 44 ffissadn
A AR e CDA ch iz @ 7 e 8P is st 4 o
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B3 Mé4t#ici>F A& 2 i k@ (Critical Digital Asset and
Communications Protection)
B3l MédiFT A2 dAnchixE i &4 A (Critical Digital
Asset and Communications Protection Policy and Procedures)

CDA i sifrid Uehipc L& 2 21t > & § RJZenp & §
Fl~4d ~F 223 £FE E00igae CDA i frid ik
EFc 2 o CDA kst sudp M % 2441y 5 e0F % o

B32 B* ££F & % frk 27w fp 2 (Application Partitioning

and Security Function Isolation)

O B MAEHCETA AR LRSS e i ok T A
I8 FIF5 gy o

® ¥ Matdci-FA Ko X 2P H N RREDF 2HEH

W Aol AR M RPN o

B.3.3 £ % ¥k (Shared Resources)

fe® CDA Jidh» ripr ok AGaigeniiufgd £ 3 fafmk
@ﬁi%] » X fp ek o NEfeaFE S 3k Iy 4 K fod
WoET g K Bt gt el R A B o

B.3.4 e ¥7PR 33 cnifk3E (Denial of Service Protection)

® ¥ CDA i % ks i 5 DoS s #f #7id & e 58 o
® el CDA jsi- 1] * 3 & DoS s ehiy 4 -
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B.3.5 FikiEAL{E (Resource Priority)
BIREE A A pE CDA FEd BAARR kU TR i
ook R AR M AR R AR B AR b N R

B.3.6 @ﬁﬁ;%fgri (Transmission Integrity)

® ¥ CDA> MikHEF:? ‘Qﬁ%]m%ﬁfl“* o

® %A piBdl o MARTA LG BB RY LT
o g2y B R ik o

F TR R ¢ 4 (Man-in-the-Middle, MITM) sz # 4r

=y f2 47 % =7 #F (Address Resolution Protocol (ARP)

Poisoning) -

B.3.7 ziéﬁ]#s?,-ri (Transmission Confidentiality)
® CDA"“ﬁ‘éFRp @@] B o
® @ iemisd s up A FAA @@l'friq-lj;cé PR R

A n/%,ﬁk;ﬁ Hfs F N enF gg.;;;;ga%’;g 0

B.3.8 ¥ 7 ek 2 (Trusted Path)
F73 HR ‘F’] g it & ek CDA» &* = 4r CDA &% 2 # i
B T 7

HAL M ST 0 10 R ¢ 4 LA SR TSR -

B.3.9 4 % £ 42 = fr g = (Cryptographic Key Establishment
and Management)
BArRPEMLLE DA T & CDA P Y o ARH L YA
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LB AER -

B.3.10 & # * (Use of Cryptography)

FIRBHSY ARl CDA K w4 isd] - %8412
i & B 2R E M e d2 R (Federal Information Processing Standards,
FIPS) 140-2 +4r % fic &= % > % F (Security Requirements for

Cryptographic Modules) -

B.3.11 A4k =gEcd FRF%+ (Unauthorized Remote Activation of

Services)

® el CDAMZ b g i@ b 4] LAy g% 4P
FEihdg o e

® e} CDAREJEHBIcd suh §FWEUTRDD 25353 2 F |0
3o k2T i 0 & 2P e Rypdl{eE 7] CDA ek -

B.3.12 % 2> étﬁcm@ﬁ.j (Transmission of Security Parameters)
FIHRELY G opl CDA fif FAph s > Sdich

CDA z Fief7 2 3 -

B313 B £ 4 & # 2= & & # (Public Key Infrastructure

Certificates)
%?ﬁ%ﬁﬁﬂ%Aﬁ%ﬁﬁﬁ%%%ﬁﬁﬁﬁaﬁﬁﬁﬁ

o TR AR T e
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B.3.14 =# % (Mobile Code)
HWERARY FHBPENT st CDA g cdfd » 22 i
L e 25 > 4 T 3AE - ERIodd] CDA P (7 875 ehig * o

B315 % > ¢ f = fE4rR#F (XK HR ¥ L) (Secure

Name/Address Resolution Service (Authoritative/Trusted Source))

® el kit 3% K ALJ W LA alfEiT PRI 0 v RfET A
A RETERIRT ff o

® ek ki i ksl CDA B ofi/ mnfads o § 4% (FA 4%
R ENGLIRER O RESEREA T I FE 2R
dodk T LA 2RI A RRERZF RS IR

by

B316 % 2 ¢+ f /= nf24rR#B (P24 F ) (Secure

Name/Address Resolution Service (Recursive or Caching Resolver))

® ¥ ki AN CDAK® L Fi- SR R T PR AR 0 T
TR R IRARRE TR R ERE o

® el CDA> el FHM v PREFENAREFTFTER
M > 1w & CDA % P /g & R & i B PRFR

H

B317 2 # &k & & f# =& f2 45 JR 3% (Architecture and
Provisioning for Name/Address Resolution Service)

BB A Gl kA 3k AHBIR R R LS
ohE iR RAR 0 R R B ICIR AR (TR E 4 A ) o
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B.3.18 ¢ # ¥ %L (Session Authenticity)
P RRE &Y A ek CDA % Rl 3 § 3k env Sl -

B.3.19 #&i{ ¢#& -8 (Thin Nodes)
#H i{ﬁﬁéﬁﬁ@gﬁ—&ﬁa ¥ CDA frifdl s ki@ * & A pd@ann

CIR - ETRTE 8 ST NA VR AT

B.3.20 # .t Fi i 4t (Confidentiality of Information at Rest)
FPARE Y A peE CDA S rURER L T gt -

B.3.21 & ¥ % k1% (Heterogeneity/Diversity)
FiIHBHLY g Pk it CDA -

B.3.22 #*t e &k g (Fail in Known State)
% CDA wf*t e fsfk iy » g2 i SSEP eh#* ic 7 € 15 CDA #=

< P8 éédza—rf;?,L CDA & JF‘f ~ it AT Fjililicl;}»ﬁ'}‘ﬁ,b&@

g
3
W

B.4 #u|f-s%# (ldentification and Authentication)
B.4.1 # % fr % # eh 5 X 2 #& B  (ldentification and
Authentication Policies and Procedures)

R wpe R femBra kY B0 32° 20 3L s o
4 —E‘ji_{’fr"‘ﬁlﬁl‘fi{g’ B L Sl ok S SR N - A
AR S PRIFfeT R o VAR R S & 2 i o R 2 4R B
PP o TR L Y BFRE T H(FER) FRPLAT
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L‘?«—éq*iﬂ”m’**‘%'l%'fr’CDA R TG P 0 TEFTR hBku] %

B R - R

B.4.2 ¢ % —‘F'T A fosk# (User ldentification and Authentication)

® 75 E L FR|deskvE cnPoe s B n{oskE g % ¥ CDA 2. ¥
I ETE 0 TAEFCDANRKGENE 2ER CHITRBE T H
Fo#lrr 2 B A g2 CDA e $5 0 40 E B § vir— ciihu{ose i@ 0 1
* KO (T E R SR Bk

® iriki o gkEangipri ¢t 3 F]5 (Multifactor) %% > * kiR
HERILARR o

® 7§ CDAZ i AR ¥ F Lo u| el pr cnit P> F %5 3 &
Sy e I D jesid b R Al e gaTd .

@ P XTHENHE AR R LG R BEAUNNRE

~=

2 d o

BEACHRP LT R E 2R

i

¥

B.4.3 % & £ (Password Requirements)

BRBE S AR LR Y REPER T FRAE 0T 2ok
Thens s RABE LG LR fojfeiien® £ 2 {2 TRAB -
AR BBAOR AR G AT UGB 2R G S L el
£ %75 (Master Password) 4 B % 2 & § 324 | oo

B.4.4 * /4 & 2 £ L L ZEFEHE > (Nonauthenticated Human

Machine Interaction Security)

® %7 CDA A% % (Human Machine Interaction, HMI) % %
BELHREOTT > Ry DT ME 234 T T
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HEFREfrBU IR T EF i REKRFFOELT

AR e &

® #F NHMI (Nonauthenticated Human Machine Interactions) &4
B T AR AER G T R RS NHMI % > ¥
2R RN RAE A B ¥ 43 P NHMI -

® S SSEP # it 7 ¢ X RS~ § k4 S g s A il
RNl g O (O

® & NHMI 5484 /fifgedg A B & 23 FHeht f eddio
TR SR 0 TP B R

B.4.5 &k & # %4 # (Device Identification and Authentication)
’&—'\;{VEQ afpta CDA m@z;g\7 Th ,-?%;;i’,_g; ’*%‘%I*fr'%ﬂg_
W oo s oS A

UK AT R PR U E A CDA A oA 4 %
T RS il P e Y F Rl el

B.4.6 %5 ¢ 3= (ldentifier Management)

o

P G - R K
He S R AR

e F R P F AR 1 A A -
TR UL PSTE PR I

2

o
o
[
¢ i

® Yok it EFBBAELE S Z XA NG RY > PR E AT
® it jz;%#‘;v' E%Eﬁi}% » T G B R N e iR - K oo

B.4.7 %##g ¢ = (Authenticator Management)
® T EAWREMON G O ATARRBOERfreS 40 £
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e v A s AR o

® LAdNEREM AR E2 EEERE  whEMBEL B
AR BB F F EARS o

®@ CDAZ £z RLIPRAKFEMH/T  THFEHL -

B.4.8 %% w4 (Authenticator Feedback)

Foif- CDA BB E AR ) RAFEFT A NT A > LELE
WAL * & F A G2 ni * > 10 2 /E (% CDA fo CDA chw 4 7 ¢
BEFT LA GRIEDT & o

B.4.9 4 %4 %% (Cryptographic Module Authentication)
75 % CDA 2429 FIPS 140-2 4 2 e > 3 Rk # 74 B

B.5 % 33 v (System Hardening)

B5.1 # rﬁg % 7 & chfRI3fo#23% (Removal of Unnecessary Services

and Programs)

o #i?”‘*{ﬁéﬂﬂfr AR Eitarg & CDA 3 MEE & gt
AER ~ U GRS fRE B FHEE B i E

4

® FiHBFIY ;b L COAGYRBE RipH 2Rl

FABLEGFHEE i wsg (Port) fofkirg &0 &
BodE B FREE PR BRI LS & chifiv > 7§ 7R R
TR fofe s s B B (T H_LiFeno

o ;}f»‘ *{ﬁ@ﬂ’f‘ﬂ' ,3_413 ERTIE e en{ #7 0 % CDA
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| &‘ﬁ»ﬁ",f Bl # o e B o 2 Ade » CDA w2 A TR
BT 1???

o
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B.5.2 i » 21 gl % 3t (Host Intrusion Detection System)
FIRRFfy A& s Fofoy Bt T E R

® el iR RS %%H’W%éﬁéﬁﬁ?ﬁ‘ﬁ
(AN E £} AN ST i % R B~ R SRR T ek
A o ErUIeAR R kR K SR G R B T B ey
3R LR AHS P o

® X RPN KT Z2 ks 0E 2 RITARR

L AT o 48 ~ i p) k senfg s i3 48 (Patch) o

= ‘—‘F'ffrv-" FAOR RO~ BOR kAR R 2 g

P&
o NFERE FEEAR AT UEFFE o

B.5.3 4% & 3ot £ 5 SLiEUeh{ ¢ (Changes to File System
and Operating System Permissions)
FIRRAf e s Ffoy Bt T E
ek CDA ehbo ] '8~ T ~ &4 ~ fh & otk » 55 o
Fed KALIRAF R FE B AL % 7 i 5 IRBfre Bl o
B E LA o o

g

bl (50 B AR AR PR 2R LT
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B.5.4 A % = & (Hardware Configuration)
HREE ! G R e i TR

® MF/RLEFHRWAFHY 4 7 3R PRfoENE D
Port> MZ2 ¥ BH Nty A1 AR o

® &% * g ik BIOS ki A SN o

® iy i RRRE KU TR B o

® ok U EEMBFHMAY ERMP T A AREREE

® UFERN{HLLERE LRI WERWR AR -

B55 1F¥ k5b~ B* 5822 ¥ = WO { 7% % (Installing
Operating Systems, Applications, and Third-Party Software
Updates)

FIRRAfGrAEE2 s Fufoy Bt T E R
® Patch g 2R ~ L ATIRAENE BAZX LT EE -
® ¢ BN CDA 33 gBhemil Ao B AR %5 0 12 4 0] BF N JT D] £33 B

® i gt epi% »4phRE Patch chgfg A f o
® L Fww i ATV B R R AP o

BB G R R ol T
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(=) "4 C~ 4k Tt 5@ % 2>+ (Operational and

Management Security Controls)
C.1 ¥-# %# (Media Protection)

Cll % ix# xR 2 &£5 (Media Protection Policy and

Procedures)
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C.1.2 #-%f %3 (Media Access)
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C.1.3 #-##3c (Media Labeling/Marking)
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C.1.4 ¥4 #ts (Media Storage)
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C.1.5 ¥-#i&# (Media Transport)
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[ F A LA @’@?]Bg B % ¥ hE -4 (Identified Custodian)

C.1.6 ¥4 # ¥ % &2 (Media Sanitation and Disposal)
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C.2 * B % 2 (Personnel Security)
C2l A R % 2R (Personnel Security Policy and
Procedures)
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C.2.2 A f #swst @ik (Personnel Termination or Transfer)
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C.3 &3z T Emit (Systemand Information Integrity)
C31l #%z2 FAEmMEARERSE (System and Information
Integrity Policy and Procedures)
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C.3.3 &R /A %3£ (Malicious Code Protection)
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C.3.4 E#a & 2 i (Monitoring Tools and Techniques)
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B M &8 F A ch¥ s e (Functional Performance) e

C35 % »¥spdrii £ (Security Alerts and Advisories)
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C.3.6 % 2># & %% (Security Functionality Verification)
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C.3.7 s {-F & £ /zi+ (Software and Information Integrity)
EE ;,*{F}E-%"fr’ FAEF TR

® R RIHEWETAXALRENRL o

® LT AT o R AR GBI A SR
WL -

® [= zﬁ]x\ﬁﬁ@ NEI 03-12 & & NRC 4= 3 K > FEN 7L ReOE
FEM S F T W H & BRF SRR E R R R o g
PR 2 Hit g2 D flt s v for @ -

@ LEHLBEMAMHT BT FAETECELABIEL s LA

BILA R PR R iy et o

B qes i B ?If‘lm—ﬁki%%ﬁ# L

B R kALt

B R E 4t o &

fS
BEYE P EREERY EALRERY AN € WM RET

st}
e
By
;\.\J
i
\ \
e
pLI
5y
b
AL
P
e

gmﬁwaﬁg;nﬂﬁ%§’i BE SRR AR A

B PR RIS

C.3.8 "“%ﬁ:’ﬁ% 'L (Information Input Restrictions)
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(Interpreters) ¢ FEL&E U b N FHE L BFS &4 o

C.3.9 4% %32 (Error Handling)
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C.3.11 sg#r45:%v & (Anticipated Failure Response)
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C.4 &3 (Maintenance)

Cal a2 MA (System Maintenance Policy and

Procedures)
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C.4.2 %1 £ (Maintenance Tools)
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C5 ##e%ki %3 (Physical and Environmental Protection)
Chl Ry FEx{EMAE (Physical and Environmental
Protection Policies and Procedures)
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C53 fFHe®ki %#E (Physical and Environmental Protection)
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C.5.4 § %5 2#14 (Physical Access Authorizations)
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C.5.5 ¥ #5244 (Physical Access Control)
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C.8 ¥ #w & (Incident Response)
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C.8.2 ¥ &% ¥ M (Incident Response Training)
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C.8.5 ¥ # £ # (Incident Monitoring)
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C.8.6 ¥ #4 £ (Incident Reporting)

RG 5.69 “Guidance for the Application of the Radiological
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10 CFR 73.55 Requirements” # i 4 Bt ro 8 22 e i % > 3T e 7
dp3l o @ 7 #3302 W NRC ap £
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C.8.7 ¥ #w K prig p4 (Incident Response Assistance)
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C.88 ¥ #w 33 (Cyber Incident Response Plan)
EEl #iﬁﬁ—‘ﬁir‘?‘ FARE-BREEY RIE Z

® KuRRITEv R DRfFL .
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® %744 cnge T 2 Regulatory Position C.8.6 4 & -
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CO SSEP # B * % *t % 4 @ endF ¥ 3+ % (Contingency
Planning/Continuity of Safety, Security, and Emergency
Preparedness Functions)
C91 @it e&A (Contingency Planning Policy and
Procedures)
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C.9.2 & ¢t B2+ 4§ (Contingency Plan)
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C.9.4 & *t @i 4 ' % (Contingency Plan Training)
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C.95 B ¥ &% ¥ (Alternate Storage Site and Location for Backups)

FRRBHIo? Al B R R BT e s LR

P Ak ur CDA enFRL e 0 TRLE (e i > T R g e
F}Z&»ﬁ@ﬁ%ﬁfﬁlﬁﬁga WIFFF G PR ’f A PIRAR PR 2 p AR
P E P -

FIABEIY A RHTATAL F
FERRF R kim0 & DR b BEA AT WA T
o R B o B o

RS S G T 2 BRSO IR (T £

ﬁ%ﬁéﬁ“%*afﬁfiﬁi%&ﬁiﬁﬁﬁﬁ’%@%

86



C.9.6 CDA # i» (CDA Backups)
73 R fm‘f FARHTAERL T

O HIL P EppmA kI EF SR

® fi;uCDAY CDAH 2 BRFRMAd T 2d K2Fmh i o

® hiEG B RER PEA
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C.9.7 w4 2 % { (Recovery and Reconstitution)
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C.10 R #2353 (Awareness and Training)
C101 F# % 2 &P 3 (Cyber Security Awareness and

Training)
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C.10.3 "8t (Technical Training)
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C.10.4 #F =z el % >33 (Specialized Cyber Security Training)
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C.105 B # it B % 2 ) 2 (Cross-Functional Cyber Security
Team)
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C.10.7 w 4% (Feedback)

C.10.8 % 23" ¥ 3isék (Security Training Records)
%f’ﬁ ;ﬁﬁ@ 'fr’ ’3—’\ v iR R H R IR

C.10.9 m&% 2/ & s (Contacts with Security Groups and

Associations)
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C.10.10 # ¢ &r % = (Roles and Responsibilities)
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C.11 2 ¢ 5= (Configuration Management)
C.11.1 =i ¢ 2 (Configuration Management)
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Cll2 =i g ®scR &4 A (Configuration Management Policy
and Procedures)
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C.11.3 & # & i (Baseline Configuration)
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C.11.4 28 % { #=+! (Configuration Change Control)
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C.11.6 # g 32 *4| (Access Restrictions for Change)
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C.11.7 % % (Configuration Settings)
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C.11.9 = # &3 (Component Inventory)
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C.12 & $t4cpR7%crB~ @ (System and Service Acquisition)
Cl21 i %4 fRBBF ehgc L fr#& F (System and Services
Acquisition Policy and Procedures)
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C.12.2 #4asi%3E (Supply Chain Protection)
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C.12.3 ¥ 7 #g & (Trustworthiness)

ERGMBF AR IS foskE > 2 o b il
Foo T2 v % E ek Ko B RGP RPFREE 2E
7% SSEP functions e & £ 5@ FH ¥ &4 &5 > i
A2 B MR B RIT kAo

C.124 % 2> # e & (Integration of Security Capabilities)
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Cl3 % 23 frh *%& F & (Security Assessment and Risk
Management)
C.13.1 = -3 8¢ 32 (Threat and Vulnerability Management)
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