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Abstract

This project is a continuation of the previous two years’ effort in
applying formal methods in the certification and verification of
computerized nuclear instrumentation and control systems. The main
direction has been on investigating how to extract a workload model
from the code of a real-time application, and to ensure, with the help of
program verification and model checking tools, that all tasks will be
completed in time. To maximize the effectiveness of introducing formal
methods, we focus in this project on control programs that operate
without an operating system kernel, in the hope of obtaining a more
complete method for the formal analysis and verification of such
programs. We use as an example an electric current monitoring program
running on a single-chip microprocessor, to illustrate how to extract a
work load model from the code based on the microprocessor’s interrupt
and timer mechanisms and then ensure that the monitor indeed executes
a trip when the current value is too high for too long.

Keywords: Interrupts, Model Checking, Modex, Program
Verification, Real-Time Programs, Schedulability Analysis, SPIN,

Timing Analysis, Workload Models.
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1 0000 0.5 0000 0
2 0001 0.6 0001 1
3 0010 0.7 0010 2
4 0011 0.8 0011 3
5 0100 0.9 0100 4
6 0101 1.0 0101 5
7 0110 1.5 0110 6
3 0111 2.0 0111 7
5 1000 2.5 1000 8
10 1001 3.0 1001 9
11 1010 3.5 1010 10
12 1011 4.0 1011 11
13 1100 4.5 1100 12
14 1101 5.0 1101 13
15 1110 5.5 1110 14
16 1111 6.0 1111 15
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void timerl_handler() interrupt 3

{ /] set timerl: interrupt every ms
TF1=0;
TL1 =65536 - T; // assuming T KHz (T/1000 MHz) crystal
TH1 = (65536 - T) >> 8;

// some other things every 10 ms and every 100 ms; details omitted

TCA++; /] every ms
if (TCA>1000) { // every second
TCA=0;
if (TRIP_FLAG) { // high current persists
if (TRIP_TIME) TRIP_TIME--; // count down

else {
TRIP_FLAG =0;
TRIP_TIME = 0;
NORMAL = 0; // to trip
¥
}
}

AARF R BB R P3P R R R E 0 TR
B P ks R P e FRE TR 0 RICRE R P20 2 P21
B ¥ TR e AN E BRSNS L AT o Y

DIP.BYTE * k- WKiEp+k = P3 &g > union T3] ik eig * ¢



DIP.BYTE iz i == % DIPBIT.TRIP( & /=& ) 2 DIP.BIT.DELAY

(MEBPER) “rie & chi 2o (R4 £ @ o



union {
unsigned char BYTE;
struct {
unsigned char TRIP:4;
unsigned char DELAY:4;
} BIT;
} DIP;

void main(void)

{ // enable timerl mode; details omitted
TL1=65536 - T; // assuming T KHz crystal
TH1 = (65536 - T) >> 8;

// enable interrupts; details omitted
for (i)
{if (NORMAL) {
PULL_OFF P21 =0;
I/ some delay by looping; details omitted
PULL_ON_P20 = 1;
¥
else {
PULL_OFF P21 =1;
I/ some delay by looping; details omitted
PULL_ON_P20 = 0;
}
Read_TRIP_and_Delay_Setting();
Measure_ AC_LOAD_Current();

Display();




void Read_TRIP_and_Delay_Setting(void)
{DIP.BYTE = P3;
// set TRIP_CURRENT according to DIP.BIT.TRIP; details omitted

void Measure_ AC_LOAD_Current(void)

{ /I get AC_CURRENT; details omitted
if (AC_CURRENT > TRIP_CURRENT) TRIP_FLAG = 1;
else TRIP_FLAG =0;

void Display(void)
{if (TRIP_FLAG) {
if ITRIP_TIME_SETTED_FLAG) {
TRIP_TIME = DIP.BIT.DELAY;
TRIP_TIME_SETTED_FLAG =1;
}

/[ display trip time to count down; details omitted

¥

else {

/I display delay time; details omitted
}
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byte P3, ADCDATA,;

bit NORMAL = 1;

bit PULL_OFF, PULL_ON;
byte TRIP_CURRENT;

byte AC_CURRENT;

bit TRIP_FLAG;

byte TRIP_TIME;

bit TRIP_TIME_SET_FLAG;
byte TCA=0;

byte DIP;

unsigned DIP_TRIP: 4, DIP_DELAY: 4;
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proctype timerl_handler()
{ do
.- atomic {
TCA++;
if (TCA>100) { // shortened 10 times
TCA=0;
if (TRIP_FLAG) { // high current persists
if (TRIP_TIME) TRIP_TIME--; // count down
else {
TRIP_FLAG =0;
TRIP_TIME = 0;
NORMAL = 0; // to trip
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proctype main()
{ do
- if (NORMAL) {
PULL_OFF = 0; // delay ignored
PULL_ON =1;
}
else {
PULL_OFF =1; //delay ignored
PULL_ON =0;
}
// Read_TRIP_and_Delay_Setting();
atomic {
DIP = P3;
DIP_TRIP = DIP >> 4; // with truncation
DIP_DELAY = DIP; // with truncation
h
TRIP_CURRENT = DIP_TRIP; // simplified
Il Measure_ AC_LOAD_Current();
AC_CURRENT = ADCDATA;
if (AC_CURRENT > TRIP_CURRENT) TRIP_FLAG = 1;
else TRIP_FLAG =0;
/l Display();
if (TRIP_FLAG) {
if (' TRIP_TIME_SET_FLAG) {
TRIP_TIME = DIP_DELAY;
TRIP_TIME_SET FLAG =1;
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proctype env()

{ do

:: ADCDATA = rand();
P3 = rand();

od

init {
atomic {
run timer1_handler(); run main(); run env();
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#define high (AC_CURRENT > TRIP_CURRENT)
#define totrip (NORMAL == 0)
#define open ((PULL_OFF = 1) && (PULL_ON =0))

Itl p1 { [J(high -> (high U (Ihigh || totrip))) }
Itl p2 { [](totrip -> <>open) }

B L F RGP R R

p - A AR

PR B ARS L AR R ARERT R alT & 2R
R E o F G B2 B & P Bho ADUCBAL i | & k2
cashing  pipeline #+4] > £ 3% ¥ VW EREmDGIE o ¢
BTAER P - AT a8 RZZETR 0 Flt b e Bl R
HEF=x > PETHREINEARGFER PRI ET T E R 2H
Foor &L PGRTRREAL AT o

95 ADUCBAL i F 2 3 F ¥ 8T 55 & 3R Rl 2 L i7

FREGEE > 7 2 R0 BRSNS ERAT 1 0F R -

16



o | LU DDLU DAREIRILEDLT]
o I N NANEN AR,

Bl - et 3 v 45T

S P PR R SRS LR AR LS
Hepprlid A2 X HF L BR TR Z8HTs 1 T3 %4l
Rk #H o TR TRER RIS 0 P IS AT - BEERYRE
BicElici §) > Bz 2R EEF B i 2Fd LR35
T AR B 0T o

-~

: : A
e R N 0
handler & 7
main 1 T L L L T L
T T 1 1?1 1 T T 7 B B B B T
0 1 ! 2 3 4: sec
high current countdown trip
detected started signaled

Bl -~ EARSfaesE 1iF f a)

o 3 iR PR R e R B B ERE ]
TP RITALA F R A 1 (FE o

17



- 1R FRELSG
PP B RN DS PTERE Mf AR B R 25 ARy

FRZREFHRPIZINE > RUEHRNAN PEAE 2N

—\
Wi

TN

Iy

CF NG R o TRt VR HEF LER LR

ﬂ\—k

HEDpAMEIBRT LA BEALT o P
Eoar e d ATARSN P RE 0 T RE B BAAES TISE o E R
2L EA RS - R A AR P16

BHARR - RATIE UL HRGF LB G L HRE R

TPEA BT OMLFEE KT S EL XA B LB - B
AV - Al E oy S u AN AR ZB D R .
TRIP_TIME &35 z_p % >t display #254 # & (7 > $a & iz § %
¥ {3 B~ P3 & ¥ 3k * TRIP_CURRENT 2 {4 2 & {7 o

95 MISRA-C % -~ A2 EB R4 > H i 44 4

* RIERRL

18



ARG AR (TaEEeng 0 R Ai- RO AT R A
T - R ARERG
o AR R HH LA

CHFRP TR T EBERP c pNEXEF L LK
2= 3L o A FFHF A 4o delay (B AR SR

dealy ) ~ set ( 425\ 5 :%48 = setted) -
e ak A o BEA R ARN 2 1 T e AR e
ATk E AR FradE P g S FR EEE R R -
HAEZDTRE R B R%BHE 3 0 AF T LT FRT - R
BT o B GTASLAEA LR L F AT f 8
AP o L R RO F A R AL ER A &
Rhok RAL LB R IP A1 T RIHROBE RS LR

¢ e

vd 3 ABNIR - % oA e frdena iF

o
';.‘u‘
o
>~
Ml
3

T

'}f@’:—ppgi f‘

=3

TR RS DRI R AL RS S
2 e e j-\,{nm; AT ERTE T E T AR BT~ it s 2 G

— RRETE AT AR A

TP RAT kA B HERE S RE T BIURT A2

oS
%\
H-

B* 3 T & ks i

ot

FRARFF L LET M T
Lrs BRBEREY L LAY A

BT R N SR o B

EAK AELLT R ERE A

19



Vi OB ERKRFES 2B

G

& T SM B3] 2 Rl (model-based testing) £ 4% {7

\/ ‘;J-
% (run-time verification ) i
V BRI Z2ZRFVEMEK A FE R LS

2 q XZ‘H Jﬁ.

V OB ADREMAERREL L2
Lo FELBRRS e lde 2 B R

L S AE )

FMALHR RS i o S P AL G ARTE AT 5
IR P & F S S S T o TR
b RnB AT g e

20



‘Ei ~

10.

11.

12.

13.

4% e
[MISRA-C: 2004 --- Guidelines for the Use of the C Language in Critical
Systems] MISRA-C: 2004 --- Guidelines for the Use of the C Language in
Critical Systems. MIRA Limited (2004)

[aiT] aiT. Available at: http://www.absint.com/ait/

[Bound-T] Bound-T. Available at: http://www.bound-t.com/

[Bowen ] J. Bowen. The Formal Methods Page.
http://formalmethods.wikia.com/wiki/Formal_methods.

[Brat et al. 2004] G. Brat, D. Drusinsky, D. Giannakopoulou, A. Goldberg, K.
Havelund, M. Lowry, C. Pasareanu, A. Venet, W. Visser, and R. Washington.
Experimental evaluation of verification and validation tools on martian rover
software. In Formal Methods in System Design, vol 25(2-3), pp. 167-198, 2004.
[Clarke, Emerson, and Sistla 1986] E. M. Clarke, E. A. Emerson, and A. P.
Sistla. Automatic verification of finite-state concurrent systems using temporal
logic specifications. In ACM Transactions on Programming Languages and
Systems, vol 8, no. 2, pp. 244-263, 1986.

[Clarke, Grumberg, and Peled 1999] E. M. Clarke, O. Grumberg, and D. A.
Peled. Model checking, The MIT Press, 1999.

[Duval and Cattel 1996] G. Duval and T. Cattel. Specifying and verifying the
steam-boiler problem with SPIN. In Formal Methods for Industrial
Applications, vol LNCS 1165, pp. 203-217, 1996.

[Frama-C software analyzers] Frama-C software analyzers. Available at:

http://frama-c.com/

[Heckmann and Ferdinand 2004] R. Heckmann and C. Ferdinand. Worst-case
execution time prediction by static program analysis. White paper, Absint
Angewandte Informatik GmbH, 2004. http://www.absint.com/wcet.htm.

[Henia et al. 2005] R. Henia, A. Hamann, M. Jersak, R. Racu, K. Richter, and R.
Ernst. System level performance analysis-the SymTA/S approach. In IEE
Computers and Digital Techniques, vol 152, no. 2, pp. 148-166, 2005.

[Hoare 2003] C.A.R. Hoare. The verifying compiler: A grand challenge for

21



14.

15.

16.

17.

18.

19.

20.
21.

22.

23.

24.
25.

computer research. In Journal of the ACM, vol 50, no. 1, pp. 63-69, 2003.
[Holzmann 2003] G. J. Holzmann. The SPIN Model Checker: Primer and
Reference Manual, Addison-Wesley, 2003.

[Kunzli et al. 2007] S. Kinzli, A. Hamann, R. Ernst, and L. Thiele. Combined
approach to system level performance analysis of embedded systems. In
Proceedings of the 5th IEEE/ACM International Conference on
Hardware/Software Codesign and System Synthesis, pp.63-68, Salzburg,
Austria, 2007.

[Lamport 2005] Leslie Lamport 2005, 'Real Time is Really Simple', Technical
Report MSR-TR-2005-30, 2005.

[Lehoczky, Sha, and Ding 1989] J. Lehoczky, L. Sha, and Y. Ding. The rate
monotonic scheduling algorithm exact characterization and. In Proceedings of
Real Time Systems Symposium 1989, pp.166-171, Santa Monica, CA, USA,
1989.

[Liu and James 1973] C. L. Liu and W. Layland James 1973, 'Scheduling
Algorithms for Multiprogramming in a Hard-Real-Time Environment', Journal
of the ACM, 1973, pp. 46-61.

[Martin and Leslie ] Abadi Martin and Lamport Leslie, '‘An Old-Fashioned
Recipe for Real Time', Research Report 91, Digital Equipment Corp., Systems
Research Center, Palo.

[Modex] Modex. Available at: http://cm.bell-labs.com/cm/cs/what/modex/

[Muhammad and Nahida 2011] I. H. Muhammad and S. C. Nahida. A Practical

approach on Model checking with Modex and Spin. In International Journal of
Electrical & Computer Sciences IJECS-1JENS, no. 5, pp. 1-7, 2011.

[RapiTime] RapiTime. Available at: http://www.rapitasystems.com/rapitime

[RT-Druid] RT-Druid. Available at:

http://www.evidence.eu.com/content/view/28/51/

[SPIN] SPIN. Available at: http://spinroot.com/spin/whatispin.html
[SWEET] SWEET. Available at:

http://www.mrtc.mdh.se/projects/wcet/sweet.html

22



26.
27.

28.

29.

[SymTA/S] SymTA/S. Available at: http://www.symtavision.com/symtas.html
[Wilhelm et al. 2008] R. Wilhelm, J. Engblom, A. Ermedahl, N. Holsti, S.

Thesing, D. Whalley, G. Bernat, C. Ferdinand, R. Heckmann, T. Mitra, F.
Mueller, I. Puaut, P. Puschner, J. Staschulat, and P. Stenstrom. The worst-case
execution-time problem - overview of methods and survey of tools. In ACM
Transactions in Embedded Computing Systems, vol 7, no. 3, pp. 36-1, May
2008.

Pt Ry A RTRTEBFEZ X 2 RREFY AT LR 64
Py EAT 44 100 & o INER- A2510R -

P R AT 2R N REMY 0 AR LR ¢4
FEF T L 0 101 & - INER-A2722R -

-l
®

L/E:rgz

-l

23



