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Abstract

In the previous project, we reviewed the applications of formal
methods and related development tools in safety-critical software as
well as the underlying theory and technology. The main purpose was
to assess the feasibility of applying formal methods in verifying
Taiwan’s probable own computerized nuclear instrumentation and
control systems.

For this year, we strive to gain a deeper understanding of the
application of formal methods. Aside from watching the research
literature on the development of relevant formal methods and tools,
we will investigate two particular issues: one is the necessity for
model checking and deductive verification tools to complement each
other. We hope to obtain a more systematic way of integrating the two
kinds of tools. The other issue concerns the link between the task
model in scheduling and the semantic model of a real-time
multithreaded program. We hope to find a more rigorous and precise
way of establishing their correct correspondence. Considering the time
and manpower we have for this project, we shall focus more on the
integration of existing methods and tools.

In view of the necessity of combining model checking and



deductive verification tools, we continue to observe and study the
functions and applications of SPIN and VeriFast. We reviewed in the
first-quarter midterm report a companion tool of SPIN called Modex,
which can be used to translate a C program into a SPIN model. This
further increases the level of automation and avoids mistakes in
manual translation. We also reviewed via examples further details in
the use of the program verifier VeriFast.

On the other hand, the workload model needed for the
schedulability analysis of a multitasking real-time system relies on
precise semantic modeling of the corresponding multithreaded
real-time program. In the second-quarter midterm report, we proposed
a framework based on the explicit-time approach for such semantic
modeling, enabling extraction of an abstract workload model from a
multithreaded real-time program. In this fourth-quarter midterm and
final report, we use a simple yet realistic example to illustrate how the
framework may be applied to extract a workload model as the basis of
more precise timing analysis.

Keywords: Model Checking, Modex, Program Verification,
Real-Time Programs, Schedulability Analysis, SPIN, Timing Analysis,

VeriFast, Workload Models.



P RgAE P

Py ;EJQE ¥ AR ek ot . 4 2 (formal methods )

|

BR Tl 8 AhE 2 LR B DL AR o BEARRIR IR
P A& 2 SRR PNl RS B R F T AL R

WAFE BRI MR ek § 0 Rt T

REFREHIFL AR RN 1 AT R MR R

A

1% ARG mELI L HMRFREEEE S
MERG R AR FEERET R o PR FanF Y EiT E
et FREFEE - REASST Ea B2

PR o TR A DARR F R E s R g 2 RS 2 2
1Bz (o ) L ARAR S AT P ABAF Re 2 IRy
X 2P AT EAEFOAERRAY g2 (532 /,?% 10 [Hoare
2003]) c LA D EA T AR 2 A RE T 1A
PREDER N APRI A AEFRE 2L TR
B IR SRR T S AR B4 BT
ERRIESLECEr TP A B SR

bl - ERSEIEES AP TP R AT
Bz %2 aiu@E,) 50 B AP RG BHEESL >
FHZ BT FREFRIE > R LAHDD R R L 2

PRS2 WA B A T LR R VR p AP

o)}



R R SR T T o AP - P R
BT R APIT L B R R R A BALS %R 5 6] R ALE

TP LARTFEE R ST

~’
—\

REAEE S TR -l R A R

FREHEPRIFEFITOA DR R S LA A A
SRS AN SRR I B cha R - A e e RN L g
AABNAI B aDERN%RE S U2 R FREF R 5%
HIFhX A EAL B TR F S G GRS 4 8

R E T AR E R E F L AR O

\\-

RERE LAHF A PRERANREOH I LR
PAoi i i ens F e Lo B KRR W REL (FahE

£ 5

M
[S)

ERFECAFEGEFE ML DERY 0582 G hER
ARG FEEEALL

FABREFENRFILEZ 34 1 JRFREANS LR
PR R R G AP SPELR 0 e b TR R RIX RS 0 HRED
BHELR - FwmAD LA 2 FREY > &L FATT TPk
oW AR RBFEEEREE - PR EFER D
TOEFE YA PRI (FoeF el o
gLk s AL P AR 2 A S AR A RGRIHE O R/

WRPRNFT R A FLE T IR FRSAP LAF LN



I RPARS SR 2 etk o ARt WESNRE S 2 2

E
—
P
o

RAf s fGe FIBAF e g 33 & F o v fpf2t2 g
WURANGR A BT ETESN 2R ERE R RR G
Mo A Fdoirboif 73 34 LE & AL -

LA E TR IR TERIFTL M 2L 70T
FOEBRNA R R T ETEE SN TERNTEL 0 f FHE
AR R BAEOR TE > TR I TR LFILN T R
WREITE PRI L2 FAEA R B FHRTEITE
GRLA L PR R S 2 R o ipr AP R AT S
ABRIEPHEAFERGE S 2 E 18 g2 ERTTRERL
MPRT R NA Tl ZTEITE RRPEEF I E S HEF AN
A smEE Ll VR RARFEF ST R BRI A
iz i o W G IFE FAREEF LA mREREA A
FEFFABAFEDHBE BLARDR TG - TLAEER o 30
AATE ARG AR L 0 Pl R ARAR RO R R A L S RE
hroe 8 T2 E R PR -

hE R AR D RS F LY R R

%

REILARM D S 21 LB B A A S §

FHRE- KTy c APFF i Fr LEFRPIETENS

)L\

SR L RBELE IS B WAL F R E Y 2



R O ¥ i S RS E N E S R R Ry
CERLETIRES 2 ANEFEL S Y AFET R
BRFELLRT 2 HIL 2L QEFT LK DITEH L
E AP ABKRBILEZFFR AT 2 FE A kAo F R
BV RARG

P R A SN 2T T R S et >
NI RS TLIR 45 (1) RAEEANAF(2) Hal
FEftmeE ~ M E (B) REEFERELPE - GERHFELITE R

SN R e 0 SRS B HALL Ak e T AP

Fert i L AR 6 0 WP AT P H R R
PR F AN N IR RET & AR E A F S

NARNHEILE o - AR WAKRBpRCRAES 0 LI HE
AR N m%wq“ﬁ/? WESIE > AR T oEFR Y4

LadRa s L 32aFam 283 8 o pbeb s Bt i34

4~

PRI 2 % 5 R IR R DY AR R RN T &

N

% o FIp AEY P EENERE AT R A 3 ke g0
FFcdldle o e WEN %S 25 AR Y R T
Agfeefe i F T R F o LV IR0 o FERY A JED

2,25 HE >

HE o

=

F AP A P TR T R B SPIN (4 <



22 [SPIN]) % i % 5% f2 5 %% 1 & VeriFast ( %4 © ft 26
[VeriFast]) eh# it 2 &% - % - TP 2 TEL B 3%
RIGFENRAE I FRIE 7 oA 45 - & SPIN &0
#es 1 B Modex (%% ¢}§J% 17 [Modex] )= 3z # 4 1 & 7 #- C f2. 3
AR S SPINHCA > L 8- HE A pd bR THLA LR
S5 3% o NP e P %%E’ # 6] LiF ~ 238 VeriFast chié * 2 3¢ o
¥- g0 53 W e ot cha 1 PUR0E R
HFZTEIREERNTEFRL > FRAEDREE BAED
REE > d TPEFIRFERN2ZFELR G ORI TEFITE AP
EEL2ZERLEA - ARA 0 B S HTEITE LRSI PERE S
B2 HERA cizs AP UFLELAITE LR LIRS R
FRrE 22818 22 ESaeTprivE A idi
Flo 2 TR L FNPREFIE 2 FEFL I THREFL L 42
Mo RGN EER AL By 0 BARMEAL2ZE o &
F 0 ITE FARREE IR ERERRA LT IR FRHAA
Bk i BARAK TN G - DR o BAFYL Y AR
WL Flt e Ap A R E LAl L 2 e e K T A E
BHA - AF - FPVYHL Tiermr s e T i R
ﬁ%ﬁﬁ%%M%Jﬂ’ﬂW%*”ﬁ%Wﬁﬁﬁ%(iféﬁ

15 [Lamport 2005]) - # &1 — E #424p Mo 837 L 5312 S e

10



2 EF e FH P L TR 2RI K
ZRAE Y o A BRI
Ben i b WP Ao TP i R EAN Rinmm e o F5

a Y'Fﬁ ;\‘.*gill LS i‘%r-\;}”&ﬁ;{‘/\’}’?mlliﬁ%

f I RAER
— S ? F* ,:“ 44 ,F*zn

SEARER S R A2 Y SR P U A S R

PR S T AR RS Y o FE 2 TR ] - 2

R iie 7 BXPPERAFEE - BEFHAY A2

’r = )y 2 2 s _\ o = X =
e ARAeT BT (R RERE Y AN ) o B

HEZ2IBRETEATEY e G orE oA i Tl

Ha S RNETE S BFT T

11



—

4}/ End

Wait for
Start \4!- Initialize » Start Tasks
o J Tasks
tasko taskl watchdog
Set Periodic Set Periodic Set Periodic
Timer Timer Timer
Initialize
—* Do Prework —» Do Prework .
View
Store Retrieve
—» Read WDT
Shared Data Shared Data s
Do Postwork Do Postwork <ﬂged:f::,—mo
yes *’ yes ¥ res l
Wait for ngz for -
Signal Signal Update View

a—|

'

Wait for

Alarm

i 3 Hp 1 TR

-\1\

o F AR
£ 80 ML T

[F L AR )|
SRR IR SR
L > 2 )I* F_i& » critical section » £ * %¥_Peterson ;¥ & ;2 X F
iT mutual exclusion °

A
[ Ay
.
He FaAFeap 3 € L Aads|am
By e { reen N g 2 ErenR AR F R
dvoo e 111 > 222 > 333, A @ B ¥ - H F P e AL
Fleph % o 4ot o E 3 K 7 mutual exclusion § &% 43 d FP e
IR E G BhoS44 mdgh chRE o ¥ o)
YA B el 3 T
T

=
Founit S 5% R R - ARV T aiE

[e]

Ym0 AP ER* periodic HpE R ok # R
12



B R T o A B e

B 2FT - Y F P E o

SR O+ S 2= 2

13

i



(=)

3 f7 50

#include <stdio.h>

#include <stdlib.h>

#include <time.h>

#include <signal.h>

#include <pthread.h>

#include <sched.h>

(lines deleted)

int main(int argc, char *argv[])

{

timers.

created

to

pthread tt0, t1, wd;
pthread_attr t attr;

struct sched param param;
int ret;

pthread attr init(&attr);

sigset talarm_sig;

nt 1;

/* Block all real time signals so they can be used for the

Note: this has to be done in main() before any threads are

so they all inherit the same mask. Doing it later is subject

14




race conditions */
sigemptyset (&alarm_sig);
for (i = SIGRTMIN; i <= SIGRTMAX i++)
sigaddset (&alarm_sig, 1);
sigprocmask (SIG BLOCK, &alarm_sig, NULL);

param.sched priority = TO PRIORITY;

pthread attr setschedparam(&attr, &param);

ret = pthread create(&t0, &attr, watchdog, NULL);
param.sched priority = T1 PRIORITY;

pthread attr setschedparam(&attr, &param);

ret = pthread create(&tl, &attr, taskl, NULL);
param.sched priority = WD PRIORITY;

pthread attr setschedparam(&attr, &param);

ret = pthread create(&wd, &attr, watchdog, NULL);

pthread join(t0, NULL);
pthread join(tl, NULL);
pthread join(wd, NULL);

return O;

15
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#define TO_ PRIORITY 7

#define T1_PRIORITY 7

#define WD_PRIORITY 7
#define TO PERIOD 10 // seconds
#define T1 _PERIOD 10 // seconds
#define TO. PREWORK 6 // units
#define TO CS 4 // units

#define TO POSTWORK 5 // units
#define T1 PREWORK 3 // units
#define T1 _CS 5 // units

#define T1 POSTWORK 7 //units

int flag[2] = {0, 0};

int turn;

int critical array[3] = {0,0,0};
int wdt[2] = {0, 0};

struct periodic_info

{
int sig;
timer t timer_id;
sigset talarm_sig;

int wakeups missed;

16




void unit(int times)
{
int 1, j;
for (j = 0; j < times; j++)

for (1= 0; 1< 100000000; i++)

b

void* watchdog()
{
struct periodic_info info;

int prel[2] = {2,2}, pre2[2] = {3,3}, now[2];

make periodic(1000000 * TO PERIOD, &info);

while (1) {

now[0] = wdt[0];

now|[1] =wdt[1];

if(pre1[0] == now[0])
printf("t0 error\n");

else printf("t0 is running\n");

if(prel[1] == now][1])
printf("t1 error\n");

else printf("tl is running\n");

prel[0] = pre2[0];

prel[1] =pre2[l1];

pre2[0] =now[0];

pre2[1] =nowl[l1];

17




wait_period(&info);

b
void* taskO()

{
struct periodic_info info;

intc=0,1, ], x;

make periodic(1000000 * TO PERIOD, &info);

while (1) {
cH+;
time_t clock = time(NULL);
printf("#%d: taskO started ,%s", c, ctime(&clock));

// prework

clock = time(NULL);

printf("#%d: task0 starts prework ,%s", c, ctime(&clock));
unit(TO_ PREWORK);

clock = time(NULL);
printf("#%d: task0 ends prework ,%s", c, ctime(&clock));

flag[0] = 1;
turn = 1;
int first = 1;

while (flag[1] == 1 && turn == 1){

18




// busy wait
if (first == 1){
clock = time(NULL);
printf("#%d: task0 is waiting ,%s" ,c , ctime(&clock));
first = 0;
b

// critical section

clock = time(NULL);

printf("#%d: taskO enters CS ,%s", c, ctime(&clock));
unit(TO_CS);

for (x=0; x<3; x=x+1) {

critical array[x] = (critical array[x]+1)%10;

§
// end of critical section
flag[0] = 0;

clock = time(NULL);
printf("#%d: task0 leaves CS ,%s", ¢, ctime(&clock));

// postwork

clock = time(NULL);

printf("#%d: taskO starts postwork ,%s", ¢, ctime(&clock));
unit(TO_ POSTWORK);

clock = time(NULL);
printf("#%d: taskO ends postwork ,%s", c, ctime(&clock));
printf("#%d: taskO finished ,%s", ¢, ctime(&clock));

19




wdt[0] = (wdt[0] + 1) % 4;
// periodic control

wait_period(&info);

void* task1()
{
struct periodic_info info;

intc=0,1,]j, x;

make periodic(1000000 * T1 PERIOD, &info);

while (1) {
ct++;
time t clock = time(NULL);
printf("#%d: task1 started ,%s", ¢, ctime(&clock));

// prework

clock = time(NULL);

printf("#%d: taskl starts prework ,%s", ¢, ctime(&clock));
unit(T1_PREWORK);

clock = time(NULL);

printf("#%d: task1 ends prework ,%s", c, ctime(&clock));

flag[1] = 1;

turn = 0;

20




int first = 1;
while (flag[0] == 1 && turn == 0){
// busy wait
if (first ==1){
clock = time(NULL);
printf("#%d: taskl is waiting ,%s",c , ctime(&clock));
first = 0;
b
/lprintf(".");
b
// critical section
clock = time(NULL);
printf("#%d: task1 enters CS ,%s", ¢, ctime(&clock));
unit(T1_CS);
for (x =0; x<3; x=x+1) {
printf("%d", critical array[x]);
b
printf("\n");
// end of critical section
flag[1] = 0;
clock = time(NULL);
printf("#%d: task1 leaves CS ,%s", ¢, ctime(&clock));

// postwork

clock = time(NULL);

printf("#%d: taskl starts postwork ,%s", ¢, ctime(&clock));
unit(T1_POSTWORK);

clock = time(NULL);

21




printf("#%d: task1 ends postwork ,%s", c, ctime(&clock));
printf("#%d: task1 finished ,%s", c, ctime(&clock));

wdt[1] = (wdt[1] + 1) % 4;
// periodic controll

wait_period(&info);

22
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static int make periodic(
unsigned int period,

struct periodic_info *info)

static int next_sig;
int ret;

unsigned int ns;
unsigned int sec;
struct sigevent sigev;

struct itimerspec itval;

/* Initialise next_sig first time through. We can't use static
initialisation because SIGRTMIN is a function call, not a
constant */
if (next_sig ==0)
next_sig = SIGRTMIN;
/* Check that we have not run out of signals */
if (next_sig > SIGRTMAX)
return -1;
info->sig = next_sig;

next sig++;

info->wakeups missed = 0;

/* Create the signal mask that will be used in wait period */

23




*/

sigemptyset (&(info->alarm_sig));
sigaddset (&(info->alarm_sig), info->sig);

/* Create a timer that will generate the signal we have chosen

sigev.sigev_notify = SIGEV_SIGNAL;

sigev.sigev_signo = info->sig;

sigev.sigev_value.sival ptr = (void *) &info->timer _id;

&info->timer_id);

ret = timer create (CLOCK REALTIME, &sigev,
if (ret == -1)
return ret;

/* Make the timer periodic */

sec = period/1000000;

ns = (period - (sec * 1000000)) * 1000;
itval.it_interval.tv_sec = sec;

itval.it_interval.tv_nsec = ns;

itval.it_value.tv_sec = sec;

itval.it_value.tv_nsec = ns;

ret = timer_settime (info->timer 1d, 0, &itval, NULL);

return ret;

static void wait_period(struct periodic_info *info)

int sig;

printf("\n");

24




sigwait (&(info->alarm_sig), &sig);

info->wakeups missed += timer getoverrun (info->timer _id);

25
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